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PYKOBOACTBO IMOJIb3OBATENA

BBEOEHNE

Cuctema ynpasneHuna cemenctsom cepeepoB CUJIA «Cuna KYb» Bepcun 1263 (ganee Cuna
KYB) npegcraesngaet cobon nporpaMmHoe obecneveHne, BKovarolee B cebsa rpacuyeckmni
nonb3oBaTeNbCKM wWeb-nHTepdenc ¢ aganTMBHOM BEPCTKOW, no3sonswowmin pabotatb C
MOOUNBbHBIX YCTPOWCTB, ANS KOHTPONnepoB ynpaBneHus 6asoson nnatel BMC cepBepoB
CUNA.

[aHHoe pykoBoaCcTBO pacnpocTtpaHsetca Ha Cwuna KYbB, paboTtatowyt Ha cepepax:
CP2-5422, CP1-6326 n CP2-6327.

BMC cogepXut WHTErpupoBaHHoe BWAEOSAPO, B3auMMOOEWCTBYET C  KOMMOHEeHTaMu
CUCTEMHON NnaTbl cepBepa Yepes pasnmyHble nHTepdencol 1 obecnevunBaeT HEOOXOANMbIN
dyHKUMOHan B cooTBeTcTBUM co cTaHgapTom IPMI. Pabota Cuna KYB He 3aBucut ot
onepaumoHHon cuctembl (ganee OC) cepBepa. B aTom 3aknioyaeTcsi OCHOBHOE OTNiMymMe OT
NporpaMMHbIX CPenCcTB YyAaNeHHOro ynpasfieHUss U MOHUTOPUHra, Tpeldylwmnx Hanmyus
pabotocnocobHon OC (Hanpumep, yganeHHbii goctyn Kk OC yepe3 RDP, Radmin n 1. 4.).
[octyn K rpau4eckon KOHCOMM MOXHO WUCMonb3oBaTb ANdA ydaneHHon npowwuskn BIOS
cucTtemMHon nnatbl unn gns ycraHosku OC.

Cuna KYB nossondetr yaaneHHO ynpaBnsTb 3MEKTPONUTaHMEM CepBepa, CKOPOCTbIO
BpalleHNa BEHTUMNSATOPOB, NPeaoCTaBATb AOCTYM K KOHCOMM [MaBHOW oOnepaunoHHOM
cuctembl yepes Serial Over LAN (ganee SOL), cunTbiBaTh Noka3aHUsS CUCTEMHbIX AAaTYUKOB
(CKOpOCTb BEHTUNATOPOB, HanpsbkeHne Ha 6nokax nutaHma m VRM, TemnepaTtypa
KOMMOHEHTOB), CNeauTb 3a UCNPAaBHOCTLIO KOMMOHEHTOB, XPaHUTb XypHan ownbok. Kpome
Toro, Cuna KYB npepoctaBnser BO3MOXHOCTU yOaneHHoOro Aoctyna K rpaduyeckomy
TepmuHany (KVM), nogkntoveHnsa BupTyanbHbix Hocutenen (DVD, 1ISO, USB), nogaepxusaet
pasnuyHble npoTokosbl out-of-band nogkntovenmns (IPMI, SSH, Redfish, RESTful).

[laHHOe pyKOBOACTBO COAEPXUT OCHOBHble MapamMeTpbl HacTpoek goctyna k Cuna KYb,
WMHCTPYKUMIO no obHoBneHuto npowmnekn Cuna KYB, nHgopmauuio no agMUHUCTPUPOBAHMIO
KOH(purypaumm cuctembl 1 onvcaHne web-nHtepdenca cuctemol.



Cuna KYb

1 OCHOBHOW ®YHKLIMOHAIT CUNA KYB

OcHoBHble pyHKumm Cuna KYb:

» [TpegocTaBneHne yganeHHoro goctyna Kk cepsepy ¢ nomowbto REST, web-uHtepdec,
IPMI, SSH;

= O6HoBneHune npowmnekn Cuna KYb;

» [lpegoctaBneHne wHoOpMauunm o KoHdurypaumm obopyaoBaHus cepBepa U ero
MOHUTOPWHT;

» [lonyyeHune noros ¢ 06opyaoBaHus;

» AHanuTnyeckas naHenb rpaduyeckoro otobpaxeHuss napaMeTpoB KOHUrypauum u
paboTkl cepBepa.



PYKOBOOCTBO IMOJIb3OBATENA

2 WUHTEP®EWCHI N MPOTOKOJSbI AOCTYMA K
CUIIA KYB

2.1 OOCTYN K CUCTEME YEPE3 WEB-UHTEP®ENC

Mpu Takom noaknoyeHun Gpaysep NoAkMYaeTcs K web-cepBepy, UCNONb3ys 3aLMLEeHHbIN
npotokon HTTPS.

Ona HTTPS no ymonyaHuio ucnoneadyetcs TCP-nopt 443.

[Ons noarotoBkn web-cepBepa ansa obpabotkm HTTPS-coeguHeHun no  ymomnyaHuio
MCNONb3yeTCcs CaMONOANMUCaHHbIN cepTudumkat. Npn 3TOM agMUHUCTPATOP MOXET MOMy4nTb
N YCTAHOBUTb B CUCTEMY CEPTUdUKAT OTKPLITOrO 1 3aKpbITOro Krnto4va ansi 3Toro web-cepsepa.

Mpn nogknoyeHnn K web-uHTepdency nonb3osaTernb nonagaeT Ha rfaBHy CcTpaHudy, rae
oTobpaxeHa OCHOBHas MHpopmaumsa o cucteme. Bce cTpaHuubl web-mHTepdenca mmero
3arofloBOK, OCHOBHOE MEHIO pPAacCrOfiIOXXEHHOe CcreBa W HEeNoCpPeACTBEHHO COAEPXKMMOE
CTpaHuupbl.

| SILA CUBE | BMC CP2-5422 © 10:52:59

Cuctema ~ 0O630p

0630p

MepeyeHb 060PyL0BaHUA 1
LED

[ata nBpema BMC
K SOL =7
2022-10-17 10:52:59 (UTC+3) OHCOJb

Cetb

[ata n epema NHdopmMaLusa o cucteme

CraTyc o6opya0BaHuA v
MHdopmaLms o cepeepe Moapobhee MHdopmaL s o BCTpoeHHOM MO Moapo6hee

YnpaeneHue ¥ Mopenb Pa6oumii
CP2-5422 2.13.0-dev-1218-gbddb95bb7-dirty

CepuiiHblii HOMep Pe3zepBHbii

BeHTUNATOPLI v
MatepuHekas nnarta v

Mogynu namaTu v CeTeBble MHTEPdENCDI Mogpobree NHdopmaumsa o6 aHepronoTpebaeHn lMogpobHee

Wma xocTa CocTosiHUe NUHKa MoTpe6neHue nUTaHNA

Mpoueccopsl v i
cp2-5422 LinkUp HepocTynHo

MeToNHMKANTAHIS v Pva DHCPv4 OrpaHMyeHne MOLHOCTH
- 10.0.0.146 BbIK/KOUEHO

PucyHok 1. MmaBHasi cTpaHuua web-uHTepderica cuctemsl

2.2 AOCTYI K CUCTEME OJ1A NCTOJIbBOBAHNA
KOMAHOHOIO MHTEPTIPETATOPA

[Ons nogkntoyenns kK BMC ncnonbdyetca SSH ana goctyna kK KOMaHLHOMY MHTepnpeTaTopy.
MopoaepxnBaetca SSH Bepcun 1.x n 2.x.
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2.3 JOCTYT K CUCTEME HEPES IPMI

Ons nogkntoyveHns kK BMC moryT ucnonb3oBatbCa YTUNUTLI, NOAOEPXMBAOLWLME MPOTOKON
IPMI, ona goctyna K OCHOBHbIM (PYHKUMAM ynpaBfieHUa yaaneHHOW CUCTEMOW C MOMOLLbIO
BcTpoeHHoro 1O Cuna KYB. WcnonbayeTtca cneundukaumnsa IPMI v2.0

2.4 NOCTYIT K CUCTEME HEPE3 REST API

Wcnonbaynte REST APl komaHgb!.

2.5 AOCTYI K CUCTEME HEPE3 REDFISH

Mcnonbaynte URI 3anpockl Yepes API Redfish.

2.6 NMPOTOKOIJ1bl, NCMNOJIb3YEMbIE OJ1A
OMNOBEWEHNA AODMUHNCTPATOPA

2.6.1 SNMP

Wcnonbaynte SILA-MIB.txt c BMC 1 snmp yTunuTbl 4ns NOAyYeHUa AaHHbIX SNmMpP NPOTOKOsy.

®ann SILA-MIB.txt moxHo 3arpy3nTb 13 katanora BMC /usr/share/snmp/mibs nnu 4yepes https
— KnneHT (Hanpumep 6paysep unu curl) no agpecy:

wget--no-check-certificate https://<IP-addres-of-BMC-host>/mibs/SILA-MIB.txt.

2.6.2 SMTP

[ocTynHo onoBseleHe agMUHUCTpaTopa rno NpPoTOKONy nepeaaym aneKTpoHHOW noyTsl SMTP

2.6.3 SYSLOG

Mcnonb3synte Rsyslog ana nonyyeHns cucteMHbix xypHanos n3 BMC.
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3 MHOOPMALUUMA O NMOPTAX

Tabnuvua 1. MopTbl, KoTopble ckaHupytoTca Cuna KYB gnsa nogknoveHns

Homep fan Mopr o MakcumanbHbIN
nopra (TCP unu Mpotokon  KOHMMIypUpyembIn’ YPOBEHb
UDP) (0a nnu Her) WwncppoBaHus
22 TCP SSH Ja
443 TCP HTTP SSL
162 UDP SNMP
443 TCP Hoctyn K SSL
web-
NHTepdgency
yepes https
Tabnuvua 2. MopTbl, koTopble Cuna KYB ncnonb3yeT kak KnMeHT
Homep an fopt . MakcumanbHbIn
nopra (TCP unn MpoTokon L LR L YPOBEHb
UDP) (Oa unm Her) (R P R
161 UDP SNMP
TCP,UDP DNS Oa
UDP NTP [a
CIFS OTtcyTcTBYIOT B

cucrteme
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4 ABTOPN3ALINA
4.1 CMOCOBbl ABTOPU3ALNUN B CUJIA KYB

Mo ymonuanuio B Cuna KYB npucyTcTByeT yd4é€THasa 3anucb C npaBaMm agMuHuUcTpaTopa C
nmeHem «root» n naponem «SuperS!L@». [ns nokanbHbIX NONb30BaTENEN.

B cuctemy MOXHO aBTOpKU30BaTbCS, MCMOMb3Ysi NokarnbHbIA NOrvH 1 napornb. [JobaBneHve
nokaneHOro nosb3oBaTens nogpobHo onucaHo B paspene / HACTPOWIKA YHETHbIX
SAMNCEN N MPUBUNETUVN MOJIb3OBATEJIEN

Onsa aBTopu3aumnn B cucteme MO>XHO NoAKIIYNTh yOaneHHbIn VLDAP
cepsep. NoapobHo onucaHo B pasgene 7 HACTPOUKA  YYETHbIX  3AMNMUCEN U
NMPUBUNEIN MOJNTb3OBATENEW

4.2 CbPOC MNMAPOIJIA

B uensax 6esonacHocTu B TeKyU.LeVI peann3aunn cuctemMa He no3BondeT C6pOCI/ITb napornb
norib3oBaTernio.

4.3 NVBMEHEHWE TAPOJA

[ns nameHeHna napona Heo6xoAMMO 3alTn B HACTPOMKM Npoduns nosib3oBaTens crpasa B
BEPXHEN naHenu nHtepdenca, Ha OTKPbIBLUENCA CTpaHULEe Npoduna nonb3oBaTesisi BBECTU
HOBbIV NapOSib, NOATBEPANTL €r0 U COXPaHUTb N3MEHEHMUS.

| SILA CUBE | BMC CP2-5422 ® 11:00:19 CocTosHue MutaHve £ O6HOBUTL Q (S ® root ~

Cuctema ~ HacTpoiku npodunsa
O630p
NHdopmaums o npodune
MepeyeHb 06opyaosaHns 1
LED Wmsa nonbsosatens
root
CeTb
N3mMeHnTb naposnb
[lata v Bpems HoBwiit napors conos
©
CraTyc o6opyaosaHus v
YnpasneHue @ MoaTeepauTe Ho! K
©
JNorn v
c =
MaTtepuHckan nnata v
Mopaynu namatun v
Mpoueccopbl v
WCTOYHUKM NUTaHuA v

PucyHok 2. CTpaHuua «Hactpoiiku npoduns»

4.4 MOJNMNMTUKA HAOEXXKHOCTW MNMAPOINA

B Tekywien peanusaumm naponb JOMKeH cogepxatb oT 8 4o 20 cMMBOSIOB.

[Maponb nonb3oBaTtenis ¢ OOCTYNoM 4Yepes ipmitool, He AormkeH coaepxaTb ynpaBnArLLmX
cneucumBonoB uHTepnpetatopa shell/bash.

9
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5 OBbHOBJIEHVE MNMPOLWWMBKU

Ona obHoBneHus mukpokoga BMC  HeobxogMmo 3aWTM B OCHOBHOM  MEHKO
B pa3gen YnpaBneHue -> BetpoeHHoe MO.

© 11:01:57 CocTosHue MuTaHne & O6HoBUTL L (S

Cuctema ~ BcTpoeHHoe MO
0630p
BMC
MepeyeHb obopyaoBaHWa U
LED Pa6ounit 06pas PesepBHblit 06pa3
Cetb
Bepcus Bepcus
[ara u Bpema 213.0-dev-1218-gbddb95bb7-dirty i
Cratyc obopyaosaHusa v
XocT
Ynpasnexue ~
KYM Pa6ouuit o6pas PesepeHblit 06pa3

BcTpoerHoe MO Bepcus Bepcust
Sila_469555_015_rev5 -

Mepesanyck BMC

KoHcons SOL 0O6HOBUTL BCTpoeHHoe MO

Paiin o6pasa
anasneHMe nuTaHnem

cepsepa BbibpaTb dain
BupTyanbHble HoCUTENM

Torn v

BeHTUnATOpPLI v

PucyHok 3. CtpaHuua «BctpoeHHoe MO»

HaxaTb Ha KHOMKy «BbibpaTtb danny, B OTKpbIBLUEMCS OKHE 3arpy3nTb ¢oann 0GHOBNEHUA.

Bbi6op darina

PucyHok 4. OkHo «Bbibop daiina»

Mocne 3arpy3kun danna Ha cTpaHvue «BcTtpoeHHoe [MO» oTobpasutca none c
HanmeHoBaHMeM BbiGpaHHOro danna.

Ona ynaneHus BbibpaHHOro avna HeobxoguMo HaxaTb Ha KHOMKy «QOuuctuTb none»
(anemeHT noa undpon 1 Ha PUcyHok 5).

10
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[nga Toro, 4Tobbl HaYaTb 06HOBNEHNE HEOBXOAMMO HaXaTb Ha KHOMKy «HavaTb oGHOBREHME»
(anemeHT nopg umdpon 2 Ha PucyHok 5).

BHUMAHMUE:

CeepneHunst 06 ycTponcTBax He COXpaHAKTCS Npu npoLumeke cdannom *.all.tar. Ons nonyyeHus
cBefeHu Heobxoanmo nepesanycTuTb XOCT.

18:18:47 @ CocrosHue Mutatue & 06HoBuUTL my ® root~

Cuctema v BcTpoeHHoe MO
Cratyc o6opyaosaHua v

BMC
YnpasneHue ~

Pa6ounii 06pa3
C6poc A0 3aBOACKUX
HacTpoek

Bepcua
KVM 213.0-dev-1144-g5e1935137
YaaneHue knovei
XocT

BcTpoenHoe MO

Mepesanyck BMC Pabouwi o6pas

Kownconb SOL Bepcusa

null
YnpaBsneHue nutaHuem
cepeepa

O6HOBUTb BCTpoeHHoe MO

" e H
BupTyanbHbie HocuTenn PO—

TNoru v Bbi6patb daitn

BeHTUNATOPDLI v

2 obmc-phosphor-image-cp2-5422-20220909071010.static.mtd.all.tar.txt
MarepuHckan nnata v OuucTuTs none
Mopgynu namatin v

Pe3sepBHblii 06pa3

Bepcusa

Pe3epBHbii 06pa3

Bepcus

1

PucyHok 5. Ctpanuua «BctpoeHHoe MO» nocne Beibopa daina

B nosiBuBLLEMCS AnanoroBom okHe « OGHOBUTL BCTpoeHHoe MO» HeobxoaMMo NoaTBepanTb
o6HOBIEHVe HaXaB Ha KHOMKy «HavyaTb 0GHOBMEHME.

O6HOBUTL BCTpoeHHoe N0 x

HoBblit 06pa3s byaeT 3arpyxeH U akTUBMPOBaH. [ocne 3Toro
BMC unu xocT aBTOMaTU4eCKu nepesarpysuTcs, YTobbl
3anyCTUTb HOBbIN 0Bpas.

OTMeHnTL Hauatb 06HoBNEHUE

PucyHok 6. OkHo «O6HOBUTL BCTpoeHHoe MO»

Mocne 3anycka o6HOBNEHMs 0TOBpa3nTCca yBeAoMIeHe O Hayane BbINONHeHNs 06HOBMNEHMS
(anemeHT nog umdpon 1 Ha PUcyHok 7).

11



PYKOBOOCTBO IMOJIb3OBATENA

Mocne okoH4aHna obHoBneHna MO oTobpaxaeTcs yBegoMneHme 0 HeoB6XoAMMOCTU NPOBEPKN
obHoBNEHUs (anemeHT noa undpon 2 Ha PucyHok 5).

15:20:38 @ Cocronmme Mutanve O ObHosuts L)

Cuctema v BcTpoexHoe MO Tiposepea comoaromen .
OBHoBMTE CTPaHNLY ANA NPOBEPKH, 4TO
Craryc oGopynosanusa k4 obwosnetme BcTpoertoro MO npouwno
BMC ycneluHo
Ynpasnenue o~
OBHoBHT
PaGouwii 06pas Pesepenbiii 06pas rosaTe
‘C6poc A0 3aBOACKUX
KVM 213.0-dev-370-glaeda3e51 - [loxputecs yseomneHus o6
o6roBneHuM BCTPOEHHOrO 10, npexae
- 4eM BHOCHTb KaKe-NMBO USMEHEHHS.
Ynanenue knioyen
XocT 15:00:08 UTC+3
BctpoenHoe MO
Nepeaanyck BMC Pa6oumit o6pa3 PesepBHblit 06pa3
Kowcons SOL Bepcus: Bepcus:
null

YnpaeneHue nuTaHmem

cepsepa

OGHOBUTbL BCTPOeHHoe MO

BupTyansHble HocuTenu .
@ain oopasa

Torn v Boibpartb dainn

BeHTUNATOPbI v
obme-phosphor-image-cp2-5422-20220909071010.static.mtd.all.tar

Marteputickan nnata v

Mogaynu namaTu v
MNpoueccops! v
WVCTOYHNKN NUTaHNA v
HacTpoiiki v

PucyHok 7. YBegomneHusi 06 o6HoBneHun BctpoeHHoro MO

[na npoeepkn o6HOBNEHUsT HEO6XOAMMO OBHOBUTL CTpaHMLY U 3aHOBO aBTOpPM30BAaTLCS B
Cucteme (cnocobbl aBTopm3aumm onucaxbl B pasgene 4 ABTOPU3ALINA).

12



Cuna KYb

6 NMOAKIKOHEHWE K CUJIA KYB
6.1 NOOKNOYEHUE C UCTOJIbBOBAHNEM SSH

» [Mogaepxneaemble SSH kpuntorpaduyeckne cxemol: RSA.

* Acnonb3oBaHne ayTeHTUdMKaUUKn ¢ OTKPbITbIM Krtodom and SSH: nonb3oBatenb MOXeT
Mcnonb3oBaTh NyGAMYHLIN KNOY Npu paboTte Yyepea nbdon KoMaHOHbIN MHTEPNpeTaTop
OT UMeHN nonb3oBaTtens root.

6.1.1 CO3OAHME OTKPbITbIX KIMTKOYEW 151 WINDOWS/LINUX

[na cosgaHus OTKPbITbIX KAlo4Yen HeobxoaumMo 3aMTu B OCHOBHOM MEHIO B pasgen
Be3onacHocTb 1 gocTtyn -> CepTuduKkarbl.

| SILA CUBE | BMC CP2-5422 O 11:14:37 CocTosHue Mutatne ) OB6HOBUTH fay (S @ root ~

YnpasneHue nuTtaHnem

cepeepa CepTtudukatbl

BuUpTyansHble Hocuteny
Norn v @ Crenepuposars CSR @ [o6aBuTh HOBBIN CepTUGUKAT
BeHTunsatopsb! N CEPTUOUKAT BbINYLEH BblAAH AEVICTBUTENEH HAYUHAS C AEACTBUTENEH A0

Marteputckan nnata ™ Ceptuoukat HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-11

O

Mopynu namsTun v

Mpoueccopbl v

VICTOUHUKM NUTaHUSA ~

HacTtpoitku v

BesonacHocTb v gocTyn ~

Ceccun

LDAP

YnpaeneHue
nonb3oBarenaMmmn

Monutuku 6esonacHocTu

CepTudpukarbi

PucyHok 8. Ctpanuua «CeptudukaTbl»

HaxaTb Ha kHornky «CreHepupoBaTb CSR». B OTKpbIBLUEMCHA OKHE 3arnofHUTbL napameTpbl U
Ha)kaTb Ha KHoMNKy «CreHepupoBaTb CSR».
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PYKOBOOCTBO IMOJIb3OBATENA

CreHepupoBaTh 3anpoc Ha nognucaHue
ceptudukaTa (CSR)

NMpHEETHLIA KoY
ANMOPUTM KMIOYEEOR Nape
BrIBepuTe onuMI

Tun cepTuduxaTa Crpaxa
BbiBepuTe onUMID BeiGepuTe onuMi
CocToaHne lopog

Hazpanue KoMNaHMK MNoppazpenexue KOMNAHUKA

Obwes wMa

KeHTakTHo® niue * Email appec *

ANbTEpHATUBHOS WMA * (1)

OTMEHUTL CrexepupoBsate CSR

PucyHok 9. Ctpanuua «CrenepupoBatb CSR»

6.1.2 SArPY3KA KIKOYEN SSH

Ona 3arpysku kntoven SSH Heob6xoaMmo 3anMTn B OCHOBHOM MeHK0 B pa3gen besonacHocTb
m poctyn -> Ceptudukarbl. HaxaTb Ha kHoOnky «[JobGaBuTb HOBLIM cepTudumkaT». B
OTKpbIBLUEMCSI OKHE BbibpaTb TUN cepTudmkara, 3arpy3ntb ann ceptudukarta n HaxaTb Ha
KHOMKY «[Jo6aBuTb.

[o6aBuTb HOBbI cepTudmkar

CepTudukat LDAP v
Daiin ceptuduara

Bbibpatb daitn

OTMeHNUTL No6aBuTb

PucyHok 10. Ctpanuua «[Jo6aBuTb HOBbI cepTudmkaTy
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Cuna KYb

6.1.3 OTOBEPAXEHWE SSH KITHOYEN

[ns npocmoTpa cyuwectByrowmx SSH knoyen Heob6xoanmMo 3anT B OCHOBHOM MEHIO B pasaen
BesonacHoctb M poctyn -> Ceptucpukartbl. B Tabnvue oTobpassatca 3arpyXeHHble
cepTudukaTbl.

| SILA CUBE | BMC CP2-5422 O 11:14:37 CocTosHue Mutaine <3 OBHOBUTH fay (S @ root >
YnpaeneHue nuTaHnem
cepeepa CepTtudukatbl
BupTyanbHble HoCUTENM
Norn v @ Crenepuposats CSR
BeHTUnATOPbI v CEPTUGUKAT BbINYLEH BbIJAH [LOEVNCTBUTENEH HAYNHAS C [LEACTBUTENEH 1O
Merepmpian s & CepTugukat HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-11 L5
Mopynu namsTun v
Mpoueccopbl v
VICTOUHVKN NUTaHUs v
HacTtpoitku v
BesonacHocTb 1 gocTyn ~
Ceccun
LDAP
Ynpasnexue
nonb3osaTeNAMmU
Monutuku 6esonacHocTu
CepTudpmkatbl

PucyHok 11. Ctpanuua «CepTudukatbi»

6.1.4 YOANEHME SSH-KITHOYEW

[ns yoaneHus cyuwecTtsytowmx SSH knoyen Heobxoanmo 3anT B OCHOBHOM MEHIO B pasfen
Be3onacHocTtb U goctyn -> CepTudmkarbl. BoibpaTb HYXHbIN cepTUdUKAT N HaXaTb Ha
KHOMKY yaaneHus.

| SILA CUBE | BMC CP2-5422 O M:14:37 CocTosHue Mutakne 3 OGHOBUTL ay &  ®root~

Ynpasnexve nutaHuem
cepaepa CepTudpukatbl

BupTyanbHble HocuTenu

TNoru v @ Crenepuposarb CSR @ [o6aBuTh HOBBIN CepTUGUKAT

BeHTUnATOpBI M CEPTUOMKAT BBINYLLEH BbIAAH LEACTBUTENEH HAUMHAS C LEVICTBUTENEH O

Marepuyciannnars) 4 Ceptugukar HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-11 o)
Mopynu namsTun v

Mpoueccopbl v

WCTOYHVKM NUTaHUA v

HacTponku v

Be3onacHocTb U AocTyn A

Ceccum

LDAP

Ynpasnexue
nonb3osaTeNAMmU

Monutuki 6esonacHocTn

CepTudukatbl

PucyHok 12. Ctpanuua «CepTudumkaTtbl», KHOMKA yaaneHus
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6.2 BBAMUMOOEMCTBWE C CUNA KYB C MOMOLbIO
IPMI

lMonb3oBaTento AOCTYMHbI crieayowme PyHKUnK:
" KOHpUrypaLnA SIOKanbHOW CeTu;
* yNipaBfieHME ANEKTPONUTaHNEM LLACCH.

Mepen Tem, Kak MOAKMYUTBCA C MOMOLLbLIO ipmitool, Heobxoanmo co3gaTtb Nonb3oBaTensd
yepe3 web-nHtepdenc Cuna KYB ¢ naponem 6e3 cneucnumMmBoros.

BHUMAHMUE:

Habop napameTtpoB «-l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST>»
Heob6xo4MM Npu AOCTyNne No CETU N MOXET ObITb OMyLLEH NPU JOCTYNE C TOro Xe cepaepa.

CTpykTypa KOMaHAb!:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> <CMD>
lge:

<USER> - noruH

<PASSWORD?> - naponb

<HOST?> - IP agpec BMC

<CMD> - komaHaa anst BbINOSTHEHUS

Mpumep KOMaHAbI:

ipmitool -1 lanplus -C 17 -p 623 -U admin -P OpenBmc1 -H 10.0.0.135 bmc info

KoHpurypaums nokansHon ceTu:
CBoaHas nHdopmaLumsa o TekyLlen KoHdurypaumm cetu:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan print
<CHANNEL_NUMBER>

lpe:

<CHANNEL_NUMBER> - Homep kaHana
McToyHuk nonydeHus IP agpeca:

DHCP:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipsrc dhcp

Cratnueckun IP agpec:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipsrc static

HacTpolika ctatudeckon agpecaumm:

IP agpec:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipaddr <ADDRESS>
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Macka noaceTtu:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> netmask <NETMASK>

LUnto3:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> defgw ipaddr <ADDRESS>

pe:

<ADDRESS?> - IP agpec
<NETMASK?> - macka nogcetu
NMpumep KomaHA:

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> jpaddr 192.168.0.1

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> netmask 255.255.254.0

BHUMAHMUE:

Mpn M3MeHeHun KOoHUrypauumn ceTesblx MHTepdencoB (Hanpumep, npu cmeHe IP agpeca),
Heobxo4MMO MCMNoNb30BaTh 3TM HAaCTPOWKN B CTPYKType koMaHabl (Hanpumep, napameTp -H
<HOST>).

YnpaBneHune anekTponuTaHnem cepeepa:
CBOHOE COCTOSsIHNE LLIACCHU:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
status

TeKymee COCTOAHNE MUTAHUA:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power status

BkntoyeHne nutaHusa:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power on

Bbliknto4eHne nutaHus:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power off

lMepesarpyska:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power reset

YnpaBneHne nonMTMkaMmm BOCCTaHOBMNEHUS NUTaHUSA cepBepa:
Cnuncok OoCTYMHbIX:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis policy
list

KpaTKOG onmncaHmne nNorinTuK:
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always-on - Bcerga BkntoyeHo. Cuctema Bcerga BkrtoyaeTca npun nogade nnTaHus.

always-off - Bcerga BblkntoueHo. Cuctema Bcerga OCTAE€TCs BbIKITOYEHHOM MNpu nopaye
NUTaHUS.

previous - [locnegHee coctosiHe. CucTtema BO3BpawaeTca B CBOE nocnegHee
(BKMHOYEHHOE/BBIKITIOYEHHOE) COCTOSIHME NMPUY NoJadve NUTaHUS.

YcTaHoBUTL NOJINTUKY:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis policy
<POWER_POLICY>

loe:
<POWER_POLICY> - nonutrka BOCCTaHOBIEHUS MUTAHUS

6.3 BBAMUMOOEWMCTBWE C CUNA KYB YEPE3
RESTFUL API

BHUMAHME:

Mopnepxka 6asosoro REST APl 6ygeTt npekpaiieHa B 6yaywimx Bbinyckax. [Noxanyucra,
ncrnonoe3ynte Redfish.

Mpumep 3anpoca:

KomaHpa nony4vyeHna Crnncka aaTt4ymkoBs TemMneparTypbl:

curl -u <LOGIN>:<PASSWORD> -k -
s https://<BMC>/xyz/openbmc_project/sensors/temperature/list

6.4 BBAMUMOOEWMCTBWE C CUNA KYB UEPE3
[MPOTOKOIJ1 REDFISH

DMTF ny6nukyeT dannbl cxem Ans ctTaH4apTHbIX AaHHbIX, NnpumMeHsembix Redfish.
Mpumep 3anpoca:
KomaHga nony4eHuns noros:

curl -u <LOGIN>:<PASSWORD> -k -
s https://<BMC>/redfish/v1/Systems/system/LogServices/EventLog/Entries
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7 HACTPOWKA YYETHbIX 3AMNCEN U
MPUBUNEMN NONb30OBATENEN

7.1 TEKYWMWE CECCUW MOJTIb3OBATENEMWN

Monb3oBaTtenb MOXET MOCMOTPETb TEKYLLME CEeCCUM Monb3oBaTtenei, nepenas B pasgen
OCHOBHOro MeHio BesonacHocTb u goctyn -> Ceccum.

| SILA CUBE | BMC CP2-5422 O 11:21:53

cepsepa Ceccumn Bcero of 6beKToB: 1

(m} UAEHTUOUKATOP K/IMEHTA MMS$ NOJIb3OBATENS IP AOPEC

0 root 10.0.46 OTKMoUUTS

nnnnnnnnnnnnnn

PucyHok 13. Ctpanuua «Ceccrmn»

AOMUHUCTPATOP MOXET OTKMIOYUTL CECCUIO MONb3oBaTeNs, BbibpaB ee U HaxaB Ha KHOIMKY
«OTKNHOUYUTBbY.

7.2 POIMK U MPUBUNET NN B CUTIA KYB

B cucreme npepgycraHoBneHbl cnegytowme ponu Administrator, Operator, ReadOnly, No
Access.

OnucaHve npuBMNerMin OnNa Kaxgow ponuv nonb3oBaTenlb MOXeT yBUAEeTb B pasgene
Be3sonacHocTb M pgoctyn -> YnpaBneHue nonb3oBatenssMu B Tabnuue «[lpocmoTtp
OonMcaHNn NPUBUNETNA PONeEn».
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| SILA CUBE | BMC CP2-5422

cepsepa anaBnei-ime nonb3oBaTenamMmu
Bupty:
Tor v
BeHTunsTop! v (m] MSMOML3OBATENS ~ TPUBWIETUK
MatepuHckan nnata v
P g w& . ewweems 000 Eesdled 2
Mopaynu namati v
Mpoueccop! v ~ TMpocmoT P onUCaHMiA N PUBUNEr Uit poneii
WcTouHnKM nuTanus v
lllllllll DMINISTR.
Hactpoikun v . . .
oooooooooooooooooooooooooooooooooooooooooo v v
Besonaci “ Ao ~
pocty GUrypUpOE: pecyp P v
Ceccum OBHOBNEHME Nl pONs ANR Tek: YUUleih YUETHOI 3aNMCH NONb30BATENS v v v
LDAP
KoHbumrypypoBaHie nonb3osarenei u nx YHETHBIX 3aMMcen v
YnpasneHve
cepsi yn K pecyp v v v
nnnnnnnnnnnnnn
Monutukn 6esonacHocTu
Ceptndi

PucyHok 14. CTpaHuLa «YnpaBreHve nonb3oBaTensamm» u passepHyTon Tabnuuei «MpocMoTp onncaHui npuBmunerni

ponew»

7.3 PEKOMEHOYEMbIE CUMBOJ1bl B UMEHAX
MOJIb3OBATENEM

Mima nonb3oBaTensa He MOXET HauYnMHaTbCS C Ll,l/ld)pbl M HEe MOXeT codepXaTb cneunaribHble
CMMBOIbI 3a UCKITIOYEeHneM CMMBOI1a nogy4epKknBaHUA.

7.4 HACTPOUWKA NOKANBbHbIX NMOMNb30OBATENEN

AOMUHUCTPATOP MOXET YMpaensaATb JoKanbHbIMW MNONb3oBaTensMu, nepenas B pasaen
OCHOBHOro MmeHio  BesonacHocTb U gocTyn -> YnpaBreHue nonb3oBaTensiMmu.

HaxxaB Ha kHonky «[Job6aBuTb Nonb3oBaTensi», MOXHO 406aBUTb NoONb3oBaTens.

20



Cuna KYb

[o6aButb nonb3oearens

CraTyc yuéTHoit 3anucn Mpusmnernm
@ Brmovero BoibepuTe onuuto
) BbiknioueHo
s nons3sosatens @

Mapons nonssosatens @

MoATsepauTe Napons nonb3osaTens

OTMEHUTL No6asutb nonb3oBartens

PucyHok 15. OkHo fo6aBneHuss HOBOro nonb3oBaTens

HaxaB Ha KHOMKY peadakTnpoBaHua Ons Bbl6paHHOFO nosrib3oBaTersi|, A,D,MVIHI/ICTpaTOp MOXeT
penakTnpoBaTb AaHHbIE MNOJIb30OBATENA.

[o6aBuTb Nonb3oBaTtens
Crartyc y4€THOM 3an1cn Mpwsnnerun
@ BnioueHo BbibepuTe onuyto

O Boikniouero

Wns nonbsosatens @
Napons nons3sosatens @

MoaTEEpAVTE Napons nonb3osaTens

OTMEHUTb JNo6aeuTb Nnonb3oBarens

PucyHok 16. OkHO pegakTupoBaHus CyLLeCTBYOLLEero Norib3oBaTerns

Hactporika obwmx none3oBatenen LDAP/AD:

AoMmuHuctpatop MoxeT HacTpamBatb LDAP, nepengsa B pasgen OCHOBHOMO  MEHH
BesonacHocTb u goctyn -> LDAP.
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| SILA CUBE | BMC CP2-5422 O 1:25:24 CocTosHue MuTaHne & O6HoBUTE /6 (S ® root~

YnpasneHne nuTaHnem
P Ynpaenexue SSL cepTudukaramu
cepsepa Tun cepevca
DAP
BUpTyanbHble HoCUTENu
Active Directory
Norn v
URI cepeepa Npussisats DN
BeHTUNATOPbI v Idap://
MiarepHCan ata v Mpussisats naj pons Basosbiit DN
@
Mopynu namsTin v
1T —— o Arpuby User ID * Arpuby Group ID *
VCTOUHMKN nuTaHns v
HacTtpoiku v
CoXpaHuUTb HacTpOoKu
BesonacHocTb u gocTyn A
Ceccum pynnbl
LDAP
@ LDAP-ayTeHTUdMUKALMA AOMKHA BbITb BKIKOYEHa ANA UMEHEHUS rpynn.
YnpasneHue
nonb3osatensmMu
Monutuku 6esonacHocTu
0O WMSA TPYNMbl MPUBWAETUA TPYNIbI
CepTudukarbl
HeT pocTynHbix 06beKToB

PucyHok 17. Ctpanuua «LDAP»

B paHHOM pasgene Heobxogumo BblbpaTb checkbox «AyteHTudmkaums LDAP» n ykasatb
LDAP cepsep.

Takke Heobxoammo fobasuTb rpynnbl ponen, cosgaHHbix Ha LDAP cepsepe, nog KOTOpbIMU
6yayTt ayteHTMdmumposaTtb LDAP nonb3oBatenu. [nsa a1oro HE06X04MMO HaxaTb Ha KHOMKY
«[do6aButb rpynny».

Mpumep AaHHbLIX ANA HAaCTPOMKK noakntyYeHus (ana MS AD):
Server URI - 192.168.0.1

Bind DN - CN=Admin,CN=Users,DC=organisation,DC=local

Bind password - password

Base DN - CN=Users,DC=organisation,DC=local

Group name - Domain Users

Group privilege - Administrator
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CocTosHue Mutaxne & O6HoBUTL o (S ® root ~

YnpasneHue nuTaHnem

cepsepa LDAP
BupTyanbHble HoCUTENM HacTpoitka napametpos LDAP 1 ynpasneHune rpynnamu
Norn v
HacTtpoiikn
BexTunatopbl v

AyTeHTUGUKaLMA LDAP

niounTh

MatepuHckas nnata v
Wcnonb3osats SSL ans noakniouerns K LDAP
Moaynu namatin v Cepruoukar CA TnuKaT LDAP AV MSI fLNR BKAIOHSHIR 3301
O Bkmounts
Mpoueccopsbl v
CepTudukar CA aeiicTBUTENEH A0
VICTOUHVKN NUTaH!s v -
HacTpoiikn o Ceptudukar LDAP feiicTBUTENEH A0
BesonacHocTs v pocTyn ~ Ynpaenexue SSL cepTudukaramm
Tun cepeuca
Ceccum @ OpenLDAP
Active Directory
LDAP
YnpasneHue URI cepsepa @ Mpussizats DN
nonb3oBatenaMu Idap://

Monutukm 6esonacHocTh -
Mpussisats napons Basosbiii DN

CepTudukarsl ©

PucyHok 18. Bkntountb ayteHTudpmkaumo LDAP n gobasutb rpynny

BHUMAHMWE, ona ayteHTudmkauumn Tpebyetcs yctaHoBka kak MuHumym CA gomeHa AD.
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8 OTINPABKA OI'IOBJELLI,EHI/IVI U
NMPEOYTNPEXOEHNU

8.1 HACTPOUKA OTMNPABKM OMNOBELWEHNN U
NPEOYNPEXOEHWW MO MNPOTOKOJTY SNMP V2

B rpacdmnuyeckom nHTepence B OCHOBHOM MEHIO HEOBXOAMMO OTKPbITbL pa3aen Hactpounku -
> HacTtpounku nepegaum nicgpopmaumm (PucyHok 19).

© 153128 Ce

cepsepa

BUpTYanbHble HOCUTENH
uuuuuuuuuuu

aaaaaaaaaa

Bentunatops v Wmsnonkaosatens  Mapoms

nnnnnnnnnnnn

aaaaaaaaaa

PucyHok 19. CtpaHuua «Hactponka nepegauv nHdopmaummy»

[Ons HacTporikn B pasgene Hactponkn SNMP v2 nonb3oBaTenb MOXET HaXaTb KHOIMKY
«[Jo6aBnTb», OTKPbIBLLEMCS 4MAaNOroBOM OKHE BBECTM NapamMmeTpbl HacTponkn (PucyHok 20).

[obasuTb X

SNMP cepeep SNMP nopr

OTMEHUTb [JobaBuThb

PucyHok 20. HacTtpowikn nepegaym no npotokony SNMP v2

|
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8.2 HACTPOUKA OTMNPABKM/ OMNOBELWEHNN U
NPEOYMPEXOEHWW MO NPOTOKONY SMTP

B rpadmueckom nHtepdperice B OCHOBHOM MeHKO HEO6X04MMO OTKPbITb pasgen Hactpounku -
> Hactpounku nepegauv nHdopmauymm (PucyHok 21).

© 15:31:28 C

HacTpoiiku nepegauv nipopmarmm

HacTpoiite SNMP V2, SMTP 1 SYSLOG

Hactpoiiku SNMP V2

Mepesanyck BMC

KoHcons SOL HeT RoCTynKeIX 0BbeKTOR

cepsepa
BUpTYanbHble HOCUTENH
Astopusauna

nnnnnnnnnn

BenTunaTope! v Wmanonksosatens  Mapons

nnnnnnnnnnnn

nnnnnnnnnnn

@® LobasuTs

PucyHok 21. CTtpanuua «HacTtporika nepegaym nHopmauumn»

Ons Hactpokn B pasgene Hactponkn SMTP nonb3oBatenb MOXeET  BKIHOYUTb
«ABTOpM3aLMIO», BBECTU NapameTpbl:

Mmsa nonb3oBarens;
Maponb;

SMTP cepBep;

SMTP nopr.

HaxaTtb KHomnky « CoxpaHuTby.

[obasntb email nony4atenemn, Haxas KHOMKY «[Jo6aButb» (PucyHok 22).

P
[o6aBuTb X
Ema
|

PucyHok 22. lo6aBneHne email nonyyatenen
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PYKOBOOCTBO IMOJIb3OBATENA

[lns NpoBepKM KOPPEKTHOCTM HACTPOEK HaxaTb KHOMKY « TeCTOBOE COOBLLEHMEY.

8.3 HACTPOUKA OTINPABKW OMOBELLUEHUN U
NPEOYNPEXOEHWW MO NMPOTOKOINY SYSLOG

B rpadmyeckom nHtepgence B OCHOBHOM MEHIO HEODX0AMMO OTKPbITb pa3aen HacTtpounkm -
> HacTpounku nepegaum nHdopmaumm (PyucyHok 23).

PucyHok 23. CTtpanuua «HacTtporika nepegaym nHopmauumn»

BeecTtn napameTpsbl:
IP-agpec syslog cepBepa;
Syslog — nopr.

HaxaTb kHonKy «CoxpaHuUTb.

8.4 HbIE CIOCOBbI OTIPABKW/ OMOBELLUEHUN U
NMPEAYTNPEXOEHUA

Wcnonbaynte SILA-MIB.txt ¢ BMC u snmp ytunutel (Hanpumep, ManageEngine MibBrouser
Free Tool) ons nonyyeHus gaHHbIX Snmp NPOTOKOY.

®daiin SILA-MIB.txt moxHo 3arpyautb u3s katanora BMC /usr/share/snmp/mibs vnu yepes
https — knueHT (Hanpumep Gpaysep nnum curl) no agpecy:

https://<IP-addres-of-BMC-host>/mibs/SILA-MIB.txt
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9 YTPABJIEHVE JTOT'AMIA

3anTn B OCHOBHOM MeHto B pa3saen Jlorn -> XKypHan co6bITun.

| SILA CUBE | BMC CP2-5422

Cuctema

Craryc o6opynosanus

YnpasneHue

KVM

BcTpoexHoe MO

Mepesanyck BMC

KoHcons SOL

YnpaBneHue nuTaHnem
cepsepa

BupTyanbHble HocUTeNn

Norn

KypHan cobbliTui

TNorn POST kopo08

BeHTUnATOPLI

MatepuHckas nnaTa

Mopynu namsTin

XypHan cobbiTuit

HaumHan ¢ patel

u]
v 0
v 0
v 0
v 0
v 0
v 0
v 0

B8

WOEHTUOUKATOP

2

1

+  OBbeKToB Ha CTpaHmue

3aKaHuMBan AaTON

YPOBEHb

@ ok

@ ok

® oK

@ ok

® oK

© oK

@ ok

LATA

2022-10-14
18:39:47 (UTC+3)

2022-10-14
18:37:39 (UTC+3)

2022-10-14
18:37:36 (UTC+3)

2022-10-14
18:37:33 (UTC+3)

2022-10-14
18:36:59 (UTC+3)

2022-10-14
18:36:53 (UTC+3)

2022-10-14
18:36:48 (UTC+3)

© 1:26:45 CocTosHue MuTaHne & 06HoBUTL oY

(i) 2 dunsTposath W Yaanurs Bcé [® 3xcrnopTupoBarh BCE

OMUCAHUE

Host system DC power is on

U1A-D11200-DRB PowerSupply with serial number D361200G9L0247 was
installed

UTA-D11200-DRB PowerSupply with serial number D361200G9L0121 was
installed

CP2-5422 Board with serial number ............ was installed,

SMTP manager: Created new settings for recipients

SMTP manager: Created new settings for server

BMC Time updated via NTP. Time: new Fri 2022-10-14 15:35:25 UTC, old Fri
2022-10-14 18:36:29 UTC

Bcero o6bekTos: 7

CTATYC

) Hepewshtoe

Hepewghroe

Hepetwgnroe

Hepetwgnroe

) HepewugHhoe

@ Paspeweno

) Hepewshtoe

(S ® root ~

Mo kaxgomy nory MOXHO NONyYnTb MHAOPMALMIO, HaxXaB Ha KHOMKY «JQKCMopTUPOBaTb»

PucyHok 24. Ctpannua «KypHan cobbiTuin»

(anemeHT noa undppon 1 Ha PucyHok 25).

Jlor coxpaHsaeTcsa Ha nokanbHOM KoMMbloTepe B popmaTte Json.

[Monb3oBaTtenb MOXET yaanuTb JIOr, HaXaB Ha KHOMKY yaanuTb (anemMeHT nog uudpon 2

PucyHok 25).

Monb3oBaTenb MOXeET OTMETUTb N0 KaK «PeLLEeHHbIN», HaXkaB Ha nepekntovaTens B cTatyce
nora (anemeHT nog undpon 3 Ha PrucyHok 25).

Monb3oBaTtenb MoXeT ynpasnAaATb MacCoBO BCEMWU JOraMu, HaXaB Ha checkbox B wanke

Tabnuubl (anemeHT nog undgpon 4 Ha PucyHok 25).
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28

17:05:32 @ CoctosHue Mutanue

&) O6HOBUTL

(o) ® root v

Cuctema
Cratyc o6opyaosaHna
YnpasneHue
nNorwn
XKypHan cobbiTuin
Jlorn POST kopos
BeHTunaTOpbI
MatepuHckas nnata
Mopaynu namaTn
Mpoueccopsi
VICTOUHNKI MUTaHWS
HacTpoitku
BesonacHocTb U gocTyn

YnpaeneHue pecypcamu

v XypHan cobbiTuin

HauvHasi ¢ gate!

Y-MM-DD

~ n @ WAEHTUOUKATOP

v 0
. v 0O
1|+ o
v oo
v« v D
T v o
al o
v o
v 0
v o
v o
v o
v 0
v 0
v 0
v 0
v 0
v 0
v o
v o

53

49

48

47

46

45

a4

43

42

4

40

39

38

37

36

35

34

v

3akaHunean gatoi

] YYYY-MM-DD

YPOBEHb

Warning

@ oK

@ 0K

@ oK

Warning

Warning

Warning

Warning

Warning

© 0K

O6beKTo. Ha CTpaHmLe

DATA

2022-09-14
17:03:07 UTC+5

2022-09-14
17:03:02 UTC+5

2022-09-14
17:03:01UTC+5

2022-09-14
17:02:59 UTC+5

2022-09-14
17:02:53 UTC+5

2022-09-14
17:02:49 UTC+5

2022-09-14
17:02:45 UTC+5

2022-09-14
17:02:44 UTC+5

2022-09-14
17:02:43 UTC+5

2022-09-14
17:02:43 UTC+5

2022-09-14
17:02:41UTC+5

2022-09-14
17:02:40 UTC+5

2022-09-14
17:02:39 UTC+5

2022-09-14
17:02:37 UTC+5

2022-09-14
17:02:35 UTC+5

2022-09-14
17:02:34 UTC+5

2022-09-14
17:02:32 UTC+5

2022-09-14
17:02:30 UTC+5

2022-09-14
17:02:29 UTC+5

2022-09-14
17:02:28 UTC+5

(] = dunbTpoBaTth

OMUCAHUE

Service %1 has exited unsuccessfully.

%1 sensor crossed a critical low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a critical low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a critical low threshold going high.
Reading=%2 Threshold=%3

Host system DC power is on

Host system DC power is on

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going low.
Reading=%2 Threshold=2%3.

%1 sensor crossed a warning low threshold going low.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going low.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going low.
Reading=%2 Threshold=%3.

%1 sensor crossed a warning low threshold going low,
Reading=%2 Threshold=%3.

%1sensor crossed a warning low threshold going high.
Reading=%2 Threshold=%3.

W Yaanuts BCé 3KkcnopTupoBaTh BCE

CTATYC

D Hepewdnwoe  [% [

Hepewswoe  [% [
D Hepewsrmoe  [% [
) Hepewénvoe  [% [

) Hepewswwoe  [%  [

) Hepewdrwoe  [% [

Hepewsnioe  [% [
D Hepewénioe [ [
D Hepewsnwoe  [% [
Hepewérwoe  [% [

) Hepewénwoe — [% T[]

) HepewénHoe [ES w

() Hepewénnoe  [%  [i]

Hepewshtoe

Hepewsnhoe  [% [

Hepewéntoe B w

(1) Hepewsnnoe

Hepewshtoe

) HepewwHHoe

Bcero o6bekTos: 53

B @

[EN|
[EN|
[EN|
12 3

PucyHok 25. Ctpanuua «XXypHan cobbITuiny, MaccoBOe BblAeNeHne foros



Cuna KYb

10 YTPABJIEHVE SNEKTPONMUTAHVEM U3
NWHTEPOEWNCA CUTIA KYB

[Monb3oBaTenb MOXET ynpaBfisaTb 3MEKTponUTaHWeM, nepenaa B pasgesi OCHOBHOMO MEHHO
YnpaBneHue -> YnpasrneHue nutaHuem cepsepa.

| SILACUBE | B © 11:32:46 CocTosHve Mutanme O O6HOBUTB 18y ¢ @root~

Cucrema ~ YnpaeneHue nuTaHueM cepeepa
Cratyc o6opyaoBaHns v
Tekywumin ctatyc
YnpasneHue ~
Cratyc cepeepa
KM Bk,

MocnepHxas p:
2022-10-14 18:39:44 (UTC+3)

BcTtpoeHHoe MO

MNepe3sanyck BMC

Kowconb SOL HacTpoiiku sarpysku [Oencreusa
YnpaeneHve nuTanuem MepeonpepeneHe NapaMeTpos 3arpyski cepsepa MepesanycTuTs cepeep
cepeepa o (@ Mo nopaaky - OC BbIKMIOYAETCA, 3aTEM GEPBEP NEPe3anyckaeTcs

— cepsep nepesanycTiTen 663 OC; MOXET BLI3BATS MOBPEXACHUE AaHHBIX

BupTyanbHble HoCUTeNn (O OawokpaTHoe nepeonpeneneme

MepesanycTuts
Jlorn ~

BbiGop pexuMa sarpyaku

@ Legacy
JKypHan coBbITui
UEFI BLIKTIKOUUTE Cepaep
Tlorn POST kopos (@ TNo nopsaaky - OC BbIKIOYAETCA, 3aTeM Cepeep BbIKMoYaeTCs
Hanuuve v uenpastocts TPM - cepsep 6es OC; MOXeT BbI3BaTb NOBPEXAEHUE AaHHBIX
BeHTURATOPbI o [Py BKAKOUEHNY STOR 0NV CePBEP 3arPySUTCS TONBKO MPY HANVYMY U UCTPAEHO! e TPM
O Brmoueno BbIKMIOUUTD
MartepuHckas nnata ~
CoxpaHunTtb
Mopaynu namsaTu ~

PucyHok 26. CTpaHuua «YnpasneHue nutaHnemM cepeepa»

Monb3oBaTenb MOXET YNPaBnsATb NONUTUKAMU NUTaHNUS, Nepenas B
pasgen oCHOBHOro MeHio Hactpoiiku - > [lecTBMe Npu BOCCTAaHOBMIEHUUN NUTAHUSA.

O 1:33:24 CocTosHne MuTane ) OGHOBUTL fay S ® root ~

Toru ~ ﬂel?‘lCTBMe npu BOCCTaHOBNEHUU NUTaHUA

" HacTpoire NONUTUKY NUTaHUA, 4TOGbI YCTaHOBUTb Kak cucTemMa sanyckaercs nocne
XypHan cobbiTuit
BOCCTaHOB/EHUA MUTaHNA,

Jlorn POST kofos

BeHTUnATOPSI o [lefiCTEME P! BOCCTAHOBNGHVM SNEKTPOMUTAHMA
Bceraa BknioteHo - CUCTEMa BCEra BKIOYAETCA MPM MOAAYE NUTaHNS.

Morepiscras ara Y @ Bcernia BuIK/IOUEHO - CUCTEM BCEr/ia OCTAETCS BLIKIOYEHHOM MPU MOAGNE MUTAHMS.

NG A TR . Mocnetiee cocToRHiNe - CACTEMa BOSEPAILAETCA & CBOE MocAeaHee (BKMouEHHoe/

BBIKIOUEHHOE) COCTORHME NP/ NOfaNe MNTa U
Mpoueccopsbl v
MCTOYHMKM NUTaHNA v
HacTtpouku ~

JewncTeue npn
BOCCTaHOBMEHUN NUTaHUA

HacTpoiiku nepegaun
nHGopMaLmu

BesonacHocTb 1 gocTyn ~
Ceccun

LDAP

‘Ynpasnexve

PucyHok 27. CtpaHuua «[enctsme npyv BOCCTAHOBNEHUN NUTAHUSA»
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PYKOBOACTBO IMOJIb3OBATENA

B paHHOM pasgene MeH nonb3oBaTeflb MOXET BblOpaTb MpaBUO BKKOYEHUS MUTaHUSA
cuctembl Cunna KYB nocne BKIoYeHMst NMTaHMs OCHOBHOMO cepBepa.

MpumeyaHue: ans KOppekTHOM paboTbl NOANTUKN NMUTAHUA CUCTEMBbI Ha cepBepax CP2-5422,
Heobxogumo ybeautbces, yto napameTp B BIOS — Advenced — ACPI Table/Futures Control —
FACP — RTC S4 Wakeup yctaHoBneH B nosnoxeHue Disabled.
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11 HAC]’POVIKA N MOHUTOPWHI" CETEBbIX
YCTPOUCTB

Monb3oBaTenb MOXET ynpaBfsATb U KOHTPONMPOBaTb CETEBbIMM YCTPOWCTBaAMW, Nepenas
pasgen B OCHOBHOM MeHio Cucrtema -> CeTb.

| BMC CP2-5422

Cucrema

0630p

MepeyeHb 06opyAOBaHNA U

ILED)

CeTb

[ata v Bpems

PCl-ycTpowicTBa

CraTyc o6opynoBaHus

Ynpaenexve

Norn

BenTunaropsbl

MaTEpMHCKaﬂ nnarta

Mopgynu namsaTn

Mpoueccopbl

NcTouHnkn nutanmsa

HacTtporiku

BesonacHocTb 1 AocTtyn

Ynpaenexne pecypcamm

© CocrosHne MuTaHwe > O6HOBUTH o (® admin ~
CeTb
KoHourypaums ceTeBbix nHTepdeicos BMC
HacTpoiiku cetn
WNmsa xocta & Ucnonb3oBaTb gOMEHHOE WUcnonbsosatb DNS Ucnonb3osatb NTP
cp2-5422 nms cepeepa cepeepa
@ BnoyeHo @ BwoueHo ) BoikmodeHo
eth0 ethl
CocTosiHuE NUHKa CkopocTb (M6uT/c)
LinkUp 0
HacTporku nHtepodenca
FQDN MAC appec 2
cp2-5422 9a:b6:14:38:ae:9d
IPv4
IPy4gapecd ® Dobasutk ctatnueckuin IPv4 agpec
IP ALPEC wno3 MACKA MNOACETU UCTOYHUK APECA
10.0.0.122 10.0.0.3 255.255.255.0 DHCP

Crtatudeckuinn DNS

@® [Oobasuts IP agpec

IPAOPEC

HeT gocTynHbiX 00beKToB

PucyHok 28. Ctpanuua «CeTb»

[ns kaxpgoro ceteBoro uHTepdenca ectb €BOS 3akrnagka (Hanpumep, ethO n eth1), rae ona
Kaxgoro mHTepdpenca MoxHo gobaBuTb ctatudeckun |IP agpec wnun yBuaetb IP agpec,
Ha3Ha4eHHbI DNS cepBepoMm.

Monb3oBaTenb MOXeT BblOpaTb Ucnonb3oBaHMe gomeHHoro nmeHn, DNS cepsepa n NTP
cepsepa.
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PYKOBOACTBO IMOJIb3OBATENA

12 YNPABNEHWE YCTPONCTBAMW
XPAHEHUA

yl'lpaBJ'IeHI/Ie yCTpOﬁCTBaMM XpaHeHud, B HaCTOSALMIA MOMEHT He peann3oBaHo.
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13 YINPABJIEHUE BUPTYAJIbHBIMA
YCTPOVCTBAMMW

[Monb3oBaTtenb MOXeT ynpaBnsaTb BUPTyalbHbIMM YCTpOWCTBaMMU, Mepengs B pasgen
OCHOBHOIro MeH0 YnpasneHue -> BupTtyanbHble Hocutenu (PucyHok 29).

| SILA CUBE | BMC CP2-5422 @© 12:14:38 CocTosHue Mutakue & O6HOBUTH | ® root =

Cuctema ~ BupTyanbHble HocuTenm
Cratyc o6opyaosaHus ~

MopknoynTb 06pas ¢ nomollbio Be6 6paysepa

ynpaeneHue A
1500 UsBo

KVM BblBpats hain Bbibpath daitn
Berpoentoe MO

Mepesanyck BMC

KoHcons SOL 3arpysuTtb 06pas ¢ BHelLHero cepeepa

50 .
Ynpagnexue nuTaH1em 15 usB

cepsepa CKOHGUIypUpoBaTh COeAUHEHME CCKOHUrYpPUPOBaTE CoEAMHEHNE

BupTyanbHsle HocHTenu
Norn ~
BeHTUNATOPbI v
MatepuHcKas nnata v
Moaynn namaTi ~
Mpoueccopel v
VICTOUHMKN NUTaHUS v
HacTpoiikn ~

Be3onacHocTs M A0CTYn v

PucyHok 29. CtpaHuua «BupTtyanbHble HoCcUtenm»

Ha ctpaHuue «BupTyanbHble HOCUTENn» Nonb3oBaTeNb MOXET 3arpyaTb/nogkntoyaTs obpas
BMPTYyanbHOro HOCUTENsl C yOaneHHOro cepBepa WU JokanbHO CO CBOEro KOMMbiOTepa.
Cogepxumoe obpasa B Buae BUPTyanbHOrO YCTPOMCTBA MOXeT ObiTb MpoYnTaHo B
3anyLeHHON onepaLMoHHON cucTeMe XocTa, nNMbo onepauMoHHas cuctema MoXeT ObiTb
yCTaHOBMEHA C HOCUTENS.

13.1 PE)KVIVMI:I/I'IPED,OI'IPE,D,EJ'IEHHI:>IE TWINbI
YCTPOUCTB

Ha pucyHke 29 npefgcraBneHbl 2 Tuna BUPTYarnbHbIX YCTPONCTB:

» «ISOx» - ons nogkntoveHnsa annos-obpas3osB B BUpTyaribHOEe «cdromy YCTPOWCTBO;
» «USBx» - ansa nogkntoyeHns dannos-o6pasoB B BUpTyarnbHoe «usb» yCTPONCTBO;

[ns obpasoB popmata is09660 ncrnonb3yeTcs TUMN BUPTYyasribHOro YCTPOMUCTBA «cd-romy, Ang
o6pasoB 6onee coBpeMeHHbIX (OPMaTOB MCMONb3yeTCs NOAKMIOYEHME TUna «usby.

Ha CTpaHuue Tak Xe npencraBrieHbl ABa cnocoba noaknoyeHns BMPTYyalibHbIX yCTpOIZCTBZ

» yepe3 «web-6paysep» nonb3oBatensa (pann obpasa puUanN4eckn HaxoguTCHa NOKaNbHO
Ha CTOPOHE KMMEHTa, U ero coaepXxmmoe nepepaérca no ycraHosuswemycs https
COEeVHEHMIO);

" C «BHeluHero cepBepa» (ann obpasa Haxoautca Ha cepsepe, Ha BMC nepepaétca
Tonbko ero agpec (URL));
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OcoBeHHOCTU PEXNMOB:

» «USBx» - npegnovtuteneHbIn TUN (NpeactasnseTcsa kak «USB Mass Storage»);

= «ISOx» - ¢ uenbio NogaepXkm Hocutenen opmaTta is09660;

» «FLOPPYx» - nogaepxka 06pa3oB/yCTpoOMCTBa HE OCYLLLECTBNAETCS;

» «yepe3 web-Opaysep» - T.K. coegnHeHne MoXeT OblTb HecTabunbHbIM, MeLfEeHHbIM,
00béM HocuTensa (pawmna-obpasa) MoOXeT OblTb CpaBHUTESNbHO  BOMbLINM,
npeanoyTeHne crnefyeTt oTAaBaTb BapuaHTy ¢ obpasamMu Ha «BHELLUHEM CepBepe.
Bonee TOro, MNOCKOMBbKY WCTOMHWMK [aHHbIX HaxoguTCs Ha CTopoHe 6paysepa,
oBGHOBNEHNe CTpaHULbl NPUBEAET K NOTepe YyCTaHOBUBLLEIOCA COeAMHEHUS, OPYTMMN
cnoBamn, K 93KCTPEHHOMY/OPCUPOBAHHOMY WU3BMEeYeHnto obpasa M3 yCTPOMCTBA.
[aHHbIi MeTog MOXeT ObiTb MoneseH Ans HebonblMX, peaknx/cnyvarHblX AaHHbIX
noaobHO auckam ¢ gpanBepammn yCTPOWCTB;

" «C BHelIHero cepBepa» - 3T0 6Oonee npeanoyYTUTENbHBLIM CNOCOG, T.K. OH
LeHTpann3oBaHHbIN, cepep MoXeT umetb ¢ BMC 6onee HagéxHoe, B OTNIMYUN OT
Bpaysepa, coeguHeHue.

[ocTtyn kK o6pasam Ha «BHELLHEM cepBepe» HacTpamBaeTcs ¢ nomoulbio URL.

MopoepxuBaemble npoTokonbl (schema):
= "http://";
= “https://”
= "ftp://";
= "nfs://";
= "smb://";
Mpwn ykazaHun URL eCcTb BO3MOXHOCTb YKa3aTb MMsi NONb30oBaTeNs U Naposib (B OTAENbHbIX

nonax gopmel, He URL) ans asTopusaumm BMC Ha cepBepe, a Takke hnar paspelleHus
3anucu B chann obpasa, ecnm 3TO NPUMEHUMO.

OcobeHHocTb: B criydae "smb://" nma nonb3oBaTtens no yMonyaHuio He ABNAETCA NyCTbIM, OHO
HesIBHO 3agaHo kak "OpenBmc".

13.2 OCOBEHHOCTW KOHTPOJIA YCTPOUCTB CO
CTOPOHbI WEB-BPAY3EPA

CocTosiHMe nogknoYeHHbIX 00pa3oB C BHELLHErO cepBepa MOXET ObiTb MPOKOHTPONNMPOBAHO
nyTéM nepesarpysku CTpaHuLbl.

AHanornyHoe OEencTBUTENbHO AONs onepauum M3BneveHust obpasa. 3agepkka onepauuu
NOAKMIOYEHMSA/U3BIIEYEHUS MOXET AOCTUraTb MUHYTHI.

13.3 SAIPY3KA C BUPTYAJIbHOIO HOCUTENA

B Boot-Manager-e BIOS-a «USBx» yctponctso Oyaet npeacrtasneHo kak «Linux File-Stor
Gadget», «ISOx» - kak «Linux File-CD Gadget», Hanpumep,
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Boot Hanager

Linux File-Stor Gadget

171
F5/F6

PucyHok 30. OkHo Boot-Manager-a BIOS-a

dakT obHapyxeHusa BupTyansHoro HocuTensa BIOS He ob6A3aTensHO 03Ha4YaeT BO3MOXHOCTb
3arpysku c Hero, Hanpumep, HekoTopble dhopmaTbl 06pa3oB MoryT He nogaepxumeaTbca BIOS,
TaKkKe HekoTopble 06pasbl MOryT paboTaTb TOMbKO B OAHOM M3 pexnmoB (cd-rom/usb).

13.4 ®OPMAT OBPA3A C NOAOEPXKOW EFI
SAIPY3KA

Mpy HanMuMn BO3MOXHOCTM 3arpy3ku C BUPTyanbHOro yctpoucrtea B pexume EFI BIOS
oTaenbHo fobaeut cootBeTcTBYOWMN NYHKT («EFI USB Device») kak Ha PucyHok 31.

KoHTponb 3a 3arpyskon B pexume EFI MmoxHo ocywectButb Yepes «EFI Shell».
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Boot Hanager

EFl USB Device (Linux File-Stor Gadget)

Enter

PucyHok 31. BupTyanbHoe ycTponcTBo B pexvme EFI
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14 PABOTA C OCHOBHbBIMW &YHKUNAMU
B PA3OEJIE «MHOPOPMALUWNA O CEPBEPEY»

14.1 CTATUHECKAA NHPOPMALIMA O
KOHOUTYPALUU CEPBEPA

Mpn BbIGOPE B OCHOBHOM MeH pa3gen Cucrtema -> lNepeyveHb o6opyaoBaHua m LED, B
npason YacTtn otobpaxaetcs NepeyveHb obopynosaHus n LED (PucyHok 32).

Mpun HaxaTun B pasgene «bbICTpble CCbINKU K KOMMOHEHTaM 000pyAoBaHMS» Ha CCbISKY
«MICTOYHUKM NUTaHNs» oTobpasuTcst pasgen «CTOYHMKM NUTaHUs».
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38

16:34:05 @ Cocrosnue

MuraHve fay ® root

Cuctema A~

0630p

Mepeuenb 06OPYAOBAHHA U
LED

Cetb

[ara u spems

Craryc oGopyaosaHia v
YnpaeneHue v
Noru v
BeHTunsTOpSI v
Mareputckas nnata v
Mogynu namsT v
Npoeccopsi v
NCcTouHMKM NUTaHnA v
HacTpoiiku v

MepeyeHb o6opyaoBaHna u LED

Ynpasnexue LED

CocTonHNe NUTaHua
Bkn.

BbICTpbIE CCbI/KM K KOMMNOHEHTaM 060pyA0BaHNs

Cuctema
BMC

Waccu

CnoTbi DIMM
BeHTUNATOPSI
MCTOUHMKY NUTaHUA
Mpoueccopsi
PCI-ycTpoiicTea

VReHTUOUKaLMOHHBI LED

cHcTembl
Boikn

Cuctema
L HOMEP NO3MLMN VAEHTUOUKALIMOHHBIA LED
v system system OK Boikn.
BMC
WAEHTUOUKATOP COCTOSIHUE 'HOMEP Nno3uuum MAEHTUOUKALIMOHHBIN LED
v bme oK - s
Waccun
MAEHTUGHKATOP COCTOSHUE HOMEP NO3MLMN VAEHTUOUKALIMOHHBIA LED
v SILABaseboard oK - Boin,
v chassis ) OK = -
Cnotbl DIMM
Beero o6bekToB: 4
MAEHTUOUKATOP COCTOSIHUE HOMEP Nno3uuum MUAEHTUOUKALMOHHBIN LED
v dimmo oK =
v dimm1 ) OK
v dimm2 ) 0K -
v dimm3 OK
BeHTunaTopbl
Bcero 06bekToe: 5
MAEHTUOUKATOP 1Dl CEPUAHDBIA HOMEP
v CPU1Fan oK - S
v CPU2Fan oK . -
v System Fan 1 oK
v SystemFan2 oK
v System Fan 3 oK
VICTOUHNKN NUTaHNA
Beero o6bekToe: 2
MAEHTUGUKATOP COCTOSHUE HOMEP M03MLMM VAEHTUOUKALIMOHHBIV LED
v ASPOWERI200W_PSU1 oK - -
v ASPOWER_1200W_PSU_2 OK - -
Mpoueccopb!
Beero o6bekToe: 2
VAEHTUOUKATOP COCTOSHUE HOMEP NO3MLMN VAEHTUOUKALIMOHHBIA LED
v cpuo ) 0K = @
v cpul oK - .
YctaHosneHble PCl-ycTpoicTa
nms COCTOSHUE KIACC YCTPOWCTBA TMIN YCTPOWCTBA NPOM3BOAVTENL

HeT AOCTYMHbIX 0GBeKTOs

PucyHok 32. Ctpanuua «[lMepeveHb obopynoBaHusa n LED» (Hauano)
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14.2 UHOOPMALIMIA Ob YCTAHOBJIEHHbIX
[MPOLECCOPAX U MATEPUHCKOW TNATE, N NX
COCTOAHNN

Mpn BbIGOPE B NEBOM OCHOBHOM MeHIO pasgena Cucrtema -> lNepeyeHb o6opyaoBaHUsA n
LED, B npaBon Yactn otobpaxaetcs NepeyeHb obopynosaHus n LED (PucyHok 32).

Mpn HaxaTum B pasgene «bbICTpble CCbIIKM K KOMMOHEHTaM o006opyaoBaHMsi» Ha CCbInKy
«lMpoueccopbl» oTobpasntca pasgen «lpoueccopbl (PucyHok 33).

Mpwn packpbiTUK pasgena otobpasntcs nogpobHas nHopmauus.

| SILA CUBE | BMC CP2-5422 © 12:16:29 CocTosHue Mutakne 3 06HOBUTH

Wu: Processor

SingleFunction

b

PucyHok 33. Ctpanuua «lepeyeHb o6opynosaHusi u LED», pasgen «[lMpoueccopbi»

14.3 OBHOBJIEHVE MWKPOKOLOA BMC

Mpwn BbIGOPE B NEBOM OCHOBHOM MEHIO pa3aena YnpaBsneHue -> BeTtpoeHHoe MO, B npaBou
yacTtu otobpaxaeTtca nHdopmauus o sctpoeHHom 10 (PucyHok 34):

= BMC
= XocT
» Pazgen «OB6HoBUTE BCTpoeHHoe MO»

Mpun HaxaTum «BbibpaTb dann» oTtobpasntcs OkHO Ansa Bbibopa danna ¢ KomnbloTepa.
Mpwn BbIGOpe dhanna n HaxaTum « OTKPbITb» OKHO 3aKpbiBaAETCS.

Mpn HaxxaTum Ha KHOMKY «HavaTb oOHOBMNEHWE» nponcxoamnT obHoBNeHMe BCTpoeHHoro 0.
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ccccccc ~ BcTpoenHoe MO
ccccc

BMC

aaaaaaaaaaaa

aaaaaaaaaaaaaaaaaa

nnnnnnnnnn

aaaaaaaaaaaaaa

MMMMMMMMMMMM

PucyHok 34. CtpaHuua «BctpoeHHoe MO»

14.4 OTOBPAXEHWE ®oYHKUNN YTIPABJIEHNA OC
N CEPBEPA, NPOBEPKW BbIKJTKOYEHUA

CEPBEPA

Mpn BbIOOPE B nNEBOM OCHOBHOM MeHKW pa3gena  YnpaBneHue -> YnpaBneHue
anekTponutaHmem un OC cepBepa B NpaBon 4Yactn otobpaxaeTtca pasgen o6 ynpasneHum

anekTponutaHmem n OC cepsepa (PucyHok 35).

OTobpaxaeTtcs:
» Tekywmm cratyc
= Pasgen [Jencrteus
» HacTponku 3arpysku

B pasgene «[encrtBua» oTobpaxaeTcs:
» [lepesanyck cepBepa:
o no nopsgky — cHavana OC, noTom cepsep
O HeMefneHHO — cepBep nepesarpyxaetca 6e3 nepesarpyskn OC
» BhIkntoueHne cepsepa:
o no nopsagky — cHavana OC, notom cepeep
O HeMenneHHO — cepBep BhiktoyaeTca 6e3 BbikntodeHna OC
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| SILA CUBE | BMC CP2-5422 © 12:2114 CocTosHue Mutaive G O6HOBUTL ¢ @root~

Cuctema ~ YripaBneHue nuTaHuem cepeepa

0630p
TekyLmia ctatyc
MNepeyeHb 06opyacsaHns n

LED Cratyc cepeepa
Bin.
CeTb
n cepeepa
[Nlata v Bpemsa 2022-10-14 18:39:44 (UTC+3)
CraTyc o6opyaoBaHHa v
HacTpoiiku 3arpysku AeiictBua
Ynpasnenine ~
Nepeonpepenesie napameTpos arpyku cepaepa MepesanycTuTs cepaep
KVM > @ Mo nopsiaxy - 0C , 3aTem cepeep
o cepsep Ges OC; Moxer BbizzaTs nos pexnenme panHbix
BeTpoetkoe M0
MepesanycTuTs
Mepesanyck BMC . )
BriGop pexmma 3arpy:
Legac
KoHcons SOL © Legacy
UEFI BoikiiounTh cepeep
YnpasneHue nuTaHuem ® Mo nopagky - OC BBIKNIOYAETCH, 3aTEM CEPBEP BLIKMOUAETCA
cepeepa - cepaep 6es OC; Moxer biz8ats nog; pexaHe aHHbiX
LW CepBep 3arpy3UTCA TONBKO NP HaMYMM U
BUpTYanbHbie HocuTEnN g
O Brmouero
Torn v
BeHTUNATOPbI v
MartepyHckas nnata v
Mogynm namsTi v

PucyHok 35. Ctpanuua «YnpaeneHue nutaHnem n OC cepsepa»

Mpw BbIGOpE cnocoba nepesanycka 1 HaxaTum KHomnku «NepesanycTtuTby 0ToBpaxaeTcs OKHO
C 3anpocoMm noaTeepxaeHus nepesanycka (PncyHok 36).

MNepesarpysKka cepBepa NPUBEAET K paspbIBy
coefuHeHus

Bbl yEEpPEeHBI, YTO XOTUTE NepesarpyanTe cepeep?

OTMEHWTE MNopTEEpOMTE

PucyHok 36. Bennbisatolee okHo «[lepesanyctutb cepBep»

Mpwn BbIGOpE cnocoba BLIKMIOYEHMS N HAXaTUM KHOMKN «BbIKNOUMTb» O0TOGpaXkaeTcsi OKHO C
3anpocoM NoATBEPXAEHUS BbIKNoYeHUd. Nocne noaTBepPXAeHUS BbIKNIOYEHUSA B cTaTyce
cepBepa oTobpaxaeTcs «BbIknoYeH».

BbikntoyeHne cepBepa NpMBeLET K paspbiBy
coefUHeHNs

Bbl yBEpeHbI, YTO XOTUTE BbIKMKYUTEL cepeep?

OTMeHUTb MoaTteepouTh

PucyHok 37. BennbiBatowwee okHO «BbIknounTb cepBep»
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Mpw BbIKMIOYEHHOM cepBepe B pasgene «YnpaBreHne» otobpaxaeTcsi KHonka « Bkniountb».
Mpw HaxxaTuK Ha KHOMKY «BknounTb» oTOGpaxaeTcs OKHO «BknounTb cepBep».

Mpn noaTBepXOEHUW BKMNIOYEHMS U HaxaTum «BknounmTb» cepBep  BKIKOYaeTcs.
OTobpaxaeTca ctatyc cepBepa «BkntoueH» (PucyHok 38).

| SILA CUBE | BMC 22 O 12:21:14 CocTosHMe Mutaive & O6HOBUTB 2y & ® root~

Cuctema ~ YripaBneHue nuTaHuem cepeepa

0630p

TekyLmia ctatyc
MNepeyeHb 06opyacsaHns n

LED Craryc cepeepa
Bk,

CeTb
n cepeepa
[laTa v pemst 2022-10-14 18:39:44 (UTC+3)
CraTyc o6opyaoBaHHa v
HacTpoiiku 3arpysku AeiictBua
Ynpasnenine ~
Nepeonpepenesie napameTpos arpyku cepaepa riebEsEETE cepeEs
KVM I ® Mo nopagky - 0C , 3aTem cepsep

cepsep 6es OC; Moxer sbizsaTs nog| pexnenme panHbix
MepesanycTuTs

BoikiiounTh cepeep

BeTpoentoe M0
Mepesanyck BMC
Kokcons SOL

Ynpasnenve nuTaniem

® Mo nopagky - OC BBIKNIOYAETCH, 3aTEM CEPBEP BLIKMOUAETCA
cepeepa -

cepaep 6es OC; moxer suizsars nosy pexaHe aHHbiX

BbiknoumnTh

BUPTYanbHbie HoCUTENM

TNoru v
CoxpanuTs

BeHTUAATOPbI v

MarepuHckan nnata v

Moaynv namsTu v

PucyHok 38. Ctpanuua «Ynpasnenune nutaHvem n OC cepsepa», ctaTtyc cepeepa «BkroveH»
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15 PABOTA C OTOEJNIbHbIMW PASLOEJIAMA
MOJIbSOBATENBCKOIO MHTEP®ENCA

15.1 PASOEJT « CUCTEMAX»

15.1.1 OTOBPAXXEHVE HACTPOEK OATbI N BPEMEHW, HACTPOEK NAPAMETPOB
CETU

Mpu BLIGOPE B NEBOM OCHOBHOM MeHI0 pa3gena Cucrtema -> [lata u BpemMs B NpaBon 4acTu
oTobpaxkaeTcs MHopMaLMa O HAacTponke Aaatbl U Bpemenun (PucyHok 39).

Mo ymonuaHuto garta, Bpemst 6epytcs ¢ host-malumHbl.
[nsa otobpaxeHna aatbl, BpeMeHU B MHTEpdence MOXHO BbibpaTb «HacoBown nosicy»

Mpu BbIGOpe «NTP», BBoge CepBepa n Haxxatun « CoxpaHuTb HAaCTPOMKn» otobpasntcs gata
n Bpemsi ¢ NTP-cepBepa.

| SILA CUBE | BMC CP2-5422 © 13:35:52 CocTosHue

Cuctema A [ata un Bpems

Aara 24-x yacoBo# popmar
MepeyeHb 06opyaoBaHns 1 2022-10-17 13:35:52 (UTC+3)

Cets HacTtpoiikn

eeeeeeee

PucyHok 39. CtpaHuua «[ata v Bpems»

15.1.2 OTOBPAXXEHWE HACTPOEK NMAPAMETPOB CETHU
Mpun BbIGOpE B NEBOM OCHOBHOM MeHI0 pasgena Cuctema -> lNapameTpbl ceTn B NpaBon

yacTn oTtobpaxaetca WHdopmauma O KoHdurypaumm ceteBbix uHTepgencos BMC c
BO3MOXXHOCTbIO pefakTMpoBaTb HAacTponkn (PucyHok 40).
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© 151145 Cocrosme Nutawse  © OBHosuts L & @root~

CeTb

Cuctema ~ KoHurypaun cetessix untepdeiicos BMC

0630p

™ HacTpoiiku cetn
Mepeyens 06opyaosaHuA 1
LED Mms xocTa 2 Mcrionb3oBaTh AoMeHHoe UMA Mcnons3osats DNS cepsepa Mcnonbsosats NTP cepsepa

cp2-5422 @ Bxnoueno @ Bxnoveno ) Bukmouero
Cets

[lata v spems

ethd  etht
Craryc o6opyaosanms v
Ynpasnetne v CocTosmme nukka CxopocTs (MGuT/c)
LinkUp 0
Toru v
HacTpoiiku uHtepdeiica
BenTUnATOpSI v
FQDN MAC appec 2
Marepuckan nnara v cp2-5422 ae:9f:8a:67:0c:d3
Mogynu namsti v
A 1Pv4
Mpoueccopel v IPv4 anpeca ® [obasuTs craThieciati IPv4 apec
MCTOuHMKN nTanws v
1P ABPEC wnios MACKA NOACETH MCTONHUK ALIPECA
HacTpoitku v X s pee s .
000146 10003 255.255.2550 DHCP
BesonacocTs M gocTyn v

Cratuyeckuit DNS

@ fo6asuTs IP anpec

1P AIPEC

10006 m

PucyHok 40. CtpaHuua «lMapameTtpbl ceTu»

15.2 PA3OEIN «YTNPABJIEHUE»

15.2.1 MPOBEPKA OTOBPAXEHWA MNEPE3AIPY3KN BMC

Mpn BbIGOPE B OCHOBHOM MeHI0 pasgena YnpasneHue -> lNMepe3anyck BMC B npaBoi yactu
9KpaHa oOTo6pa3uTca uHGopMaums O nocnegHem nepesanycke BMC wn  kHonka
«Mepesanyctnte BMC» (PucyHok 41. Bknagka «[lMepesanyck BMC»

).

Mpn Haxatum Ha kHomky «[llepesanyctnte BMC» oToGpaxaeTcsi BChnbiBaloLee OKHO
«[lMepesarpyska BMC».

Mpw nogTBEPXAEHUN Nepe3arpy3kn NnponcxoauT nepesarpyska BMC.

© 122114 @ Cocrosuue Murakme S 06Hosts & & @root~

Crctema ~ Ynpas/eHue nuTaHnem cepeepa
0630p
Tekywuit ctaTyc
MNepeueHb 06 "
LED Craryc cepeepa
B,
Cetb
lMocnepHas onepauus ynpasnenus NUTaHeM cepeepa
Nara v spemst 2022-10-1418:39:44 (UTC+3)
Cratyc o6opyRoBaHNA .
HacTpoiiku 3arpysku DeitcTeus
Ynpasnete ~
MepesanycTu
KVM @® Mo nopsaxy -
Berpoetoe M0 O oan
MNepesanyck BMC B "
BLIGOP pexiMa 3a
Kotcons SOL © Legacy
UEFI

YnpasneHve nuTanuem
cepeepa

wy
- cepee
BhIKMOUMTE

BUpTyansHble HocuTen

o
TNoru v

CoxpanuTs
BeHTunaTOpSI v
MaTepuHckas nnata v
Mopynu namsTi v

PucyHok 41. Bknapgka «[IMepesanyck BMC»
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15.3 AHAJIMTUHECKAA MNMAHEJIb «MOAYJb
[AMATN»

15.3.1 OTOBPAXXEHWVE OUHAMUYECKOW MHOOPMALIM O COCTOAHN MOLYNEN
MAMATU

Mpn HaxaTum Ha pasgen B OCHOBHOM MeHio Moaynu namatu -> [uHamumyeckas
naHenb ¢

MHdopmauua oTobpasnTtca CcTpaHuua, rae HaxoguTcs aHanuTuyeckas
NHOPMaLMEN O COCTOSHUM TeMnepaTypbl Mogynen namatn (PUCyHok 42).

| SILA CUBE | BMC CP2-5422 @ 12:27:05 CocTosHue Mutakue ) O6HOBUTL (S @ root~

MepeveHs 060pyAoBaHIA 1

LED Mopaynu namaTtu

_ [uHaMIUE CKas UHGOpMaUMA

[lata v Bpema MocneaHui yac  MocnefHue cyTkn
Cratyc obopynoeanua ~ 8 Mokasateny Temnepartypel
YnpasneHue ~

3HaveHme npeaynpexenms KpuTusieckuit pexum

KVM 93 100 CoxpahuTe

Bctpoettoe NO CBpockTs Macwal

MNepesanyck BMC

Korconb SOL

Yripaenexue nutaxmem

cepeepa

BUpTyansHble HocUTenu
Norn ~ °
BeHTUNATOpEI M

00 2190 2120 21:30 2140 2150 2200 2210 2220 2230 2240 2250 2300 2310 2320 2330 2340 2350 000 010 020 0:30 040 050 00 110 20 130
MarepuHckan nnata v
MMAMOaY NS TEKYLLIEE, C* GPEMHEE, G MUHMMATIBHOE, G° DATA MMHAMATIBHOTO MAKCHMANBHOE, G* [ATA MAKGHMANIBHOTO
Moaynu namstu ~ =i cPU 18112 14102022 2 18:401410.2022
®DIMM_ATCPU2 2 2 2 18:48 14102022 28 18:401410.2022

[uHamnueckan uHOpMaLus
Mpoveccops! -
VICTOUHVKM NUTaHMs ~

PucyHok 42. CtpaHuua «Moayne namatu. JuHamuyeckas nHgopmaumsi»

Mpn paboTe C naHenb MOXHO BbIOpaTb Mepuod, 3a KOTOPbIA Bbl XOTUTE MOMY4YUTb
WHOpMaLMIO O COCTOSIHUM TemnepaTtypbl Moaynen namdatn. Takke peanusoBaHa
BO3MOXHOCTb yBenuyeHms maclitaba BblibpaHHOro yyactka rpadgpuka. [Ana ato Heobxoammo
NEeBOW KHOMKOW MbIWM BblAENUTb Ha rpaduke MHTepecyemblin ydacTok. [Ana Bo3BpaTa
mMacwTtaba rpaguka B UCXOLHOE COCTOSAHWE HEOBXOOMMO HaxaTb Ha KHOMnKy «COpocuTb
mMacTab».
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| SILA CUBE | Bl 2 © 12:28:03 CocTosHue Murakne O OBHOBUTL L @ root~

MepeyeHs 06OPYAOEaHNS 1

LED Mopaynu namaTtu

Cetb [AnHamuueckas uHdopmaums

[laTa v Bpema MocnegHni vac  MocnegHue cyTKN
CraTtyc o6opyaoBaHns v

& MNoxasatenn TemnepaTypsi

Ynpasnexue ~
3HaveHme NpezynpexaeHms Kputudeckuit pexum

BcTpoettoe M0 CopocuTs wacurab

MNepesanyck BMC 100C

KoHcons SOL

Ynpasnexue nuTaHnem
cepeepa

BupTyanbHble HocuTen

Noru v
BeHTURATOPSLI v
21:00 2170 2120 2130 2140 2150 2200 2210 2220 2230 2240 2250 2300 2310 2320 2330 2340 2350 000 010 020 030 040 050 00 10 0 130
MaTepuHckan nnata v
umaMoaYAR TEKYLLEE, C° CPE[HEE, C* MMHUMAIBHOE, C* [ATA MUHUMATIBHOTO MAKCHMAIBHOE, C* [ATA MAKCHMANBHOTO
Mopnynu namatia ~ ®DIMM_AT_CPUT 25 22 1912 1470.2022 2 18:40 1410.2022
BDIMM_AL 2 24 18:46 14.10.2022 28 18:401410.2022

[LnHamuyeckan MHoopmauna

Mpoueccops v

UCTOUHMKM AUTAHUS ~

PucyHok 43. Ctpanuua «Moaynb namatu. [uHammyeckas nHdopmaumsy. BelgeneHve yyactka rpaduka

12:29:00 CocTonHue Mutanne G O6BHosMTE

MepeyeHb 06OpyAOBaHNA 1

LED MOAyﬂVI namMaTn

Cetb [OnHamudeckas nHdopmaLns

[LaTa v Bpems Mocneanuii vac — MocnegHue cyTKM
Cratyc oGopyAoBaHus b2 & MNoxasatenn TemnepaTypsi
Vnpasnetue P

3HaveHne NpesynpeXieHua KpyTieckmit pexim

BcrpoerHoe 10

CHpocuTs wacuTab.

MNepe3sanyck BMC

Kowcons SOL

Ynpasnerue nutaHuem
cepsepa

BupTyansHle HocuTenn

Noru v
BeHTUNATOPSI v
Matepukckasn nnata v
MmAMoaY AR TEKYLUEE, C° CPEMHEE, C* MMHUMAIBHOE, C* [DATA MUHMMANILHOTO MAKCUMANIHOE, C* LIATA MAKCHMATBHOTO
Mopynu namatia ” @ DIMM_AL_CPU 25 2 2 16:12 14102022 2 18:40 14102022
BDIMM_ATCPUZ 27 2 2 18:46 14.10.2022 28 18:401410.2022

[NuHamuueckan uHbopmaLmua
Mpoueccops! v

MCTOUHMKY DTS ~

PucyHok 44. Ctpanuua «Moaynb namatn. InHamuyeckasi uHdopmaumsy. YBenuyeHHbln macwtab BeibpaHHOro yyactka

rpachuka

15.4 AHAJIMTUYECKAA MNMAHEJb «BEHTUNATOPbI»

15.4.1 MEPEYEHb OTOBPAXXAEMOW OMHAMUYECKOW MHOOPMALIMW O TEKYLLEM
COCTOAHNN BEHTUITATOPOB

Mpn BbIGOPE B NEBOM OCHOBHOM MeEHK pasgena BeHtunaTtopbl -> [uHamu4veckas
MHcpopmauma oTobpasuTca aHanuTudeckas naHenb C WHpopmMaumen O nokasaTensx
CKOPOCTU paboTbl BEHTUNATOPOB.
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MpumeyaHve: HanmuuMe U TUMNbl BEHTUNATOPOB MOFYyT OTNMYaTbCA B 3aBUCUMOCTM OT
KOHpMrypaumm cuctemsi.

| SILA CUBE | BMC CP2-5422 © 12:45:04 CoctosHue MutaHe ) O6HOBUTB o ¢  @root~

Cuctema v BeHTunsATopsbI

[LnHamuueckas nHdopmaymus
Cratyc o6opypoBaHus v

MocnegHwit yac  MocnegHue CyTKU
Ynpasnenvne N

P
Toru o @ TMokasaTenu CKopocTy ~
BeHTunsTops! & 3HaueHue NpefyNpex AeHus, 06/ MUH KpuTudeckui pexum, ob/muH

14630 14830

CTaTuyeckas MHhopMaLna

[MHamuueckas uHpopmaLms CoxpaHutb

MarepuHckas nnara v
Mogynu namsatu v
Mpoueccops! v
MCTOYHWKN NUTaHUs v T SEHIE OTKa
HacTtpoitkn v
BesonacHocTb 1 aocTyn v
httpsy//10.0.0.146/#/fans/dynamic VMA MOAYNS TEKYIWAR CPEOHAR % MOLLHOCTH MUHUMATIBHAS [ATA MUHUMATTbHOM MAKCUMATIbHAR [IATA MAKCHMATBHOM

PucyHok 45. Ctpanuua «BeHTunatopsl. [lnHammyeckas nHdopmaums»

Mpn paboTe C naHenbd MOXHO BbIOpaTb Mepuoa, 3a KOTOPbIA Bbl XOTUTE MONYYUTb
MHopMaLnio 0 NokasaTensax BEHTUNATOPOB. Takke peanv3oBaHa BO3MOXHOCTb YBENMYEHNS
mMacwrtaba BbIOpaHHOro yyactka rpaduka. [Ansa 310 Heo6XoAMMO NEBOW KHOMKOW MbILN
BblAennTb Ha rpadmke umHTEpecyembln ydacTtok. [Ans Bo3Bpata macwTaba rpaduka B
MCXOOHOE COCTOsIHME HEOOXOAMMO HaxaTb Ha KHOMKY « Copocute Macutaby.

| SILA CUBE | BMC CP2-5422 ® 12:46:01 CocTosHne MutaHue &) OB6HOBUTH o i ® root ~

Cuctema v BeHTMAATOPDI

[O1HaMuyeckan MHdopMaLma
CTatyc o6opynoBaHus v

MocnepHnii wac  MocnepHue cyTkm
YnpasneHne v
Tlorn @ % MNokasaTenu CKopoCcTi ~
BeHtunstopsl a3 3HaueH1e NpeAyNPERAEHAA, O6/MUH KpUTUYECKUA PEXIM, 06/MUH

148630 14630

CTaTiyeckan HpopMaLna

[vHamuyeckasn nHdopmaumns CoxpaHuTb

MaTepuHckan nnata v
Moaynu namatu v
Mpoueccops! v
VNCTOUHMKN NnTaHUA v m R
HacTpoitku v
Be30nacHoCTb U A0CTyN v
UM MOAYNSE TEKYIWAS CPEfHASI % MOLLHOCTH MUHVAMATIEHAS [ATA MUHMMATEHOM MAKCUMANBHAS! [IATA MAKCUMAJTSHO

PucyHok 46. CtpaHuua «BeHTungartopsl. [luHamuyeckas nHgopmaumsa». BeigeneHne yyactka rpadmka
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PYKOBOOCTBO IMOJIb3OBATENA

| SILA CUBE | BMC CP2-5422 © 12:46:43 @ CocTosHue Mutaime O O6HoBMTE L) & ®root~

Cucrema v BeHTunaTopbl

[nHamuueckas uHpopmaymus
Crtatyc obopynosaHua ~

MocnepgHuit yac  lMocnegHue cyTKU
YnpasneHue v

3
Norn W @ lNokasaTenu ckopocTu

BeHTUnATOPbI A 3HaueHne npefynpexaeHus, o6/MuH KpUTUYECKMIA PeXuM, 06/MUH

14630 14630
CraTuyeckas uHdpopmaumsa

LuHamuueckas uHpopmaLma Coxpanntb

MaTepuHckas nnata v CBpocuTs MacwTab

Mopaynu namaT1 ~

Mpoueccops! v

WcTouHmKM nuTaHns v

HacTpoitku v

BesonacHocTb 1 AocTyn ~

447 14:57

nma moayns TEKYLWAA CPEQHAR % MOLLHOCTH MWUHUMANBHAR [AATA MUHUMATIHON MAKCUMATNLHAR [LOATA MAKCHMATIBHON

PucyHok 47. CtpaHuua «BeHTunaTtopsbl. JuHammnyeckas nHgopmaums». YBenuieHHbln Mmactab BelGpaHHOro yvacTtka

rpachmka

15.5 AHAJIMTUHECKAA MNMAHEJb «MATEPUHCKAA
[TJIATA»

15.5.1 OTOBPAXXEHWE ONHAMUYECKOW MHOOPMALIMM O COCTOAHUMN
MATEPUHCKOMW MNATbI

Mpun BbIGOPE B NEBOM OCHOBHOM MeEHKO pasgena MartepuHckas nnarta -> [uHamuyeckas
MHopMmauma, rae HaxoguTCcs aHanuTuyeckasi naHenb C MH@oOpMauMen O COCTOAHUK
TemnepaTypbl MAaTEPUHCKMX Nnar.

Mpn paboTe C naHenbtd MOXHO BbIOpaTb MNEpuod, 3a KOTOPbIA Bbl XOTUTE MOMY4YUTb
NHpopmaunio o} COCTOSIHUM TemnepaTtypbl MaTepPUHCKNX nnar.
Takke Bbl MOXeTe BblOpaTb MNOPOroBoe 3HaYeHUs npeaynpexneHns o6 KpUTU4eckom
cutyauun. ing yBenndeHnsa macwtaba BeibpaHHOro yyacTka rpaduvka. [Anga ato Heobxoanmo
NEeBON KHOMKOW MbIWM Ha rpaduke BblAENUTb MHTEpecyemblin ydacTok. [na Bo3BpaTa
mMacwTtaba rpaduka B UCXOLHOE COCTOSAHWE HEOBXOOMMO HaxaTb Ha KHOMnkKy «COpocuTb
mMacTab».
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Cuna KYb

CocrosHue MuTaxne

3 O6HoBUTL fay

S ® root~

Cucrema ~
Cratyc o6opynosaHus v
YnpaBneHue v
Jorn v
BeHTUNATOPDI A

CraTuyeckas uHpopmaLma

[OunHamunyeckas nHhopmaunsa

MarepuHckas nnata ~

AunHamnyeckana nHpopmauymns

Mogaynu namstu v
Mpoueccopb! v
VICTOUHUKIA AATaHUS v
HacTpoikn v
BesonacHocTb 1 AocTyn ~

MaTepI/IHCKaH nnarta

[uHamudeckas UHGopMauusa
MNocnegHuit yac  MocneaHUe CyTkN

§ MokasaTenu TemnepaTypbl

3HaueHe NpeaynpeskAeHUA

TEKYLLEE, C° CPEAHEE, C° MWHUMAJTIBHOE, C° AATA MUHVMASIHOTO MAKCUMAJIBHOE, C° OATAMAKCHMAJIBHOrO
18 19 13:04 16 13:20 1610
20 20 9 13:04 16 23 13:20 1610

CocTofiHue MutaHue ) O6HoBMTL ()

S ® root ~

Cucrema v
CraTyc obopyosaHus v
YnpaeneHve v
TNoru v
BeHTUNATOPDI ~

Cratuyeckas nHGopMauma
[OnHamuyeckan nHdopmMaums

MarepuHckan nnata A~

OunHamnueckas MHGopmauns

Mopynu namsTn v
Mpoueccopesl v
VICTOUHMKM NUTaHUA v
HacTponku v
BesonacHocTb 1 gocTyn v

MaTepI/IHCKaH nnata

JAuvHaMuyeckas uHpopmMauus
NocnepHnidi vac  MocnepHue cyTku

8 MNokasaTenu Temneparypsi

3HaueHIe NpeaynpesKaeHUA

MMsi MOAYNIA TEKYLLEE, C° CPEQHEE, C° MMHUMAJEHOE, C° BATA MVUHVMATIEHOTO MAKCUMAJIEHOE, C° LATA MAKCMMATEHOTO
®nlet 18 19 13:04 18 13:20
. 20 20 9 13:04 1610 13:20 16.10

PucyHok 49
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PYKOBOOCTBO IMOJIb3OBATENA

| SILA CUBE | BMC CP2-5422 © 12:48:49 CocTosHuMe Murakme 3 O6HOBUTH ay & ® root ~
CucTema ~ MaTepVIHCKaH nnarta
LOnHamndeckas nHpopmaumsa
Cratyc o6opynoBaHusa ~
MocnegHnii yac  MNocneaHue cyTku
YnpasneHve ~v
nori & 8 Mokasatenu Temneparypbi
BexTunstope! & 3HaYeHNe npegynpexaeHua
110 CoxpaHuTb
Cratmnyeckas nHdopmauma
Chpocw wab
[unHamuyeckas uHdopmaums &
MatepuHckan nnara ~
[AvHamunyeckas nHoopmaunsa
Mogaynu namsaTn v
Mpoueccopbl ~
25C e — — — —_— — —_— —_— —_— —_
CTOUHUKM NUTaHUA v M..
HacTpownku ~
1 1 1 17 1 2
Be30nacHoCTb 1 4oCTyn ~
“Ma Moaynsa TEKYLUEE, C* CPE[HEE, C° MWHUMAJILHOE, C° AATA MUHMMAJIBHOTO MAKCWUMATIBHOE, C* AATA MAKCUMAJIBHOIO
18 19 13:04 16.10.2022 22 13:20
13:04 16.10.2022 23 13:20

PucyHok 50. Ctpanuua «MatepuHckas nnata. JuHammnyeckas nHdopmMauus» YBenmyeHHbIi Maclutab BbiIGpaHHOro yyacTka

rpachuka

15.6 AHAJINMTUYHECKAA MNAHEJb «MTPOUECCOPbI»

15.6.1 OTOBPAXXEHWE OVHAMWUYECKOW MHOOPMALIMY O COCTOSAHNN
MPOLIECCOPOB

Mpn BbIOOPE B NEBOM OCHOBHOM MeHK pasgena [lMpoueccopbl -> [OuHamu4veckas
MHdopMaumsa, roe HaxoauTCcs aHanuTMyeckaa naHenb C MHdopMauMen O COCTOSHUMU
TemnepaTypbl NPOLLECCOPOB.

Mpn paboTe C nNaHenbld MOXHO BbIOpaTb MNepuog, 3a KOTOPbIA Bbl XOTUTE MOMNYYUTb
MHopMaLNIO O COCTOSIHMM TemnepaTypbl NPOLECCOPOB UM NoTpebnaemMon MOLLHOCTH.
Takke Bbl MOxeTe BblbpaTb MOPOroBoe 3HaYeHus npeaynpexaeHns o6 KpUTUYeckou
cutyaumun. ina ysenuueHusa macwtaba BbibpaHHOro yyactka rpaduka. [Ans ato Heobxoammo
NneBOM KHOMKOM MbIlWM Ha rpaduke BbIAENUTb UHTEpecyeMbl ydacTok. [Ans BosBpaTa
mMacwTaba rpaduka B UCXOOHOE COCTOSIHME HeobXxoouMMO HaxaTb Ha KHornky «CoOpocuTb
MacwTab»
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Cuna KYb

| SILACUBE | CP2-5422 D12345678 © 10:33:37 CocrosHuve Murauve ) O6HOBUTH o (S ® root ~

CucTema v Mpoueccopsbl

[dnHamnyeckas nHGopmaums
Cratyc oGopynoBaHus v

MocnenHnit yac  locneaHue cyTku
Ynpaenexue v & A d

Noru o § MokaszaTenu TemnepaTypbl A

BenTunatopel e 3HaueHue NpeaynpesaeHs Kputndeckuin pexim

80 90
MartepuHckas nnata ~

Moaynu namsTu v CoxpaHuTb

Mpoueccopbl ~

[lMHamuyeckas nHpopmaLus

WCTOUHMKY NUTaHUA v

HacTpoiiku v : Toporosoe sHaueHue oTka3

BesonacHocTb U gocTyn v

PucyHok 51 Ctpanuua «[poueccopbl. [luHammyeckas nHdopmaums»

15.7 AHAJIMTUYECKAA NMAHETb «MCTOYHNKA
[MTNTAHNA»

15.7.1 OTOBPAXXEHWVE OUHAMUYECKOW NMHOOPMALIM O COCTOAHN
NCTOYHMKOB NMNTAHUA

Mpu BbIGOpPE B NIEBOM OCHOBHOM MEHK pasgena MUCToOYHuKM nuTaHuma -> [uHamumyeckas
MHopMmauma, rae HaxoguTCcs aHanuTuyeckasi naHenb C MH@oOpMauMen O COCTOSAHUK
TemnepaTypbl ICTOMHUKOB MUTAHUA N OPYTUX NOKa3aTensx.

Mpn paboTe C naHenbtd MOXHO BbIOpaTb MNEpPMOA, 3a KOTOPbIA Bbl XOTUTE MOMY4YUTb
MHpopMaUNIo O COCTOAHUM TemnepaTypbl UCTOYHUKOB MUTAHUSA UNKW OPYrUX nokasaTensix.
Takke Bbl MOXeTe BblOpaTb MOPOroBoe 3HaYeHUs npeaynpexneHns o6 KpUTu4eckom
cutyauun. [ins yBenndeHnsa macwtaba BeibpaHHOro yyacTka rpaduvka. [Anga aTo Heobxoanmo
NEeBOM KHOMKOW MbIWM Ha rpaduke BblAeNUTb MHTEpecyemblin ydacTok. [Ansa Bo3BpaTa
mMacwrtaba rpadguka B UCXOLHOE COCTOSAHWE HEOBXOOMMO HaxaTb Ha KHOMnkKy «COpocuTb
mMacTab».
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| SILA CUBE | CP2-5422 D12345678 B CocTosHue Mutanne &) OGHOBUTL o ¢  @root~
Cucrema v McTouHMKM nnTaHma
[OvHamunueckas nHGopmaums
Craryc o6opyaoBaHus v
MocnepgHuit vac  locnefHue CyTKK
Ynpasnexue v
orm o 8 Moxasarenn Temneparypbl ~
BeHTUNATOPbI ~ U BxopaHoe HanpsixeHie v
MatepuHckas nnata ™ U BbixoaHoe HanpsxeHue v
Mogynu namsTu v
P BxogHas MowHOCTb v
MpoLeccopbl ~
P BbixofHas MOWHOCTb v
[uHamudeckas uHpopmaLus
# BxofHas cuna Toka ~

WcTouHuku nutaHmsa ~
CraTuueckas UHGopMaLMA
[OvHamudeckas UHdopMaLus

HacTpoiiku ~

PucyHok 52 CtpaHuua «/cTouHmnkn nutaHus. JuHamuyeckasi UHpopmauusa»

15.8 OTOEJIbHbIE SNNIEMEHTbI YTIPABJIEHUNA

[ns npocmoTpa cnucka cooOLWeHnn KU nepexoga K XKypHamy HYXHO HaxaTb KHOIMKY
«YBEOoMneHnsa».

[ns nepeBoaa K >)xypHany cobbITUIN HY>KHO KIMKHYTb Ha yBegoMIieHMe u3 cnucka (PncyHok 53).

| SILA CUBE | BMC CP2 ®© 13:40:03 CocTosHue Mutaime &) OGHOBUTH (Y (S ® root >
COOBLUEHMS
Cuctema A~ [ata v Bpems
=) System Event Log Entry
m >
O6s0p Host system DC power is on
Jara 24-x yacoeoii popmar = ‘S‘f‘e'“ EVQ"SF:-L?Q Entry,
MepeyeHs 0bopyfoBaHNa 1 2022-10-17 13:40:03 (UTC+3) P >
LED
Ceto HacTpoiikn [] SystemEvent Log Entry
Ut -DRB
W >
Hata v Bpemsa Yacoson nosic
CraTyc o6opynoBaHus v
D NTP %
YnpasneHue ~ —
Eepe el Ce (a0 o [) SystemEvent Log Entry
Noru ~ JTP manager: Created >
ettings for recipients
BeHTUnATOpbLI v
MaTtepuHckan nnata v
Mopaynu namaTu v
NMpoueccopbl v
WcTouHnKM nuTaHus ~
HacTpoikn v
Be30MacHoCTL 1 A0CTy N v

PucyHok 53. Cnucok coobuieHui

[ns nepekntoveHns NHTEPdENC B «HOYHOW PEXUM» HAXKXMUTE KHOMKY (PncyHok 54).
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| SILA CUBE | BMC CP! CocTosHue Murakne 3 OBHoBUTL & ®root~

CuncTema ~ [aTta n spems

0630p

AaTa 24-x yacosoun popmar

MepeyeHs obopyAosaHns n 2022-10-17 13:41:07 (UTC+3)

LED

Cets HacTponku

[aTa v Bpems Yacogoit nosic
CraTyc o6opynosaHus v

NTP
YnpasneHue ~
Cepsep 1 Cepsep 2 Cepeep 3
Torn v
BeHTunaTopbl ~v
MaTtepuHckan nnata ~v
Mopaynu namaTu ~
Mpoueccopbl ~v
MCTOYHMKN NuTaHns v
HacTponkn ~v
~

PucyHok 54. MNepekntoveHre B HOYHON pexnm

lMocne nepekntoyeHnsa nHTepdenc byaeT BoIrnaAaeTb, Kak NokazaHo Ha PucyHok 55.

©16:10:25  Coctoskue NMuTakne & O6HOBUTS
[iata v spemsa

Craryc o6opyaosais : - Niapons

Ynpasnerie
KVM

Berpoetoe MO
Monnepska SSL
Nepesanyck BMC
@  BhimoueHo

Kocons SOL

TecTosoe coobleHve CoxpamuTs
YpaBneHue NUTaHueM
cepeepa

BupTyansHbie HocUTENnU @ Lo6asuts:
Tloru MM$I M0 /Ib30BATENS
BeuTunarops!
B HeT f0CTynHBIX 06bexTos

Marepuckan nnara

Mopynu namstu HacTpoiiku SYSLOG

Mpoueccopbi Crarye

@ Binoveno
WCTOUHNKM NUTaHNA

IP-appe
HacTpoitkin

[leiicTame npu
BOCCTaHOBNEHWA MUTaHNA CoxpaHnTh

PucyHok 55. HouHom pexum nHtepdpenca
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16 JOMNOJIHUTEJNIbHAA NTHOOPMALNA
16.1 COOBLEHNA OB OWWNBKAX

Tabnuua 3. CoobLLeHus 06 oLmnbkax

NMpo6nema / Kog owmnbku

ESXi  otobpaxaetr  coobuieHue
«Alert» No ceHcopaMm, y KOTOPbIX HET
rPaHNYHbIX 3HAYEHUN.

CoobuieHne B XypHane cobbITui:
«Service  systemd-networkd-wait-
online.service has exited
unsuccessfully»

CoobuieHne B XypHane cobbITui:

«Service phosphor-ipmi-host.service
has exited unsuccessfully»

54

PeweHue

CocTosHMe ceHcopoB, BO3BpaLLaeMblX MO NPOTOKOMY
IPMI, He cogepxalmnx KOPPEKTHON pasMepPHOCTU
(pasmepHocTb unspecified) n NOPOroBbIX 3HAYEHWUI
(threshold), npuBogaTcs cnpaBoyHo. Vicnonb3oBaTb
MX Onsa  onpefeneHuss COCTOAHUS CUCTEMbl  He
pekomeHayeTcA.

Mpw BO3HNUKHOBEHMM AAHHOrO COOBLLEHUS B XXypHare
COObITUI €ro MOXXHO NOMETUTL KaK paspeLLeHHoe Unm
yaanuTb. [aHHoe cobblTe He CcurHanmMsupyet o
HEeUCrnpaBHOCTH.

Ona CP2-5422:

[Mpy BO3HMKHOBEHMM LAHHOIO COOBLLEHNS B XXypHane
cobbITin crnegyeT NpoBepuTb PaboTOCNOCOOHOCTD.

Hanpumep, n3 onepauMoHHOM CUCTEMbI cepBepa
BbiNonHuTL: #ipmitool power status.

B cnyvae, ecnu nokanbHblin npotokon IPMI
paboTtocnocobeH wnNuM  onepaumoHHas  cuctema

cepBepa He ucnonb3yeT nokasbHbin npotokon IPMI,
cobblTME MOXHO MOMETUTb KaK paspelleHHoe WIu
yoanuTb.

B cnyyae, ecnu nokanbHbin npoTtokon IPMI
HepaboTtocnocobeH, ©n onepauMoHHas cucTema
cepBepa ucrnonb3yeT nokanbHbln npoTtokon [IPMI,

pekoMeHayeTcs nepesarpys3untb cepsep. [locne yero
npoBepuTb paboTocnocobHOCTbL CBA3M cepBepa C
BMC no nokansHomy rnipotokony IPMI.

[na cepsepos CP1-6326 n CP2-6327:

Mpn BO3HMKHOBEHUWN OAHHOrO COObLLEHMS B XXypHane
cobbITun cnegyet nepesarpy3nte CUBE.

Mocne nepesarpysku CUBE Heob6xoaMmo

nepesarpysvTb cepBep



Cuna KYb

16.2 OCOBEHHOCTUN CNCTEM

16.2.1 JOCTYMN K IPMI

Ons poctyna k IPMI no npotokony lanplus ucnonb3yetcs Habop wudpos 17 (Hanpumep,
ipmitool -l lanplus -C 17...).

BbligeneHHbln ceTeBon WHTepdenc ans cepsepa CP2-5422 moxeT ObITb AOCTYyNeH Mo
npotokony IPMI kak kaHanel 1 n 3. Hanpumep:

* ipmitool lan print
* ipmitool lan print 1
* ipmitool lan print 3

BbligeneHHbln ceTeBon WHTepdenc ana cepsepoB CP1-6326 u CP2-6327 poctyneH no
npotokony IPMI kak kaHan 1. Hanpumep:

» jpmitool lan print
* ipmitool lan print 1

Mo npotokony REDFISH n yepe3 Web-nHtepdenc BblaeneHHbIn ceTeBon UHTepdenc ans
cepBepoB CP2-5422, CP1-6326 n CP2-6327 nmeHnyetcsa — «ethO».

CeteBon nHTepgenc coemelleHHbin ¢ LOM-noptom ans cepeepoB CP1-6326 n CP2-6327
poctyneH no npotokony IPMI kak kaHan 3. Hanpumep, ipmitool lan print 3.

Mo npotokony REDFISH n yepes Web-nHtepdenc ceteBon mHTepdenc CoBMELLEHHLIN C
LOM-nopTtom ans cepsepoB CP1-6326 n CP2-6327 nmenyetca — «eth1»

16.3 PEKOMEHOALUNA

16.3.1 4NA CEPBEPA CP2-5422
Mpn murpaunmn ¢ CUBE Bepcun go 1262 pekomeHayet obHoBneHue BIOS ao Bepcum 8.3.

16.3.2 N1 CEPBEPOB CP1-6326 N CP2-6327
[Mepen nepBoHa4vanbHOW YCTAHOBKOW BbINOMHUTL npowmnsky BIOS:
= CuHtakcuc ./afulnx_64 bios-63-2.fd /R

AFUwin n AFUEFI — gna npowwuBkn BIOS (dann c¢ BIOS bios-63-2.fd). CoBmectum cC
ncxogHbim BMC.
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KOHTAKTHAA MHOPOPMAL A

TexHnueckas nogaepxka
+7(495)662-10-52 ansa 3BoHKoB 13 MockBbI
+7(800)600-96-22 Ans 3BOHKOB N3 PErMOHOB

Ecnn Bam TpebyeTcs kBanuuunpoBaHHas NoMOLLb, NMO3BOHUTE Ha TeNegOoH «ropsyen
AVHUN NOLAEPXKKUY», HanNUWKUTe NUCbMO WM BOCMOMb3yWTECh ApyruMn cnocobamu
obpaLleHnsa B TEXHUYECKYHO NOAAEPXKKY:

= cuctemMa yyeTa 3asBoK Service Desk:
* hbopma perncTpauumn 3asBkn Ha canTe:
=  MobunbHoe npunoxeHue IntraService: iOS n Android

CiMN\A

KOHTAKTbI

125167, r. MockBa, +7 (495) 933-37-01
IlennHrpagckmn np-T, 4. 37A, kopn. 4  info@sila.ru
www.sila.ru




