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Cuna KYb

BBEOEHWNE

Cuctema ynpaeneHus cemencteom cepsepoB CUIIA «Cuna KYB» (manee Cuna KYB)
npeactaenset cobow nporpammMHoe obecneveHue, BkMYawlwee B cebs rpaduyeckui
nofb3oBaTenibCkMn web-nHTepdenc ¢ aganTMBHOM BEPCTKOW, NO3BOMSKOWMIA paboTaTb C
MOOMMBHBIX YCTPOWCTB, ANs KOHTponnepoB ynpaeneHus 6asosBor nnatel BMC cepBepoB
CUNA.

[aHHOe pyKOBOACTBO pacnpocTpaHaetca Ha Cwuna KYB, pabotatowyi Ha cepBepax:
CP2-5422, CP4-5422, CP1-6326, CP2-6327, CP9-6426.

BMC cogepXuT WHTErpMpoBaHHOE BMAEOSAPO, B3aMMOLEWCTBYET C KOMMOHEHTaMu
CUCTEMHOW NnaTbl cepBepa Yepes3 pasnuyHble NHTepdencel 1 obecneumBaeT HeOBXo4MMbIN
YHKUMOHaNn B COOTBETCTBMM CO cTaHgapTom IPMI. Pabota Cuna KYB He 3aBucut OT
onepaumoHHon cuctembl (ganee OC) cepBepa. B aToM 3akntoyaeTcsi OCHOBHOE OTNiMYME OT
NPOrpaMMHbIX CPEACTB yOaNeHHOro YnpaBneHUs W MOHUTOPWUHra, TPebylLwmx Hanuuuns
pabotocnocobHon OC (Hanpumep, yaaneHHbin goctyn k OC 4yepes RDP, Radmin n T. 4.).
[ocTtyn K rpaduyeckon KOHCOMM MOXHO WMCNONb30BaTb ANS yAaneHHow npowwmsBku BIOS
cucTeMHon nnaTbl unu ansa ycraHoskmn OC.

Cuna KYB nosBondetr yaaneHHO yNpaBnsTb 3MEKTPONMTaHWEM cepBepa, CKOPOCTbHO
BpalleHNs BEHTUNATOPOB, NPefoCTaBMATb AOCTYN K KOHCOMW [faBHOW oOnepaumoHHOM
cucteMbl Yyepes Serial Over LAN (ganee SOL), cunTbiBaTh NokasaHUsS CUCTEMHbIX AAaTYUKOB
(CKOpOCTb BEHTUNATOPOB, HanpsbhkeHne Ha Onokax nutaHma m VRM, TemnepaTtypa
KOMMOHEHTOB), CNeanTb 3a UCNPAaBHOCTbLID KOMMOHEHTOB, XpPaHUTb XXypHan owunbok. Kpome
Toro, Cuna KYB npefgocrtaBndeT BO3MOXHOCTM YyOaneHHOro JocTyna K rpaduyeckomy
TepmuHany (KVM), nogknioveHnsa BupTyansHblx Hocutenen (DVD, ISO, USB), nogaepxusaet
pasnuyHble npoTokonbl out-of-band nogkntoveHmns (IPMI, SSH, Redfish, RESTful).

[laHHOe pYKOBOACTBO COOEPXWUT OCHOBHbIE MapameTpbl HacTpoek goctyna kK Cuna KYB,
WMHCTPYKUMIO nNo obHoBneHuto npowmekn Cuna KYb, nHdopmaumo no agMMHUCTPUPOBAHUIO
KOH(purypaumm cuctemMbl U onmcaHne web-uHtepdgenca cuctemsl.
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1 OCHOBHOW ®YHKLIMOHAIT CUNA KYB

OcHoBHble pyHKuMM Cuna KYbB:

» [TpegocTaBneHne yganeHHoro Aoctyna Kk cepeepy ¢ nomollbto REST, web-nHtepdenc,
IPMI, SSH;

= O6HoBneHne npowmnekm Cuna KYb;

» [lpegocrtaBneHne WHgopmauunm O KoHdurypauum obopyaooBaHua cepBepa W ero
MOHUTOPWHT;

* [lony4yeHune noros ¢ obopyaoBaHus;

» AHanuTMyeckasa naHenb rpaduyeckoro otobpaxkeHusi napamMeTpoB KOHurypaumm u
paboThl cepBepa.



Cuna KYb

2 NHTEP®EWNCHI N MPOTOKOJbI AOCTYIMA K
CUIA KYb

2.1 OOCTYN K CUCTEME YEPE3 WEB-UHTEP®ENC

Mpn Takom noakntoyeHun Gpaysep noaknyaeTca K web-cepepy, MCNONb3ys 3aLUMLLEHHbIN
npoTtokon HTTPS.

Ana HTTPS no ymonyanuto ucnonbsayetca TCP-nopt 443.

Ona nogrotoBkn web-cepsepa ana obpabotkm HTTPS-coeguHeHurn no  ymomnyaHuio
MCNONb3yeTCs CaMOMOANUCaHHbIN cepTudmkat. MNpu 3ToM agMUHUCTPATOP MOXET MOMY4UTb
N YyCTaHOBUTb B CUCTEMY CePTUEUKAT OTKPLITOrO M 3aKpbITOro Krtoya Ans aToro web-cepsepa.

Mpw nogknoyeHun K web-uHTepdgency nonb3oBaTtenb nonagaeT Ha rfaBHY CTpaHuly, rae
oTobpakeHa OCHOBHasi MHGopmauus o cucteme. Bce cTpaHuubl web-uHTepdenca nmero
3arosfioBOK, OCHOBHOE MEHI0 pPacrofioXeHHoe CcrieBa W HEenocpeACTBEHHO COAEPXMMOe
CTpaHuLbl.

® 10:52:59 CocTosHue Muraxve 2 O6HOBUTL Ia) Q ® root v

Cuctema ~ 0O630p
0630p

MepeyeHb 060pYAOBaHUA U

ata u epems BMC
LED A R

=
2022-10-17 10:52:59 (UTC+3) Koncone SOL

Cetb
[ata 1 Bpems MHbopmauus o cucteme

Cratyc obopyaoBaHus v
Wudopmauus o cepeepe MNoapobHee WHdopmaums o BcTpoeHHom MO MoapoGree
YnpaeneHue v Mopgenb Pa6ounit

CP2-5422 213.0-dev-1218-gbddb95bb7-dirty

Norn v o =
CepuiiHblii Homep Pe3sepBHbli

BeHTunAar Opbi v
MarepuHckan nnata v

Mopaynu namatn v Certesble UHTEpPDEHCHI MNogpobHee UHpopmaums 06 aHepronoTpebneHmmn MNogpobree

Wma xocta CocTosaHue nuHKa MoTpe6nenune nuTaHnsa

Mpoueccopsl v
cp2-5422 LinkUp HepocTynHo

UCTOYHUKU NUTAHKUA v Pva DHCPVA OTDaIRTScNE Moo
10.0.0146 BbiknioueHo

PucyHok 1. NnaBHas cTpaHuua web-uHTepderica cuctemsl

2.2 4OCTYI K CUCTEME OJTA NCTIOJ1Ib3OBAHUA
KOMAHOHOIO MHTEPTIPETATOPA

[na nogknioyeHus kK BMC ncnonb3dyetca SSH ana goctyna K KOMaHOHOMY MHTepnpeTaTopy.
Mooaepxunsaetca SSH Bepcumn 1.x n 2.x.
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2.3 JOCTYI K CUCTEME YEPES IPMI

Ana nogkniodeHnss kK BMC moryT mcnonb3oBaTtbCa YTUNUTLI, NOALEPXMBAKOLME NPOTOKOS
IPMI, ona goctyna K OCHOBHbIM (PYHKUMAM ynpasBfieHUa yaaneHHOW CUCTEMOW C NMOMOLLBbIO
BcTpoeHHoro 10 Cuna KYB. UcnonbayeTcsa cneundukauusa IPMI v2.0

2.4 OCTYMN K CUCTEME YEPES3 REST API

Ncnonbaynte REST APl komaHapb!.

2.5 JOCTYI K CUCTEME YEPE3 REDFISH

Ncnonb3ynTte URI 3anpockl Yepes API Redfish.

2.6 NNPOTOKOIJ1bI, NCIMNOJIb3YEMBbIE OJ1A
OMNOBEWEHNA AODMUHUCTPATOPA

2.6.1 SNMP

Ncnonbaynte SILA-MIB.txt c BMC 1 snmp yTunuTbl 458 nonyyYyeHust 4aHHbIX SNMp NpOTOKONY.

dann SILA-MIB.txt moxHo 3arpy3nTtb 13 katanora BMC /usr/share/snmp/mibs unu 4epes https
— KNneHT (Hanpumep 6paysep unu curl) no agpecy:

wget--no-check-certificate https://<IP-addres-of-BMC-host>/mibs/SILA-MIB.txt.
2.6.2 SMTP

[locTynHo onoBsellieHne agMnHMCTpaTopa No NPOTOKOMY nepeaayn 3neKTpoHHON NoyTel SMTP

2.6.3 SYSLOG

Ncnonb3yinte Rsyslog ans nony4YeHns cMcTeMHbIX XypHarnos 13 BMC.
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3 MHOOPMALMA O NMOPTAX

Tabnuua 1. MNopThl, kOTOpble ckaHupytoTca Cuna KYB ans nogkntoyeHus

Homep
nopTa

22
443
162

443

Homep
nopra

161

Tun

(TCP unn
UDP)

TCP
TCP
UDP

TCP

1ERT . MakcumanbHbIU
MpoTokon KoHcbUrypupyembin? YPOBEHb
(Oa nnu Her) wucpposaHun
SSH Na
HTTP SSL
SNMP
Hoctyn K SSL
web-
NHTEpdency

yepes https

Tabnuua 2. MopTbl, kKoTopble Cuna KYB ncnonb3yeT Kak KMMeHT

Tun

(TCP nnu
UDP)

UDP
TCP,UDP

UDP

N . MakcumanbHbIN
MpoTokon KOH(pUrypupyembin? YPOBSHL
(Oa unu Her) wndpoBaHus
SNMP
DNS ﬂa
NTP [a
CIFS OtcyTcTBYIOT B

cucreme
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4 ABTOPU3ALINA
4.1 CINMOCOBbl ABTOPU3ALUN B CUJIA KYB

Mo ymonyanuio B Cuna KYB npucytctByeT ydeTHas 3anucb C npaBamu agMuHUcCTpaTopa c
nMeHeM «root» 1 naponem «5uperSIL@». [ns nokanbHbIX Nofib3oBaTenen.

BHUMAHMUE:

Ana mogenen CP1-6326, CP2-6327, CP9-6426 Takke QOCTyNHa ydeTHas 3anvcb C npaBamu
agMuHUCTpaTopa ¢ meHem admin n naponem «adminy.

B cuctemy MOXHO aBTOpU30BaThCSs, UCMONMb3Ysi NOKaNbHbLIA MOTUH U Naporb. JlobaBneHne
nokanbHOro nosb3oBaTens nogpo6Ho onucaHo B pasgene 7 HACTPOUKA YYETHbIX
SATMNCEN N NMPUBUNET W NMOJNTIb3OBATEJIEN

[ns aBTopu3aunun B cucteme MOXXHO NOAKNIOYNTb yOaneHHbIn VLDAP
cepsep. [NoapobHo onucaHo B pasgene 7 HACTPOMKA  YYETHbIX  3AMNUCEN U
NMPUBUNEMNN NOJIb3OBATENEW

4.2 CBPOC TMNMAPOIJIA

B uensax 6esonacHocTn B TeKyU.l,eVI peann3aunnm cucrtemMa He rno3BosndeT CGpOCI/ITb naporsib
norib3oBaTersito.

4.3 NISMEHEHWE MAPOIJIA

[na nameHeHns naponst Heo6xXxoaMMO 3aNTN B HACTPOMKM NPodunst Nonb3oBaTens crnpaea B
BEpXHEN naHenun nHtepdenca, Ha OTKPbIBLUENCS CTpaHULe Npodunsi nNonb3oBaTensa BBECTU
HOBbIN Naposib, NOATBEPAUTL €0 N COXPaHUTb U3MEHEHNS.

@ M:00:19 CocrosHue Muranue ) OBHOBUTE fa¥

@ root ~

Cuctema ~ HacTponkun npodpunn
063op
Mudopmauusa o npopune
MepeyeHs 0Bopyas
LED Wms nonssoearens
root
N3MeHuTb naponb
Oara u epems Hoeeli napone
@
CraTyc obopyaceaHua v
Ynpasnexue v =
@
Noru v
MaTepuHckan nnara -
Moaynu namatu v
Mpoyeccopsi -
MCTOMHUKI W NUTaHUA v

PucyHok 2. CtpaHuua «Hactpoviku npoduns»

10
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4.4 TTONMNTUKA HAOEXXHOCTW MNMAPONA

B Tekywien peanusaumm naposib OMmKeH cogepxatb oT 8 Ao 20 cMmBOSIOB.

[Maponb nonb3oBaTtens ¢ OOCTyNnoM 4epes ipmitool, He OOmKeH cogepXaTb ynpaBrsoLwmnX
cneucnumBosioB nHTepnpeTtaTopa shell/bash.

11
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5 ObHOBJIEH/E TNMPOLWWBKW/

Ons  obHoBneHus  mukpokoga BMC  HeobxoguMmo 3aMTM B OCHOBHOM  MEHHKO
B pa3gen YnpaBneHue -> BetpoeHHoe M0.

1:01:57 CocTonaHue Mutakue 2 OBHoBUTL o

Cucrema ~ BcTpoenHoe MO
063op
BMC
lMNepeueHs 06OpYyAOBAHKA U
LED Pabounii o6pas PezepeHbiii 06pa3s
CeTb
Bepcus Bepcua
Nata v Bpems 2.13.0-dev-1218-gbddb95bb7-dirty o
Cratyc o6opyaoBaHuA v
XocT
Ynpaenexue ~
KVM Pabounii o6pas PesepeHbiit 06pa3s

Betpoennoe NO Bepcua Bepcun

Sila_469555_015_rev5
MNepesanyck BMC

KoHcons SOL O6HoBMTL BCcTpoeHHoe MO
YnpaBneHue NWTaHuem waiin oGpasa
cepeepa Buibpate dpain

BupTyansHbie HOCHTENW
HauaTe cbHoBNeHMe

Norw ~

BeHTUNATOPSLI ~

PucyHok 3. CtpaHuua «BctpoeHHoe MO»

HaxaTb Ha KHOMKy «BbibpaTtb dhanny, B OTKpbIBLUEMCS OKHE 3arpy3nTb ¢oanin oOHOBMNEHNS.

Bbibop daitna

PucyHok 4. OkHo «BbiGop darina»

Mocne 3arpy3kum dpanna Ha cTpaHuue «BctpoeHHoe T[1O» oToGpasuTca none c
HanmeHoBaHMEM BblOpaHHOro hanna.

Ons ypaneHuns BblIbpaHHOro channa HeobXoOMMO HaxaTb Ha KHOMKY «Ouuctutb none»
(anemeHT nog umdpon 1 Ha PucyHok 5).
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[nsa Toro, 4tTobbl HaYaTb 06HOBNEHNE HEOBXOAUMO HaXaTb Ha KHOMKY «HayaTb 06HOBREHME»
(anemeHT nog umdpon 2 Ha PucyHok 5).

BHUMAHMUE:

CeepaeHunst 06 yCTponcTBax He COXpaHSTCS Npu npoLumeke cannom *.all.tar. nsa nonyyeHus
cBefleHu Heobxoanmo nepesanycTuTb XOCT.

1818:47 @ Cocronume Nutawe 3 OGHOBMTH

Cuctema ~

Cratyc oGopygosaHusa v

Ynpaenexne ~
CBpoc A0 3aBOACKMX
HacTpoeKk

KVM

Yaanexue kniodel
BeTpoennoe MO
Mepesanyck BMC
Kowxcons SOL

Ynpasnexue NTaH1EM
cepsepa

BUpTyansHLIe HOCUTENN

Norw v

BeHTUNATOpBI ~

MarepuHckan nnata ~

Moaynu namaTh ~

BcTpoeHHoe MO

BMC
Pabouwi 06pa3

Bepcua
2.13.0-dev-1144-g5e1935137

XocT
Pabouwit obpas

Bepcua
null

06HOBUTL BCTPOEHHoe N0

@aitn obpasa

BuiGpaTe dain

HauaTb 06HOBNEHHE

obme-phosphor-image-cp2-5422-20220909071010.5tatic.mtd.all.tar.txt

PesepeHbiii o6pas

Bepcusa

PezepeHeiil o6pas

Bepcus

PucyHok 5. CtpaHuua «BectpoeHHoe MO» nocne Bbibopa danna

B nossueemcsa ananoroBom okHe «OBHOBUTL BCTpoeHHoe MNO» HeobxoamMmo noaTBepanTb
O0BHOBMEHNE HaXaB Ha KHOMKy «HavyaTb 06HOBREHNEY.

OBHOBUTE BCTpoeHHoe MO x

HoebiA 06pa3 GyaeT sarpyxeH W akTueupoBaH. Nocne atoro

BMC 1nu x0CT aBTOMaTMYECKIA NEPEIarpy3nTCA, YTobsl
3aNyCTUTL HOBGIA 0Bpas.

OTMeHUTL Hauatb o6HoBneHwe

PucyHok 6. OkHo «O6HOBUTL BCTpoeHHoe MO»

Mocne 3anycka obHoBNEeHUss 0TObpa3nTcs yBegOMIEHNE O Hayare BbIMOMHEHNS OOHOBNEHNS
(anemeHT nog umdpon 1 Ha PUcyHok 7).
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Mocne okoH4aHnsa obHoeneHna MO oTobpaxaeTcsa yBeaoMneHne 0 He06Xo4MMOCTU NPOBEPKMN
obHoBneHus (anemeHT nog umdgpon 2 Ha PucyHok 5).

CucTema v BcTpoenHoe MO ) T ”
OGHOBITE CTPaMMLY ANA NPOBEPKM, 4TO
Craryc ofopyposaHua v ofiHoBnenme acTpoenKore MO npowne
BMC yenewno
Ynpasnenuwe ~
O6HoBMTE
Pabouwit o6pa3s Pesepenbii o6pa3s
CBpoc o 33BOACKHX
KM 213.0-dev-370-glaeda3e51 - Roxaurect yaegomnenus ob
G6HOBNENMH BCTpoHHOTD 10, Npexae
e 4EM BHOCHTD KAKHE-TIMBO NIMEHEHMS.
XocT 15:00:08 UTC+3
Berpoennoe MO
T PaGouwit 06pa3 PesepeHbif 06pas

Kowcons SOL Bapawn Bapowa

null
Ynpagnesne nuTannem

cepsepa
OGHOBUTL BCTpOEHHOe MO
BUApTYansHble HOCHTENN

ain adpasa
Noru ~ Boibparte dain
BeHTUnATOpb

obmc-phosphor-image-cp2-5422-20220909071010.static.mtd.all.tar
MarepuHckan nnara ~
Mogynu namaTi ”
Npoyeccopel w

WCTOUHMKH NUTaHKA

HacTpofku v

PucyHok 7. YBegomneHus 06 obHosneHun BctpoeHHoro MO

[ns npoBepkn O0OHOBMNEHMS HEOOXOAMMO OOHOBWUTL CTPaAHWULY M 3aHOBO aBTOPU30BATbCS B
Cucteme (cnocobbl aBTopusaumm onmcaHsl B pasgene 4 ABTOPU3ALUNA).
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6 NMOAKJTKOYEHUE K CUAJIA KYB
6.1 NOAKNHOYEHUE C UCT1O0JIbBOBAHVEM SSH

» [MopaepxunBaemble SSH kpuntorpaguyeckne cxemol: RSA.

» /icnonb3oBaHue ayTeHTUMUKaUUKM C OTKPbITbIM KIto4YoM Ana SSH: nonb3oBaTenb MOXeT
ncnonb3oBaTth Ny6MYHLIN KoY Npy paboTte Yyepeas Nbon KoMaHOHbIN MHTEPNpeTaTop
OT MMeHU norb3oBaTens root.

6.1.1 CO3OAHME OTKPbITbIX KIMKOYEN NS WINDOWS/LINUX

[na co3gaHvs OTKPbITbIX Ktoverh HeobxoguMMo 3alT B OCHOBHOM MEHKO B pasfen
Be3sonacHocTb 1 goctyn -> CepTucmkarnbl.

SILA CUBE | BMC CP2-5422 @ 11:14:37 CocTofHKe Mutakne 3 O6HOBKTE [a) S
YNpasnexne NuTaHnem
cepeepa CepTudukatbl
BUPTYanbHbIe HOCUTENW
TNoru v @ CrenepuposaTh CSR (® [1063BMTH HOBLIM CEPTHPUKAT
BeHTunATOpBI ~ CEPTUOUKAT BBINYILEH BbIJAH [NEACTBUTENEH HAYMHAS C [DEACTBUTENEH [0
Matepunckan nnava e Ceprudukar HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-1 o
Mogaynu namari v
MpoLeccops v
MCTONHUKM NUTaHHA ~
HacTpoitku v
BesonacHocTs W AoCTYN A
Ceccuu
LDAP
MoAKTHKI BE3ONACHOCT
CepTudmkarsl

PucyHok 8. CtpaHuua «CepTtudukaTbl»

HaxaTb Ha kHonky «CreHepupoBaTb CSR». B OTKpbIBLUEMCS OKHE 3anofHUTbL NapameTpbl U
HaxkaTb Ha KHomMKy «CreHepupoBaTb CSR».
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CreHepupoBaTh 3anpoc Ha nognucaqHue
ceptudukata (CSR)

MpHEETHLIA KoY
ANropUTM KMIOYEEOR Napel

BriBepuTe onuuik

THn cepTudUKaTa CTpada

BriBepuTe onuuik BeliGepWUTe ONUMID
CocToanne lopog

Hazpanue KoMNaHKMK MNopgpazpgenexue KoMNAHKKA

Obwee wma

KeHTakTHo® nuue * Email appec *

ANbTepHATUBHOR KMA *

OTMEHUTE Crexvepuposate CSR

PucyHok 9. Ctpanuua «CreHepupoBatb CSR»

6.1.2 SAIPY3KA KINKOYEW SSH

Ona 3arpy3ku kntoven SSH Heob6xoamMmo 3anTn B OCHOBHOM MeHK0 B pasgen besonacHocTb
m poctyn -> CepTtudumkartbl. Haxatb Ha KHOMKy «[oGaBuTb HOBbIN cepTudmkat». B
OTKPbIBLUEMCSI OKHE BbibpaTb T1N cepTudukara, 3arpy3ntb ann ceptudukarta n HaxaTb Ha
KHOMKy «[Jo6aBuTb».

[obaenTb HOBLIA cepTudukar

®afin ceprudukata

BuiGpare pain

OTMEHUTE NoGaeuTe

PucyHok 10. CTpaHuua «[Jo6aButb HOBbI cepTudmKaTy»
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6.1.3 OTOBEPAXXEHWE SSH KINKOYEN

[na npocmoTpa cywecTByowmx SSH kntoyen HeobxoanMo 3aiT B OCHOBHOM MEHIO B pasfern
BesonacHoctb M pgoctyn -> CepTtucpmkartbl. B Tabnmue oTobpassatca 3arpyXeHHble
cepTudukaTbl.

@ 1114:37 CocTosHue

3 O6HOBUTH

NuTaxue

Ynpasnexne NMTaHnem
cepaepa CepTudpukatbl
BUPTYaNbHbIe HOCHTENM
BeHTUNATOpLI v CEPTUOWKAT BhINYLIEH BbIIAH DEACTBUTENEH HAYMHAR C DEACTBUTENEH A0
MeTepuHckan nnata v Cepragucar HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-11 )
Mogynu namati v
Mpoueccopbl v
MCTOUHMKM NUTEHHA ~
HacTpoitku v
Be3onacHocTb M fOCTYN A
Ceccun
LDAP
Ynpasnexue
none3osatenami
MonuTukw BesonacHocTH
Ceprudmkarsi

PucyHok 11. Ctpanuua «CepTudukaTtbi»

6.1.4 YOANEHUE SSH-KNIOYEWN

[na yaaneHus cywecTByoWwmnx SSH knoyen Heobxoammo 3anTv B OCHOBHOM MEHIO B pasaen
Be3sonacHocTb n goctyn -> Ceptucdukatbl. BoibpaTb HYXHbI cepTUdUKAT U HaxXaTb Ha
KHOMKY yAaneHus.

@ 1114:37

3 OBHoBUTL [a) (S

CocTonHue NuTtakue

Ynpasnenme nuTaHnem
cepeepa CepTudukatbl
BUPTYanbHble HoCUTENM
foru . ® Crenepuposath CSR
BeHTMnATOPSLI v CEPTUOMKAT BbINYILEH BbIAH BEACTBUTENEH HAYUHAR C BEHCTBUTENEH [0
Matepunckan nnava e Ceprudukar HTTPS cp2-5422 cp2-5422 2022-10-14 2032-10-1 o
Moaynn namaria v
MNpoueccopsl ~
MCTOUHMKN NMTaHMA v
HacTtpoikun ~
BesonacHocTs M gocTyn A
Ceccum
LDAP
‘Ynpasnexue
nonb3oBaTENAMK
MoAUTHKH Be3CNACHOCTH
CepTudmkatbl

PucyHok 12. Ctpanuua «CepTndukaTtbly», KHOMKA yaaneHns
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6.2 BBAMMOJENCTBWE C CUMNA KYB C NMOMOLLbIO
IPMI

[Monb3oBaTtento AOCTYMHbI criegyowme OyHKUUK:
= KOHpUrypaLmsi nokanbHOM ceTu;
* yripaBfieHME ANEKTPONUTAHNEM LLACCH.

Mepea Tem, kak MOAKIMOYNTBCHA C MOMOLLbIO ipmitool, Heobxoanmo co3gaTtb nonb3oBaTens
yepes web-uHtepgenc Cuna KYb ¢ naponem 6e3 cneucnmBooB.

BHUMAHMUE:

Habop napametpoB «-l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST>»
Heobxo4MM Npu AOCTyne No ceTn U MOXET ObITb ONyLLEH NPU JOCTYNE C TOro Xe cepBepa.

CTpyKkTYypa KOMaHAbI:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> <CMD>
lpe:

<USER> - noruH

<PASSWORD> - naporsb

<HOST> - IP agpec BMC

<CMD> - komaHga ang BbINOMHEHUS

Mpumep KOMaHAbI:

ipmitool -1 lanplus -C 17 -p 623 -U admin -P OpenBmc1l -H 10.0.0.135 bmc info

KoHpurypaumsi nokanbHOW ceTu:
CBogHas nHgopmaums o TekyLen KoHurypawumm ceTu:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan print
<CHANNEL_NUMBER>

Ipe:

<CHANNEL_NUMBER> - Homep kaHana
McTouHnk nonydenus IP agpeca:

DHCP:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipsrc dhcp

Cratnueckun IP agpec:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipsrc static

HacTtpowka cTtatndeckon agpecauumn.

IP agpec:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipaddr <ADDRESS>
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Macka noacetu:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> netmask <NETMASK>

Lnto3:

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> defgw ipaddr <ADDRESS>

lpe:

<ADDRESS> - IP agpec
<NETMASK?> - macka nogceTtu
Mpumep KOMaHA;

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> ipaddr 192.168.0.1

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> lan set
<CHANNEL_NUMBER> netmask 255.255.254.0

BHUMAHMUE:

Mpn nameHeHNn KOHUrypaumm ceTeBbiX MHTepdencos (Hanpumep, npu cmeHe IP agpeca),
HeobXoaUMO MCNOMb30BaTb 3TM HAaCTPOWKN B CTPYKTYpe KOMaHAbl (Hanpumep, napameTtp -H
<HOST>).

YnpaBneHune anekTponuTaHnem cepeepa:
CBoHOE COCTOSAHME LLACCH:

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
status

TeKyUJ,ee COCTOAHME NMUTAHUA:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power status

BknoyeHue nutaHua:

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power on

Bbiknto4eHne nutaHus:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power off

Mepesarpyska:

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis
power reset

YnpaBneHue nonmTMkaMmmn BOCCTAHOBMNEHUS NMUTaHUS CepBepa:
Cnncok goCTyMHbIX:

ipmitool -1 lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis policy
list

KpaTkoe onucaHue nonnTuk:
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always-on - Bcerga BkntoyeHo. Cuctema Bcerga Bko4aeTcs npy nogaye nutaHus.

always-off - Bcerga BbikntoyeHo. Cuctema Bcerga OCTaeTcsl BbIKMKOYEHHOW MNpu nogade
MUTaHUS.

previous - [locnegHee coctosiHe. Cuctema Bo3BpalwlaeTcs B CBOE nocnegHee
(BKITHOYEHHOE/BLIKITIOYEHHOE) COCTOSIHME NMpPUY Nogadve NUTaHUS.

YcTaHoBUTb NOJINTUKY.

ipmitool -l lanplus -C 17 -p 623 -U <USER> -P <PASSWORD> -H <HOST> chassis policy
<POWER_POLICY>

pe:

<POWER_POLICY> - nonnTt1ka BOCCTaHOBMNEHNA NMUTaAHUA

6.3 BBAUMOOEWMCTBWE C CUNA KYB UEPE3
RESTFUL API

BHUMAHMUE:

Mopoepxka 6asosoro REST APl 6ygeTt npekpaileHa B 6yaywmx Bbinyckax. lNMoxanyncra,
ncnons3ynte Redfish.

Mpumep 3anpoca:

KomaHaa nonyyvyeHna Crncka gatymkoB TemMmrnepartypbl:

curl -u <LOGIN>:<PASSWORD> -k -
s https://<BMC>/xyz/openbmc_project/sensors/temperature/list

6.4 BBAUMOOEWMCTBWE C CUNA KYB UEPE3
[MPOTOKOJ1 REDFISH

DMTF nybnukyeT thannbl cxem ansa ctaHaapTHbIX AaHHbIX, npuMeHsaemblx Redfish.
Mpumep 3anpoca:
KomaHnga nony4eHuns noros:

curl -u <LOGIN>:<PASSWORD> -k -
s https://<BMC>/redfish/v1l/Systems/system/LogServices/EventLog/Entries
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7 HACTPOMKA YUETHbIX 3AI'II/IQEI7I n
NMPUBUNET NN TNMOJIb3OBATEJIEN

7.1 TEKYWMWE CECCUW MOJTb3OBATENEMN

Monb3oBaTenb MoOXeT NOCMOTPETb TeKylwune cecCcuu nosib3oBaTtenen, nepe|7u:|,9| B pasaern
OCHOBHOro MeHo be3zonacHocTb u pgocTtyn -> Ceccun.

Ceccumn Bcero o6ueTos: 1

(m] HOEHTUOMKATOP KIMEHTA. UMANONL30BATENS 1P AQPEC

Ceccun

PucyHok 13. Ctpanuua «Ceccumny

AOMUHUCTPATOP MOXET OTKMYUTb CECCUI0 MOoSib3oBaTesis, BblbpaB ee 1 HaxaB Ha KHOMKY
«OTKNIOUYUTBY.

7.2 POIMIN U MPUBUNET NN B CUTA KYB

B cucreme npepyctaHoBneHbl crieagytowme ponu Administrator, Operator, ReadOnly, No
Access.

Onucanve npvBuUNErMin Ans Kaxaow ponu nonb3oBaTenb MOXET yBUMAETb B pasgene
Be3onacHocTb M pgocTtyn -> YnpaBneHue nonb3oBaTtenaMu B Tabnuue «[lMpocmoTp
OMMUCaHUN NPUBUIIErNIA PONen».
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lepasnewe nonb3oeatenamMun
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PucyHok 14. CTpaHuLua «YnpaBreHve nonb3oBatensamm» 1 pa3BepHyTon Tabnuuen «MpocMoTp onvcaHunii npuBmnerin

ponen»

7.3 PEKOMEHOYEMbIE CMMBOJ1bl B UMEHAX
MOJTb3OBATENEM

Mima nonb3oBaTens He MOXET HauYnHaTbCs C LI,VI(bpr N HE MOXET coaepxXaTb cneunaribHble
CMMBOIJ1bl 3a UCKITIOYEHNEM CMMBOJIa noavYepKnBaHnA.

7.4 HACTPOUKA NTOKANBbHbIX MOMNb30OBATENEN

AZMUHUCTPATOP MOXET YNpaensATb JOKanbHbIMKW MOMb3oBaTeNsMU, nepenas B pasgen
OCHOBHOrO MeHio  BesonacHocTb u gocTyn -> YnpaBreHue nonb3oBaTensiMu.

HaxxaB Ha kHOMKy «[1o6aBuTb nonb3oBaTtensy, MOXHO A06aBUTb Norb3oBaTens.
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[o6aBuTb Nnonb3oBaTens

Cratyc yuéTHOM 3anncK NpuBxnerim

Napone nonb3ceatens @

Ll

PucyHok 15. OkHo fo6aBneHusi HOBOrO Nosb3oBaTens

HaxxaB Ha KHOMKY pefakTMpoBaHus Ans BbiIbpaHHOro nonb3oBartens, AQMUHUCTPATOP MOXET
pedakTMpoBaTb AaHHbIE NOMb30BaTENs.

[LobaeuTb nonb3osatens

CrTaTyc yuéTHOA 3anHCH
@ Brmoueno
BuikmauaHO

Vs nons3csatenn @

Napons nonb3csatens @

MoATEEPAUTE NaPONE NONLICBATENA

OTMeHUTE NoGasuTte nons3osartens

PucyHok 16. OKHO pefakTMpOBaHUs CyLLECTBYIOLLErO NoSib3oBaTens

Hactporika o6wmnx nons3oBatenen LDAP/AD:

AgmuHucTpatop MoXeT HacTpamBaTb LDAP, nepenga B pasgen OCHOBHOMO  MEHHO
BesonacHocTb 1 goctyn -> LDAP.
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@ 1:25:24 CocTonHue NutaHne ) OBHOBUTL fa) &  @rootv
YrpaBneHue NUTaHuem e
ve SSL cepTUduKaTamu
cepaef o
LDAP
BupTyanbHbie HOCHTENW
Norw ~
URI cepsepa Npusnsats DN
BeHTunaTopsl v Idap://
Marepunckas nnata e Npuansars napons Basoauiit DN
Mopynu namaTH ~
Npoueccopst " ATpuByT User ID * ATpuByT Group ID *
WCTOUHMKN NUTaHKA v
HacTpofku v
COXpaHWTL HACTPORAKA
BesonacHocTs U gocTyn ~
Ceccum Mpynnbi
LDAP 5
@ LDAP-ayTeHTHOIKALIMA RONKHA BbiTh BKMIONEHE ANA MIMEHEHWA FpyIN
YnpaeneHue
nons3osaTenaMm
MONMTUKKM GE30NacHOCTH
O MMA TPYNNbI NPMBHNEMMH FPYNNGI
CepTudukatsl
HeT LOCTYNHIX DBLEKTOR

PucyHok 17. CtpaHuua «LDAP»

B paHHOM paspgene Heobxoammo BblbpaTb checkbox «AyteHTudpumkauma LDAP» n ykasaTb
LDAP cepsep.

Takxke HeobxoamMmo fobasuTb rpynnbl ponen, cosgaHHbix Ha LDAP cepsepe, noa KOTopbiMU
6yayTt ayteHTMdmumposaTtb LDAP nonb3oBatenu. [Ans aToro HE06xo4MmMo HaxkaTb Ha KHOMKY
«[JobaBuTb rpynny».

Mpumep AaHHbIX AN HaCTPOMKK noaknyeHus (ana MS AD):
Server URI - 192.168.0.1

Bind DN - CN=Admin,CN=Users,DC=organisation,DC=local

Bind password - password

Base DN - CN=Users,DC=organisation,DC=local

Group name - Domain Users

Group privilege - Administrator
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© M:25:52 CocToAHue MuTaxue 2 OBHoBHTL fa) (8 @ root =

YnpaBneHme nuTaHmem
cepeepa LDAP

BupTyanbHsie HocHTenu
Norwn
BeHTHNATOPbI v
MaTepuHckan nnara v
Mogynu namaTu ~
Mpoueccope v
WCTOUHHKN NUTaHWA v
HacTpoitku v
BesonacHocTe W gocTyn ~

Ceccuu

LDAP

Ynpaenexue

NONL30BS
MonuTkK HE30NACHOCTI

Ceprugukars)

Hactpoinka napamerpos LDAP w ynpaenexue rpynnamu

HacTtpoikun

AyTenTiduKauma LDAP

[®

WcnionsaoRats SSL anA nopkmoueua kK LDAP

Ceprudpukar CA geiicTBMTENEH 0O

Ceprudukar LDAP gedcTeuTeneH Ao

SSL cepTUbMKaTamm

peepa @

aTensmiA

PucyHok 18. BkntounTtb ayteHTudukaumo LDAP n nobasuts rpynny

BHUMAHWUE, ons ayteHTudukauumn TpebyeTcs yctaHoBka Kak MuHuMyMm CA gomeHa AD.

7.4.1 QOBABNEHVE MNMONb3OBATENEN YEPES BIOS ANA MOLENEW CP2-5422, CP4-

25

w

5422

MepenTtn Ha nyHKT meHto User ID

Bbibpatb nyHkT User Name. B oTKpbIBLLEMCA MOAANbHOM OKHE BBECTU HOBOE UMSI
nonb3oBaTens.

BbibpaTtb nyHkT User Status. B oTkpbiBLLEMCA MOAanLHOM OKHE BbiOpaTh Enabled.
BbibpaTtb nyHkT User Password. B oTKpbiBLIEMCA MOAANIbHOM OKHE BBECTW Naporib.
MoaTBepanTb B MOOANTbHOM OKHE COObLLEHNE O BHECEHUU U3MEHEHMI NOCHE HaXaTus
Save and Exit.

BbibpaTtb nyHkT Channel. B oTkpbiBlweMcs mogansHOM okHe BBecTu 1. HaxaTb Enter
2 pasa.

BbibpaTtb nyHKT Privilege. B oTKpbIBLIEMCS MOAANbHOM OKHE BbIOpaTh HY>XHbIN MYHKT
npusunermn (Hanpumep, Administrator).

BbibpaTtb nyHkT Channel. B oTkpbiBLIEMCS MOoganbHOM okHe BBecTu 3. HaxaTtb Enter
2 pasa

BbibpaTtb nyHKT Privilege. B oTKpbiBLLEMCA MOAANIbHOM OKHE BblOpaTh HY>KHbIN MYHKT
npusunernn (Hanpumep, Administrator).

BeibpaTtb nyHKT Add current settings to list. HaxaTtb F10 ona coxpaHeHus aHHbIX 1
Bbixoaa n3 BIOS (PucyHok 19).



PYKOBOACTBO MNOJIb3OBATEJIA

Privilege <Aduninistrator>

Adninistrator

PucyHok 19 CosgaHue nonb3oaTens B BIOS
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Cuna KYb

8 OTIPABKA OI'IOBVELLI,EHI/IVI A
NPEAOYTIPEXOEHAN

8.1 HACTPOUKA OTIMNPABKW OMOBELLUEHUN U
NPEOYNPEXOEHUW MO NMPOTOKOITY SNMP V2

B rpadmyeckom nHTepdperice B OCHOBHOM MeHK0 Heo6xoauMo OTKpbITh pasgen Hactpowkm -
> Hactpounku nepegaum nidopmauymm (PucyHok 20).

HacTtpoiikn nepegayn nhbopmaumnm
HacTpoiite SNMP V2, SMTP » SYSLOG

¥npasnenue

Hactpoikn SNMP V2

aaaaaaaaaa

HacTpoikun SMTP

PucyHok 20. Ctpanuua «HacTtporika nepegayn nHopmaumum»

[Ons HacTponkn B pasgene Hactporkn SNMP v2 nonb3oBaTenb MOXET HaXaTb KHOMKY
«[Jo6aBnTb», OTKPbIBLUEMCS ANANOroBOM OKHE BBECTU napamMmeTpbl HacTporku (PucyHok 21).

[obasuTb X

SNMP cepeep SNMP nopT

OTMEHUTb [JobaBuThb

PucyHok 21. Hactpoiiku nepegaym no npotokony SNMP v2

|
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PYKOBOACTBO MNOJIb3OBATEJIA

8.2 HACTPOWKA OTMPABKU OMOBELLUEHUN U
NPEOYNPEXOEHUW MO MNMPOTOKOIY SMTP

B rpadmueckom nHTepderice B OCHOBHOM MeHK HEO6X0aMMO OTKpbITh pasgen Hactpowkm -
> Hactpounku nepegaum nHdopmaumm (PucyHok 22).

HacTpoiiku nepegaqn nidopmaumnmn
HacTpoiite SNMP V2, SMTP » SYSLOG

Hactpoikn SNMP V2

1yex BM SNMP CEPBEP SNMP NOPT

HacTpoikun SMTP

MMA NONb30BATENA

PucyHok 22. Ctpanuua «HacTtporika nepegayn nHopmaumum»

[Ons HacTpokn B pasgene Hactporkn SMTP  nonb3oBaTefnlb  MOXET  BKIOYUTL
«ABTOpU3aLMIO», BBECTU NapamMeTpsbl:

Ama nonb3oBaTtens;
Maponb;

SMTP cepBep;

SMTP nopT.

HaxaTb kHonky « CoXpaHuUTbY.

[o6asnTb email nonyyartenen, Haxa KHOMKY «[dobaButby» (PucyHok 23).
[ 4

[o6aBuTb X

OTMEHUTb [JobaBuThb

PucyHok 23. [lo6aBneHne email nonyvaTtenen
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[na npoBepKM KOPPEKTHOCTU HACTPOEK HaXaTb KHOMKY « TeCToBOE COObLeHnE.

Ecnun BbikntoyeHa ayTeHTUdUKauma SMTP, To nucbMa 6yayT NpuxoauTb OT OTNpaBUTENSA
NMA_XOCTA_KYB@UMA_XOCTA_KYB.ru

8.3 HACTPOWKA OTMPABKU OMOBELLUEHUN U
NPEOYNPEXOEHUW MO MNMPOTOKOIY SYSLOG

B rpadmyeckom nHTepdperice B OCHOBHOM MeEHK HeO6X0aMMO OTKpbITb pasgen Hactpowkm -
> Hactpounku nepegaum nHdopmaumm (PucyHok 24).

Ynpasnenne

HacTpoiikn SYSLOG

rrrrrrr

PucyHok 24. CtpaHuua «Hactponka nepegayn nHdopmaummny

BeecTn napameTpsbl:
IP-appec syslog cepBepa;
Syslog — nopr.

Haxatb kHornky « CoxpaHuTb».

8.4 HACTPOVIKA OTMPABKW OMOBELLEHNV U
NPEOYNPEXXOEHWW NO IPMI

B rpacnyeckom nHTepdence B OCHOBHOM MEHIO HEOBXOAMMO OTKPbITb pa3gen Hactponku -
> HacTtpounku nepegaum nHcpopmauum (PucyHok 25).
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® 15:02:45 CocTosHue Muranve ) 06HoBUTL a) Q ® root ~

sila@astral74-b0.sila.local T
Cratyc obopyaoBaHus v

Ynpaeneuue v

Hactpoikn SYSLOG

Toru v

Craryc

BeHTUNATOPDI v
BbiknoueHo

MatepuHckas nnata v IP-appec syslog cepsepa Syslog - nopr

Moaynu naMaTu v

WCTOUHUKM NUTAHUA v
Hactpoiku IPMI

HacTtpoiku A~

Nepepasars cencopsl u SDR
LeiicTeure npu
BOCCTaHOBNEHUW NUTaHNA

‘ MonHein

HacTpoitku nepeaauu Jonbko npeaynpexaenia

HpopMauun

BesonacHocTb 1 gocTyn v

|

PucyHok 25 CTpaHuua «HacTtporika nepegayn nHpopmarmmn»
Bbibop BapmaHTa nepegayn gaHHbIX 0 ceHcopax n SDR:
MonHbIN - NnepegaBaTb NOMHLIN HAOOP CEHCOpPOB;

Tonbko npeaynpexpeHua - nepeagaBatb TOJNIbKO JAaTHYUKKU, NMOKa3aHUA KOTOPbLIX BbIXOOAT 3a
NnoporoBblie 3HAYEHUA,

KpaTkui - nepegaBaTb COCTOSIHUS IPYMMN KOMMOHEHTOB.

8.5 MIHbIE CINOCOBbI OTIPABKA OMOBELLEHUN U
NMPEAYTNPEXOEHUA

Mcnonbaynte SILA-MIB.txt ¢ BMC 1 snmp ytunutel (Hanpumep, ManageEngine MibBrouser
Free Tool) gns nony4yeHus gaHHbIX SNMpP NPOTOKONy.

dann SILA-MIB.txt moxHo 3arpysuTb 13 katanora BMC /usr/share/snmp/mibs vnnu yepes
https — knneHT (Hanpumep 6paysep nnu curl) no agpecy:

https://<IP-addres-of-BMC-host>/mibs/SILA-MIB.txt
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9 YINPABJIEHUE JIOI' AMU
9.1 OTOBPAXXEHWE »XYPHAJTIA COBbITUW

BHUMAHMUE:
KonunyectBo 3anucen B norax orpaHndeHo go 1024 ona mogenen CP1-6326 n CP2-6327.

3anTn B OCHOBHOM MeHto B pasgen Jlorm -> XXypHan co6bIiTun.

© M:26:45 CocrosHne Mutanve 3 O6HOBUTL L &  @root~

Cucrema v XypHan cobbiTuin Beero o6bexTos: 7
Crartyc oGopyaosaHua v
- . oV ™, 5
Ynpaenenue ~ 8 B = dunerposate [} Yaanuts scé [ 3kcnopTuposats Bcé
KVM (] WAEHTUOUKATOP YPOBEHb LATA ONUCAHUE CTATYC
CcTpO ! 2022-10-14
v [m} 7 0K 18:36:47 (UTC+3) Host system DC power is on Hepewdénnoe B w
lepesanyck BM
022-10-14 200-DRB PowerSupply with serial number D361200GS8L0247 was -
L v (] OK 37:39 (UTC+3) Eica i @ Hepewénroe B @
A U1A-D11200-DRB PowerSur h L; L 1 -
> 0 OK Hepewénnoe [E3 W
wrenu )
v o 4 K UTC.3)  CP2-5422 Board with serial number was installed Hepewdnwoe  [% [
Norun
2022-10-14 =
3 ) SMTP manager: Created new settings for recipients Hepewénoe £
YKypHan coGbITHA e 0 oK S P manager: Created new settings for recipient epewdnmoe [ [
Noru POST kopoe 2022-10-14
v 0O 2 oK Rt TP ] @ Paspewe B m
BeHTMNATOPbI v
2022-10-14 BM 0! 10-141 ur 4
v 1 OK 2 : Hepewénnoe B,
MatepuHckan nnata v O 18:36:48 (UTC+3) 202 E 0]
Mopyny namaTh v

PucyHok 26. Ctpanunua «XXypHan cobbituny

Mo KaxgoMy fory MOXHO MOMyYuUTb MHOPMaUMio, HaXaB Ha KHOMKY «3QKCNopTUpOBaTb»
(3nemeHT nog undpon 1 Ha PUCyHok 27).

Jlor coxpaHsieTca Ha nokanbHOM KOMMNbOTEPE B hopmaTe Json.

[Monb3oBaTenb MOXET yaanuTb NOr, HaXaB Ha KHOMKY yAanutb (3nemeHT nog umdpon 2
PucyHok 27).

Monb3oBaTenb MOXET OTMETUTb NOT KaK «PELLEHHbINY, HAXXaB Ha NepekryaTens B cTaTyce
nora (a3nemeHT noa undpon 3 Ha PucyHok 27).

[Monb3oBaTesnib MOXET ynpaBrsiTb MacCcoBO BCeMMU fioramu, HaxasB Ha checkbox B wanke
Tabnuubl (anemeHT nog undgpomn 4 Ha PucyHok 27).
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© Cocroanue Mutanne
CucTema v XypHan cobbITui N Beero obLexTo: 53
CraTyc o6opynosama -
Haunkan © gars Sakanamean aaTo
Ynpagnenue “ B B = GuneTpoeate T Ypanute ecé [ BkcnopTupoeats B
Noru -~ n IE] WAEHTUDUKATOP YPOBEHB AATA OMUCAHME CTATYC
MypHan coBerTiit 2022-09-14
e ~ [} 53 Warning 0307 UTCeS Service %1 has exited unsuccessfully.
TNorn POST koaos
2022-08-14 %1 sensor crossed a critical low threshold going high. "
52 H
BeHTUNATOPEI v v O ook 17:03:02 UTC+5  Reading=%2 Threshold=%3 epentinoe [
Mateputckan nnata - 2022-09-14 %1 sensor crossed a warning low threshold going high. ) _
: Hepewsnioe
M oK T2:03:01UTC+S  Reading=%2 Threshold=%3. P LR}
Mogaynu namaTi v
2022-09-14 %1 sensor crossed a waming low threshold going high, -
50 Hepewdnnoe [
v oK TE02:59 UTC+5  Reading=%2 Threshold=%3 s G o
Mpoueccopst -
2022-08-14 %1 sensor crossed a critical low threshold going high. _
v I g H
METOuHMKH MHTaHAS v 0o oK 17:0253 UTC+5  Reading=%2 Threshold=%3. epenine @
HacTpoiiku ~ o ok 2022-09-14 %1 sensor crossed a waming low threshold going high Hepeuswor [ [
17:02:49 UTC+5  Reading=%2 Threshold=%3, =
BeaonacHocTb M AocTyn ~
2022-08-14 %1 sensor crossed a critical low threshold going high.
47 Hepewsnnoe n,
Ynpaeneuue pecypcamu v D ok 17:02:45UTC+5  Reading=%2 Threshold=%3, (L}
2022-09-14 ) N
. " H
~ O 46 oK 10244 UTC+6 Host system DC power is on lepewdnnae &
2022-08-14 "
Hepewdnoe  [%
v 0O a5 0K 17:02:43 UTCe 5 Host system DC power is on pet [E o]
2022-08-14 %1 sensor crossed a warning low threshold going high.
44 Hepewéunoe B
v QO oK T7:02:43UTC+5  Reading="%2 Threshold=%3 s G o
2022-09-14 %1 sensor crossed a warning low threshold going high. . N
43 5 HepewsHnoe
v 0 oK 7:02:41UTC+5  Reading=%2 Threshold=%3, P (L}
2022-08-14 %1 sensor crossed a wamning low threshold going high _
“ 22 Hepewdnnoe [
O oK T7:02:40 UTC+5  Reading=%2 Threshold=%3 P G w
2022-09-14 %1 sensor crossed a warning low threshold going high. N
N H
v D oK 17:02:39UTC+5  Reading=%2 Threshold=%3. epewdimos 5
2022-08-14 %1 sensor crossed a warning low threshold going high ) ,
- 40 2 oK ¢ Hepewsnnos
O 17:02:37UTC+5  Reading="%2 Threshold=%3, G w
. 2022-09-14 %1 sensor crossed a waming low threshold going low. _
. Hepewé %
h g Waming  17:02:35UTC+5  Reading=%2 Threshold=%3. pewdmoe [ @
., 2022-09-14 %1 sensor crossed a warning low threshold going low. )
a H N
- O = Warming  7:02:34 UTC+5  Reading=%2 Threshold=%3. B L
2022-08-14 %1 sensor crossed a warning low threshold going low. _
37 aming Hepewdnoe  [%
v =] Waming  17:02:32 UTC+5  Reading=%2 Threshold=%3 G @
) 2022-00-14 %1 sensor crossed a warning low threshold going low, .
\ Hepewdinoe (%
h o = Warming  17.02:30 UTC+5  Reading=%2 Threshold=%3. . G o
2022-08-14 %1 sensor crossed a warning low threshold going low. N
35 Hepewénnoe
i =] Warming  17.02:29 UTC+5  Reading=%2 Threshold=%3 G o
2022-09-14 %1 sensor crossed a warning low threshold going high. . ,
34 o g Hepewsiioe
v 0 oK 1T7:02:28 UTC+5  Reading=%2 Threshold=%3. P G w
OBHEKTOB Ha CTPaHHUE 12 3

PucyHok 27. Ctpanuua «>XypHan cobbITuiny, MaccoBOe BblAerneHne Jioros

9.2 ABTOPELEHVE COBbITUMA

BHUMAHMUE:
ABTOpeLleHne cobblTnin gocTynHo ansa mogenen CP1-6326 n CP2-6327.

Mpwn BkNtoveHnmn aBTopeLeHnsa cobbitui norn ¢ ypoeHsaMn « WARNING» n « CRITICAL» 6yayT
aBTOMaTU4eCKN NepeBOoANTbCH B cTaTyCc «PelleHHble» nocrne npuxoga COOTBETCTBYHOLLEro
cobbiTnsa ¢ ypoBHem «OKy». Ecnn Bce «WARNING» n «CRITICAL» cobbiTna HaxogsaTca B
cratyce «PeweHHbley», nHamkatop « COCTosiHME» B BEPXHEW MNAHENWN CTAHET 3eSiEHbIM.

Monb3oBaTenb MOXET BKIHOYMTb aBTOPELUEHME COObITUA, HaXaB Ha COOTBETCTBYHLLMI
nepeknoyaTerns (PucyHok 28).
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Cuctema

Craryc obopynoBaHus

YnpaeneHue

Norn

JKypHan coBbITMIA

Norn POST kopoB

BeHTunatopbl

MarepuHckan nnata

Mopynu namati

Mpoueccopbl

MCTOYHMKN NUTaHKNA

HacTpoiku

BesonacHocTb U AOCTYN

<

XypHan cobbiTun

HauuHasa c patel

B8

(| WAEHTUOUKATOP

3akaHuMBan faTton

YPOBEHb

© 0K

© 0K

© 0K

© 0K

© 0K

© 0K

CocToAHne

DATA

2024-09-25
13:02:40 (UTC+3)

2024-09-25
13:01:04 (UTC+3)

2024-09-25
13:00:51 (UTC+3)

2024-09-25
13:00:44 (UTC+3)

2024-08-25
12:59:55 (UTC+3)

2024-09-25
12:59:46 (UTC+3)

Muraxune

OMUCAHUE

Service
xyz.openbmc_project.diecpu
sensor.service has exited
unsuccessfully.

Service systemd-
timedated.service has exited
unsuccessfully.

Service phosphor-ipmi-
host.service has exited
unsuccessfully.

Service
xyz.openbmc_project.diecpu
sensor.service has exited
unsuccessfully.

GC1300PMP PowerSupply
with serial number
GC1300PMP2107002336
was installed.

CP9-6426 Board with serial
number D163070001 was
installed.

=< bunbTposaTtb

'3 O6HOBMTBL

Bcero obbexToB: 132

CTATYC

) HepewéHHoe

) HepewéHHoe

) HepewéHHoe

) HepewénHoe

) HepewénHoe

) HepewéHHoe

1] Yaanuts Bcé

[® SkcnopTuposats BCE

S

S

S

S

S

S
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PYKOBOACTBO MNOJIb3OBATEJIA

10 YNPABJIEHME SJTIEKTPONNTAHVEM U3
WHTEPDOENCA CUTIA KYB

[Monb3oBaTesib MOXeT ynpaBfisaTb ANEKTponuTaHneM, nepenas B pasgenl OCHOBHOMO MEHH0
YnpaBneHue -> YnpaBrneHue nutaHuem cepeepa.

Cucrema
Craryc o6opyaosanusa
Ynpasneuve
KVM
BerpoenHoe NO
Mepesanyck BMC
KoHcons SOL

YnpaeneHue nuTaHuem
cepeepa

BupTyansHble HocuTenu
Norwn

XypHan coBbITUi

Norn POST kopos
BeHTunaTopsb!
MaTL‘DMNCKaﬂ nnata

MogynM namaT

YnpaeneHue nuTaHMeMm cepsepa

Tekywwmn cratyc

Craryc cepeepa
Bkn

n.
2022-10-14 18:39:44 (UTC+3)

HacTpoiiku 3arpysku

Mepeonpenenexite NapaMeTpos 3arpyski cepsepa

0
BbIGOP PexiMa 3arpyaku
@® Legacy
UEFI
Hanuuue u ucnpasHocTs TPM

[ Bkmoveno

Coxpanuts

© 11:32:46

AeicteuAa

MNepesanycTuts cepeep

@® Mo nopsaxy -0C

CocrosHue

Nutakune

) ObHoBUTL Qo S

@ root v

, 3aTem cepsep

- cepeep

BbiKnIouMTS

C

TwTCA Ges

OC; MOXET BbI3BaTL NOBPEXAEHNE ABHHBIX

@ Mo nopagky -

3aTem cepsep

- cepsep

6es

OC; MOXET BbI38aTh NOBPEXACHHE AAHHBIX

PucyHok 29. CTpaHuua «YnpaBrneHve nuTaHneM cepBepa

Monb3oBaTenb MOXET YyNpaBnATb NONUTUKAMK NUTaHKSA, Nnepenas B
pasgen OCHOBHOro MeHio HacTpouku - > [lecTBME NPU BOCCTaHOBSIEHUMU NMUTAHUSA.

324 CocTonHue

Nutaxue

2 O6HOBUTL

Norun

HKypHan cobeiTHi

Noru POST kopos
BeHTUNATOpRbI
MaTepuHckan nnarta
Mopaynn namaTi
Npoueccopbl
MICTOUHUKK NUTaHWA
HacTpomku

[evcTene npu

HacTpoiiki nepefas

MHOOPMaLMK
BesonacHocTe 1 gocTyn

Ceccuu

LDAP

Ynpaenexue

BOCCTAHOBNEHUU NUTAHUA

,D.eﬁCTBI/Ie npwy BOCCTaHOBNEHWW NUTaHUA

HacTpoiTe NONMTHUKY NMTaHKA, YTOGBI YCTAHOBMTL Kak CHCTEMa 3anyckaeTcs nocne
BOCCTAHOBNEHWSA NUTAHWA

[leficTEMe NPt BOCCTAHORNEHMM 3NEKTPONUTAHIR

nuTaHM

Ot NP NOAFUE MUTAHMA

enHes (BKNIOUEHKOE,

CoxpaHuTh HacTpoWKK

@ root~
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PucyHok 30. Ctpanuua «[encteme npy BOCCTAHOBINEHUMW NMUTAHNUSI»




Cuna KYb

B paHHOM pasgerne MeHK NnoJib3oBaTeEllb MOXET Bbl6paTb npaBuio BKITKOYEHUNA NMUTAHUA
cuctembl Cuna KYb nocne BknioyeHnsa nnTaHuss OCHOBHOMO cepBepa.

MpumeyaHue: ons KOPPEKTHOM paboTbl NOAUTUKN NUTaAHUSA CUCTEMBbI Ha cepBepax CP2-5422,
CP4-5422 Heobxoanmo ybeaunTbcs, yTOo napametp B
BIOS — Advenced — ACPI Table/Futures Control - FACP — RTC S4 Wakeup ycTaHOBMEH B
nonoxeHwe Disabled.
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11 HAC]’POVIKA N MOHUTOPWHI" CETEBbIX
YCTPOUCTB

Monb3oBaTenb MOXET YNPaBnsiTb U KOHTPONIMPOBATL CETEBbIE YCTPOMCTBA, NEpenas B pasaen
B OCHOBHOM MeHio Cucrtema -> CeTb.

| SILA CUBE CP 3 © 14:18:28 CocTosHue MutaHne ) 06HoBUTL
Cucrema ~ CeTb
KoHdurypauus ceTesbix nHTepdeiicos BMC
0630p
MepeyveHb 0bopyaoBaHua 1 .
P PYA HacTpoikn ceTu
LED
Wma xocTa £ Hcno. b A 4] 3oBaTb DNS cepeepa Wcnone3oeate NTP cepeepa
CeTeble afantepbl D262060005 WMA @D BrmoueHo @D BrnoueHo
BrmoueHo
RAID koHTponnepsl ©
Cetb
eth0 ethl
[ata v Bpems
CraTtyc obopygoBaHua ~ [
Aaranky COCTOSIHWE NIMHKA CkopocTe (M6uT/c)
Ynpaeneuue v LinkUp 0
Noru v HacTpoiku uHTepgenca
FQDN MAC agpec 7
BeHTunaTopbl v
D262060005 00:24:ec:f4.d2:ae
MatepuHckan nnaTa v
IPv4
Mopgynu namatu v
IPvd appeca @ MobaeuThb cTaTMueckuit IPv4 agpec
Mpoueccopbl w
IPAPEC wn3 MACKA MNoACETH WCTOYHHUK ALJPECA
WcTouHMKM NuTaHnA v
10.0.8.16 10.0.81 255.255.255.0 DHCP
HacTpoiku w

PucyHok 31. Ctpanuua «CeTb»

B HacTpowkax ceTu nonb3oBaTenb MOXET BbldpaTb MCNOMb30BaHNE AOMEHHOro nmeHn, DNS-
cepepa n NTP-cepepa.

[na kaxgoro ceTeBoro MHTepgenca ectb CBos 3aknagka (Hanpumep, ethO u ethl), roe gns
NHTepenca MOXHO:

» nobaBunTb ctatnyeckun IP-agpec
» yBuaeTb IP-agpec, HazHayeHHbIn DNS-cepsepom
* BKMHOYATb M BbIKMOYATb €ro ¢ NOMOLLbI0 nepekntovatens (PucyHok 32)

BHUMAHMUE:

BolikntoyeHne nHtepdenca ethO HegocTynHo B Lensax 6e3onacHOCTU, Tak Kak Heobxoaumo,
4yT06blI pabotan xot4a 6bl oanH Ethernet-nHtepdgenc.
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CocTosHue MutaHne 2 O6HOBUTL ® root ~

Cucrema ~ CeTb

KoHourypauua ceteBbix MHTepdeicos BMC
OBzop

MepeyveHb 06opynoBaHusa 1 =
P Py HacTpolkn ceTn

LED
Wmsa xocta £ WUcno. b I u 3oBaTk DNS cepeepa Wcnonb3oeate NTP cepeepa
Cetesble ananrepsl D262060005 NMA @D BrmoueHo @D BrnoueHo
BKrioyeHo
RAID KoHTponnepb! ©
CeTb
eth0 ethl

[aTa 1 Bpema

Cratyc o6opynoBaHna ~

Hatumkm CoOCTOSIHME NTMHKa CkopocTs (M6uT/c)
YnpasneHue ~ LinkUp 0
Noru v HacTpoWku uHTepdenca
FQDN MAC agpec 2
BeHTunATOpRbLI ~
D262060005 00:24:ec:f4:d2:ad
MaTtepuHckan nnaTa v
IPv4
Mogynu namaTn w
IPv4 appeca @ [OobaewTb cTaTMueckwii IPv4 agpec
Mpoueccopbl ~
IPAOPEC LT3 MACKA NMOLCETH MCTOYHWK ALJPECA
WcTouHrKku nuTaHma v
169.254.135.2 0.0.0.0 255.255.0.0 IPvdLinkLocal
HacTpoiku w

PucyHok 32. MNepekntovaTens coctosHna Ethernet-uHtepderica
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12 YMPABJIEHME YCTPONCTBAMMU
XPAHEHWA

YHpaBneHme yCTpOVICTBaMM XpaHeHud, B HaCTOSALWMMA MOMEHT He pearnn3oBaHo.
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13 YNPABJIEHNE BUPTYAIbHbBIMU
YCTPOUCTBAMW

Monb3oBatenb MOXeT ynNpaBnsTb BUPTYyanbHbIMW YCTPOWUCTBaMW, nepenaa B pasgen
OCHOBHOro MeHo YnpasneHue -> BupTtyanbHble Hocutenu (PucyHok 33).

@ 12:14:38 CocTosmmne MNutakune 3 OBHoBMTL 2

Cuctema v BupTyanbHble HOCUTENH

CraTyc 0BopyaoEaHIA
MopaknoymTe 06pa3 ¢ noMowkio Beb Gpayaepa
Ynpaenenne ~
UsB

KVM BuiBpars dain BuiGpaTh daiin

3arpyauTs 06pa3 ¢ BHelWHero cepeepa

yn € NUTaHHWEM —
cepeepa CKOHOUIYDHPOBATE COBAMHEHIE CKOHGHTYPMPOBAT CORAMHEHNE

BUpTyansHbie HoCUTENM

TNoru v

BeHTunATOpSI v

Marepurckan nnata v

Mopyn namari v

Npoyeccops: v

WcTouHnKK nuTanmua

HacTpoiky v

BesonacHocTs MgoCTYN v

PucyHok 33. CTpaHuua «BupTyanbHble HOCUTENN»

Ha ctpaHuue «BupTtyanbHble HocMTen» Nonb3oBaTerb MOXET 3arpyKatb/noaknoyats 06pas
BMPTyanbHOro HOCWUTENsl C YAaneHHOro CepBepa WM JoKanbHO CO CBOEro KoMmnbloTepa.
Copgepxunmoe o6pasa B BuAe BUPTyanbHOMO YCTPOWCTBA MOXET OblTb MNPOYMTAHO B
3anyLleHHON onepauMoHHON CUCTEME XOocCTa, NMOOo onepauuoHHasi cuctemMa MoXeT ObiTb
yCTaHOBMNEHA C HOCUTENSI.

13.1 PE)KI/IUMI:I/I'IPED,OI'IPE,EI,EJ'IEHHbIE TUINbI
YCTPOUCTB

Ha pucyHke 33 npeacTaBneHbl 2 Tuna BUPTyanbHbIX YCTPONCTB:

= «ISOx» - gns nogkntoYeHnsa gannos-obpasos B BUPTYyanbHOe «cdrom» YCTPOWCTBO;
» «USBx» - ansa nogkntoyveHus annos-ob6pas3os B BUpTyanbHOE «usb» yCTponcTBo;

[nsa obpasoB popmata is09660 ncnonb3lyetca TN BUPTYaribHOro yCTponcTBa «cd-romy, Ans
06pa3oB 6onee coBpeMeHHbIX POPMaTOB MCNOMb3yeTCsa NOAKMNIOYEHME TMNa «usby.

Ha CTpaHuuUe TakK Xe npencraBrieHbl ABa cnocoba noaknt4yeHns BUPTYalibHbIX yCTpOIZCTBZ

» yepe3 «web-6paysep» nonb3oBatens (ann obpasa puan4eckn HaxoauTcs NokKarbHO
Ha CTOPOHE KNWEHTa, U ero coaepXummoe nepepaércs no ycraHoBuBLlemycs https
COEONHEHMID);

" C «BHeELUHero cepsepa» (tann obpasa HaxoauTcs Ha cepsepe, Ha BMC nepepaétcs
Tonbko ero agpec (URL));
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OcobeHHOCTN PEXMMOB:

» «USBx» - npegnodtuteneHbin TUN (Npeactaensetcsa kak «USB Mass Storage»);

» «ISOx» - ¢ uenbo NogaepXKn HocuTenen copmarta iso9660;

«FLOPPYx» - nogaepkka o6pa3oB/yCTPOMNCTBA HE OCYLLIECTBIISETCS;

" «yepe3 web-6paysep» - T.K. coeguHeHne MOXeT ObiTb HeCcTabuibHbIM, MeLfEHHbIM,
06bEéM HocuTena (cpavna-obpasa) MoXeT ObiTb CpaBHUTENbHO  BOMbLINM,
npeanoyTeHne cnegyeTt oTAaBaTb BapuaHTy ¢ obpa3amMu Ha «BHELLHEM CepBeEpey.
Bonee TOro, MOCKOMbKY WCTOYMHWK [AaHHbIX HaxoAuTCs Ha CTopoHe Opaysepa,
0OHOBNEHNEe CTpaHuLbl NPUBEAET K NOTEPE YCTAHOBUBLUETOCA COEAMHEHMUS, OPYrMMN
crnoBaMu, K 9KCTpeHHoMy/cbopcupoBaHHOMY Wu3BneveHuto obpasa u3 YCTPOWCTBA.
[aHHbIn MeToa MOXeT ObiTb noneseH And HebonblunX, peakux/criydanHbIX OaHHbIX
nogobHo Auckam ¢ apansepamm yCTPOWCTB;

" «C BHellHero cepeepa» - 910 6onee npeanodyTUTENbHBLIM CNOCOB, T.K.  OH
LeHTpann3oBaHHbIN, cepep MoxeT umetb ¢ BMC 6Gonee HagéxHoe, B OTNUYUKN OT
Gpaysepa, coeguHeHue.

HocTtyn kK obpasam Ha «BHeLLHEM cepBepe» HacTpavBaeTca ¢ nomollbio URL.
MopaepxuBaembie npoTokonbl (schema):

= "http://";

= “https://”

= "ftp://";

= "nfs:/[";

= "smb://";
Mpwn ykazaHum URL ecTb BO3MOXHOCTb YKa3aTb MMsi NOSfib3oBaTeNst U Naposib (B OTAEMNbHbIX

nonax gopmel, He URL) ans asBTopusaumm BMC Ha cepBepe, a Takke hnar paspelleHus
3anucu B chann obpasa, ecnm 3TO NPUMEHUMO.

OcobeHHocTb: B criydae "smb://" uMsa nonb3oBaTens no yMon4aHuio He ABNAETCA NyCTbIM, OHO
HesBHO 3a4aHo kak "OpenBmc".

13.2 OCOBEHHOCTW KOHTPOJA YCTPOUCTB CO
CTOPOHbI WEB-BPAY3EPA

CocTosiHME MOAKNIOYEHHbIX 06pPa30B C BHELLHEro cepBepa MOXET ObiTb MPOKOHTPOMPOBAHO
nyTéMm nepesarpysku CTpaHuLbl.

AHarnormyHoe [OencTBUTENbHO ANA onepauuyu U3BnedYeHus obpasa. 3agepkka ornepauuu
NOAKMNIOYEHMA/U3BNEYEHUSA MOXET AOCTUIraTh MUHYTHI.

13.3 SAI'PY3KA C BUPTYAJIbHOI'O HOCUTEJA

B Boot-Manager-e BIOS-a «USBx» yctponctso bygeTt npeacraBneHo kak «Linux File-Stor
Gadget», «ISOx» - kak «Linux File-CD Gadget», Hanpumep,
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Boot Hanager

Linux File-Stor Gadget

Enter

PucyHok 34. OkHo Boot-Manager-a BIOS-a

dakT obHapyxeHust BupTyanbHoro Hocutenst BIOS He obsa3aTtenbHO 03Ha4YaeT BO3MOXHOCTb
3arpysku ¢ Hero, Hanpumep, HekoTopble dpopmaTbl 06pa3oB MOryT He nogaepxmeaTbea BIOS,
TakKe HekoTopble 0b6pasbl MOryT paboTaTtb TONbKO B O4HOM U3 pexnmoB (cd-rom/usb).

13.4 ®OPMAT OBPA3A C NOAOEPXKOW EFI
SAIPY3KH

Mpn HanuumMM BO3MOXHOCTW 3arpysku C BUpPTyanbHOro ycrtpownctsa B pexume EFI BIOS
oTAenbHO fobaBuT cooTBeTCTBYOWMN NYHKT («EFI USB Devicey) kak Ha PucyHok 35.

KoHTponb 3a 3arpyskon B pexume EFI MoxHO ocyliecTBuTb Yepesd «EFI Shell».

41



PYKOBOACTBO MNOJIb3OBATEJIA

Boot Hanager

EF1 USB Device (Linux File-Stor Gadget)

Enter

PucyHok 35. BupTyanbHoe ycTporcTBo B pexume EFI
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14 YTIPABJIEHVE RAID-KOHTPOJUJIEPAMW

BHUMAHMUE:

YnpaBsneHne RAID-koHTponnepamu pJoctynHo ana mogenen CP1-6326 u CP2-6327.
HekoppekTHasi pabota gaHHOro dgyHKumMoHana MoXxeT 6biTb Bbl3BaHa HECOBMECTUMOCTbIO
CepBepa c Bawum RAID-KOHTposninepoM. 3a akTyarbHbIM CMUCKOM MNoAAepXuBatroLmnxcs
TMnoB RAID-KoHTponnepoB obpalianTtech k npomssoantento Cepaepa.

B Be6-mHTepdence Cuna KYB MOXHO:

* npocmaTtpmeaTtb nHopmaumo o RAID
" YIPaBnsTb AUCKOBBLIMW MaccuBamm
" yNPaBfATb JIOrMYECKUMMIN HAKONMUTENSMN

Ha gaHHbIn MOMEHT BCe n3MeHeHuss ¢ RAID-KOHTponsiepamum He IOrnpyrtoTcs B KypHarne
cobbITnin, HO oToBpaxatTcsa B Beb-nHTepdpence. JlornposaHme byaet gopabotaHO B O4HOM
N3 cneayoLwmnx penn3os.

Mepen paboton ¢ RAID-koHTponnepamu ybeamtecb, YTO OHM OBHOBMEHbLI A0 MOCreaHen
BEPCUN.

14.1 OTOBPAXEHVE NHO®OPMALIA O RAID

Mpun BbIBOpPE B NIeBOM OCHOBHOM MeHIo pa3ferna Cuctema -> RAID management B npason
yactu otobpaxaeTtca nHdopmauusa (PucyHok 36):

= 0 RAID-koHTpOnNnepe

* 0 PU3NYECKNX HAKOMUTENAX

* 0 IMCKOBbIX MaccuBax

" O NOrNYECKMX HaKoNUTEensax

14.1.1 UHOOPMALINA O PUINYECKUX HAKOTMUTENAX

Cnucok usndecknx Hakonutenem 4qOPMUPYETCA Ha OCHOBE BCTaBMEHHbLIX [OUCKOB
B MepeHIo naHernb cepsepa.

Y (punanyecknx HakonuTenen ecrb:

" UM
" HOMEep rpynnbl CAIOTOB U CrnoTa
" COCTOSIHUNE

» CepUrHbIA HOMEP

" Wncbp

BHUMAHMUE:

Ha fgaHHbIi MOMEHT nepekrioveHne u3ndecknx HakonuTenemn B pasrnyHble COCTOSHUS He
peanunsoBaHo.

CocCTosiHMS BCTaBMNEHHbIX (*)I/I3I/I‘-IeCKI/IX HakonuTenemn MOryT ObITb cneayrowmnmn:

= ONLINE (mocTtyneH ona MmaccmBa OUCKOB U SIBIISIETCA YaCTbio BUPTYaribHOMO HaKonuTens)
» OFFLINE (copepXuT HegonycTuMble [aHHble W SABIMSETCA 4acTbio BUPTyaribHOro
HakonuTens)
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= HOT SPARE (pe3epBHbI HaKonuTenb)

= REBUILD (XpaHuUT A4aHHble BUPTYyaribHOro HaKonuTens A5 BOCCTaHOBIIEHMS)

» FAILED (HeycTpaHumas owmnbka Hakonutens, Haxoasuwerocs B cratyce ONLINE wnu

HOT SPARE)

= MISSING (oTcyTtcTtBme Hakonutens B ctatyce ONLINE B nepeaHen naHenu cepsepa)
* UNCONFIGURED GOOD (gocTtyneH gnsa maccmBa ANCKOB, HO HE CKOHGIUIYpUpPOBaH Kak

YacTb BUPTYarnbHOIro HaKONUTENS UK Pe3epBHbIN)

= UNCONFIGURED BAD (HeycTpaHumasi ounbKka HEMHMLMANM3MpoBaHHOIO HaKonuTens

nnun Haxogsaweroca B ctatyce UNCONFIGURED GOOD)

© 13:08:22 Cocrosaxue MuTaxue & O6HoBUTL (S @® root ~
Cuctema v RAID koHTponnepbl
Craryc o6opynosaHus v
Raid-maccuebl
ynpaenexue v
uma CTATYC CEPWWHbIN HOMEP WHWOP KOMMNOHEHTA BEPCUSl BCTPOEHHOIO NO
Jlorn v
~ RaidController_261 Enabled SPA4816720 AVAGO MegaRAID SAS 9460-16i 5.230.00-3996
BeHTUNATOPDI v
MaTepuHcKan nnara v NoapoGree
Moaynu namsaTi 5 DuUsnyeckue Hakonurenn
Uma Mpynna cnoros : Cnor Cocronxune CepuitHbiii Homep Wndp komnoHeHTa
Mpoueccopbl v
M PhysicalDrive_S 1:1 ONLINE 222939F14F50 ATA-Micron_5300_MTFD
MCTOYHUKM NUTAHUA v
HacTpoikn v v PhysicalDrive_6 1:0 UNCONFIGURED GOOD 222939F14E42 ATA-Micron_5300_MTFD
bBesonacHocTb 1 gocTyn v
KoHdurypaumns CBpocuTs
JLcKoBbie MaccuBb AobBaeuTs
Mpynna Ccbinka Ha maccus Yposenb RAID KonuuecTso Hakonutenen  CeoBopHoe npocTpaHcTso / O6vem (Mub) Craryc
v pynna 0 0 RAIDO 1 0/893.75 Optimal
Noruveckue Hakonurenu Nobasure
Auck Hassanue Aunckosbli Maccus Yposenb RAID Craryc O6vem (Mub)
v LogicalDrive_0 -- 0 RAIDO Optimal o
v LogicalDrive_1 - 0 RAIDO Optimal 93,749 W
v RaidController_264 Enabled SKC1533009 MegaRAID 9560-8i 4GB 5.300.02-4030

PucyHok 36. Ctpanuua «RAID koHTponnepbi»

14.1.2 NHOOPMALINA O ANCKOBbLIX MACCUBAX

[lnckoBble MaccuBbl nobaBnsaTCA NOMb3oBaTefieM Ha OCHOBE Cbl/l3|/|‘-IeCKI/IX HakonuTenen.

MHdopmaums, koTopasa oTtobpaxaeTca 0 ANCKOBbIX MacCuBax:

= HOMEp rpynmbl
* CCblflka Ha MaccuB
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= ypoBeHb RAID (3aBMCUT OT KOnMYyecTBa OUCKOB)
" KONIMYECTBO HakonuTenen B Maccuee

» 06bem cBoboaHoro npoctpaHcTea (Mmb)

= 06wnn o6bvem (Mmb)

= cTaTyc

CTtaTyc maccuBa ANCKOB MOXET BbITb CreayroLwmm:

= Offline (gnuck HegoOCTyNeH)

= Partially Degraded (amMck 4acTUYHO BbILLEN U3 CTPOS)
= Degraded (auck Bbllwen n3 cTpos)

= Optimal (guck B HOpManbHOM COCTOSIHUK)

= Unknown (cocTosiHue gmncka He onpeaeneHo)

14.1.3 UHOOPMALINA O NOTMYECKUX HAKOTMUTENAX

Jlormyeckne HakonuTenu MoXxHoO 006aBnsATb HA OCHOBE AUCKOBbIX MaccmBoB. O NOrnM4eckux
HaKonuTendax 0To6pa>|<aeTc;| cnegywoulan I/IHC*)OpMaLl,I/IFIZ

" HAaUMEeHOBaHWe ancka
" HOMEep OUCKOBOro MaccuBa
= ypoBeHb RAID

= 06WHn obvem (Mmb)

= cTatyc

Jlornyeckne gucku MOTyT MMEeTb crneayrLine CtaTycCbl:

= Offline (gnuck HegoCTyneH)

= Partially Degraded (amck 4acTUYHO BbILIEN U3 CTPOS)
= Degraded (auck Bbllwen n3 cTpos)

= Optimal (guck B HOpManbHOM COCTOSIHUK)

= Unknown (COCTOSiHME guMcKa He onpeneneHo)

14.2 JOBABJIEHVE ONCKOBOI'O MACCH/BA

Monb3oBaTenb MoXxeT f0OaBnNATbL ANCKOBbIE MAacCKBbl. [JencTBue AOCTYNHO, eCrin pacKpbIThb
RAID-koHTpoOmMnep, B KOTOPOM eCTb (husndeckne Hakonutenum B coctosiHum UNCONFIGURED
GOOD. lNocne pobaBneHns MaccmB MNOSBUTCH B CMUCKE AUCKOBbIX MaCCUBOB.

[na nobaBneHnsa AUCKOBOro MaccuBea:

1. Haxmute kHOMNKy «[J0o6aBnTb» HanpoTuB pasaena «[MCKoBble MacCuBbI» U OOXAOUTECH
nosiBNneHus okHa gobasneHnst KoHpurypaumm (PucyHok 37).
2. Bbibepute ypoBeHb RAID.
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OobaeneHune KoHGUrypaumm X

~ Bbi6epuTe yposeHb RAID

YpoBeHb RAID

Level 0 v

v BbibepuTe anckm B RAID

v 3anonHure XapakKTepWUCTHUKU NOrm4yeckoro gMucka

OTMeHUTbL CoxpaHutb

PucyHok 37. Beibop yposHa RAID ans maccvea QUCKoB

3. OTmeTbTe hM3nyeckme HakonuTenu, Kotopele BonayT B maccus (PucyHok 38).

Hob6asneHue KoHGUrypaunmn %

v BbiGepuTe ypoBeHs RAID

~ BbiGepute avcky B RAID

dusnyeckne HakonuTenu

C] PhysicalDrive_0 (446.625 M'mb) 221636D993C7 Micron_5300_MTFD Cnot:1:4
[:] PhysicalDrive_6 (446.625 MB) 221636D994D6 Micron_5300_MTFD Cnot:1:1
D PhysicalDrive_7 (446.625 [mb) 221636D994DB  Micron_5300_MTFD Cnor:1:3
C] PhysicalDrive_8 (446.625 [mb) 21142E28CAB3 Micron_5300_MTFD Cnor:1:5

KonuuecTBo BbiGpaHHbIX HakonuTenei: 0

MUHUManbHOE KONUMYECTBO AWUCKOB onsa EblﬁpaHHOrO YPOBHSA: 1

v 3anonHute XapaKTepUCTUKK NorM4ecKoro gucka

OTMeHUTb CoxpaHuTb

PucyHok 38. Bbibop anckos B RAID ons maccvBa

4. 3anonHuTe XxapakTepucTukn fiormdeckoro amcka (PucyHok 39).

HobasneHne KOHpUrypaumm X

v BbiGepuTe ypoBeHs RAID
v BbiGepuTe gucku B RAID

~ 3anonHvTe XapakTEPUCTUKN TOTUYECKOTO AWCKa

HaumeHoBaHve TMonuUTHKa K3La fucKa
use disk's default v

Stripe Size Monutuka BBOAA/BLIBOAA

256K v secondary cache is offline, some data isv
Init State [ NonvTuka urenma Monutuka 3anncn

no init 4
Obwem  GiBv
Mwuh:0.001 GiB Makc:893.25 GiB
{ 893,25

OTMEHNTb CoxpaHuTb

PI/IcyHOK 39. 3anonHeHne XxapakTepuUCTMK JIOMMYECKOro AncKka B Maccmee

5. Haxmute kHonky « CoOXpaHUTb».
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14.3 JOBABJIEHVE JTOT'MYECKOIO HAKOTMATEJIA

Monb3oBaTenb MoOXeT [00aBnATb normdeckne Hakonutenu. [enctBue [OCTYMHO, €ecnuv
packpblTb RAID-KOHTpOMep, B KOTOPOM €CTb XOTSl Obl OAUH ANCKOBbLIA MAacCuB.

ans nobaBneHnst NOrM4YecKoro HaKoNUTENs:
1.

2.
3.
4.

Haxmnte kHonky «[doGaBuTb» HanpoTvB pasgena «Jlormyeckue Hakonutenu» u
AOXONTECH NOSABNEHUS OKHa fobaBneHus nornyeckoro aucka (PucyHok 40).

BbibepuTe rpynny MaccuBoB B CMMCKE.

3anonHute XapaKTEPUCTUKN JTOTMHECKOIO HAKOMNTEIA.

HaxmuTte kHornky « CoxpaHUTb»

Mocne coxpaHeHus HY)XHO [oXOaTbCsA YBEAOMIEHUIA 00 yCNeLwHOM COXpaHEHUN 1 O TOM, YTO
TpebyeTca nepesarpysuTb cTpaHuuy. [locne nepesarpysku CTpaHuLbl

NOrn4yecknin HakonuTenb NOSIBUTCA B CMUCKE.

[NobaBneHue NorM4eckoro gucka

[pynna Maccueos

Id rpynnel (3aHATO / BCEro)
Ipynna 0 (100 / 893.75 Mvb)

MHpekc BbiBpaHHOro rpynnbi:

Nornyeckuii HakonuTeNb

HaumeHoBaHue

YpoeeHb RAID

Stripe Size

256K v

no init ~
MonNUTHKE K3lWa AMCKa

use disk's default v
MonuTyka BBoAa/BRIBOAA

secondary cache is offline, some data is unv

O nonuTuka yrenna B ronutuka 3anncu

Min:0.001 GiB Makxc: 0 GiB

)
0 |
. )

OTMEHUTB CoxpaHutb

PucyHok 40. Jo6asneHne nornyeckoro gucka B RAID

14.4 YOAJIEHVE NNOTMYECKOI'O HAKOTUTEIA

Monb3oBaTtenb MOXET yaansaTb Norndyeckue Hakonutenu. [lencrene JOCTYMHO, €CAN PacKpbITb
RAID-koHTpoOMnep, B KOTOPOM €CTb JIOTMYeCcKne HakonmTenu.

nob6aBneHHbIN

ans yoaneHnda Jnorn4eckoro Hakonmtena HaXMMUTe OTMEeYEeHHYHK KHOIMKY Y J10rm4eckoro
HaKonnTes4a B Crnucke (PI/ICyHOK 41) n noareepauTe yaaneHme Bo BCMIIbiBLUEM OKHE.
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Mocne yaaneHus Hy>XHO AoXAAaTbCsA YBEAOMSIEHMI OO yCnewHOM yAdaneHuM U o TOM, YTO
TpebyeTcsa nepesarpy3ntb cTpaHuly. [Nocne nepesarpysku cTpaHULbl yaaneHHbIN HakonuTenb
McYe3HeT U3 Cnuncka.

NMorvdeckre HakonuTenn LobaBuTb

Auck Hassanue JMCKOBLIA Maccue YpoeeHs RAID Cratyc 06bem (TuB)

N~ LogicalDrive_239 test 0 RAID1 Optimal 100

PucyHok 41. YpaneHue noruyeckoro HakonuTtens u3 RAID

14.5 CBPOC KOHOUT'YPALUU

Monb3oBatesib MOXeT COPOCUTL KOHAUIypaumio [OUCKOBbIX MAaCCUMBOB W JTIOMMYECKUX
HakonuTtenen. [lencrtame JOCTYNHO, ecnu packpblTe RAID-KOHTponnep.

[nsa cépoca koHUrypaumm AMCKOBbIX MAaCCUBOB W NIOMMYECKUX HAKOMUTENen HaXXMUTE KHOTMKY
«Cbpocntb» HanpoTuB pasgena «KoHdurypauma» v nogreepaunte cbpoc BO BCMSbIBLUEM
OKHe.

Mocne cbpoca na RAID-koHTponsepa ygansatcs Bce formvyeckne Hakonutenu u AUCKoBble
MaccuBbl, a pumsndeckme Hakonutenu nonydyat ctatyc UNCONFIGURED GOOD.
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15 PABOTA C OCHOBHbIMN ®YHKUWAMA
B PA3OEJIE «MHOPOPMALUMNA O CEPBEPEY»

15.1 CTATUMECKAA NHOOPMALIMA O
KOHOUT'YPALUU CEPBEPA

Mpwn BbIGOpPE B OCHOBHOM MeHK pa3gen Cuctema -> lNMepeyvyeHb o6opyaoBaHma u LED B
npaBon Yactn otobpaxaeTtcs NepeyveHb obopyagoBaHusa n LED (PucyHok 42).

Mpun HaxaTun B pasgene «bBbiCTpble CCbIKM K KOMMNOHEeHTaM 06opyaoBaHWsi» Ha CCbIfKY
«cToYHMKM NUTaHMsA» oTobpasnTcsa pasgen «MCTOYHMKN MUTaHus».
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50

Cucrema

CraTyc obapyAcBaHmA
Ynpasnenne

Torn

BeHTUNATORBI
MaTepHHcKan nnata
Mopyni namsTh
Mpeleccopsi
VICTOUHMKN NUTEHHA
HaeTpodikn

BesonackacTs U AocTyn

MepeueHs obopynoeaHua u LED
Ynpaenexwe LED
LED
B, cncTems
T Bown
BLICTPbIE CCLINKK K KOMMNOHEHTaM 0B0pyAOBaHUA
Crerema
BMC
Waccw
CroTs: DIMM
BesTunaTope!
CTOHIK NUTaE MR
Mpoyeccope!
PCl-yeTpoRcTRa
Cuerema
™n HOMEP NOIMUMM  MAEHTMGUKALIMOHHLIA LED
v system system ok - D B
BMC
g ALED
~  bme oK
Waccwn
Iy WAEHTHEHKALIMOHHBIA LED
~  SILABasebosra 20k - -
v SILACPUs oK
~ SLADIMM oK - -
~  SiLAFans oK - -
~  SILAPSUs 0K - -
v chassis oK - -
Cnotsl DIMM
, Beero ofibexron: 32
WAEHTHOHKATOP STATUS (STATE) HOMEP NOIHLH OBLEM MHE
v dimmd Warning CPUODINM_AT 0
w o dimml © Absent CPUO_DIMM_A2 0
v amme 90K GPUODINM_BI 16382
BeHTUNATOPbLI
a Beero ofbexron: 4
~  SystemFan? 2 ok - -
~  SysemFan? ok - -
v SysemFan3 2 0k . .
~  sysemFand ©ok - -
MCTOUHUKM NUTHUS
Beero ofbexron: 2
WAEHTHOHKATOP COCTORHME HOMEP NO3MLIK MAEHTH@HKALIMOHHIA LED
~  GCIB00PMP_PSUT oK - -
~  GCIG00PMP_PSU2 oK
Mpoysccops!
Q Boero ofbexTon: 2
WIEHTMOMKATOP  CTATYC (COCTOSHHE) Lm ED
v CPUO @ Enabled )oK cPUD -
~ cPu S Absent 20K crul
YcranosneHbie PCl-ycTpoiicTea
L] KNAcC ™Hn
v 1350 Gigabit Netwark Connection 2 0K NeswarkContraller MuiiFunction Intel Corporation
ASTIIS0 PCl-to-PCI Bridge @ 0K - SingleFunction ASPEED Technology, Inc.
ASPEED Graphics Family © 0k - SingleFunction -
MegaRAID 12GSAS/PCle Secure SASIIx 0K - SingleFunction Broadcom /LS

PucyHok 42. CTtpaHuua «lNepeyeHb 06opynoBaHust u LED»
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15.2 UHOOPMALIMA Ob YCTAHOBJIEHHbIX
[MPOLLEECCOPAX U MATEPUHCKOW MJIATE, N X
COCTOAHUN

Mpwn BbIGOPE B NIEBOM OCHOBHOM MeEHI0 pasgena Cucrtema -> lNepeyeHb ob6opyaoBaHusA U
LED, B npaBou yactn otobpaxaetcs NepeveHb o6opyaosaHus n LED (PucyHok 42).

Mpn HaxaTun B pasgene «bbICTpble CCbINKM K KOMMNOHEHTaM 006opyaoBaHMsi» Ha CCbIfKY
«[lMpoueccopbl» oTobpasnTtca pasgen «lMpoueccopsbl (PrcyHok 43).

Mpu packpbiTUK pasaena otobpasnTcs noapobHas MHopmaums.

¥npasnenue

YcTaHoBNEHbIE PCl-ycTpoicTBa

aaaaaaaaaaaaaaaaaaa

>l

Mogyn namsts

PucyHok 43. CTtpanuua «lMNepeyeHb o6opynosanust u LED», pasgen «lMpoueccopbl»

15.3 OBHOBJIEHVE MUKPOKOOA BMC

Mpu BLIOOPE B IEBOM OCHOBHOM MEHI0 pa3aena YnpasneHue -> BetpoeHHoe MO, B npaBon
yacTtn otobpaxaeTtcsa nHdopmauusa o BctpoeHHom 10 (PucyHok 44):

* BMC
= XocT
» Pasgen «O6HOBUTL BCTpoeHHOE MO»

Mpwn HaxaTum «BbiGpaTb hann» otobpasnTtcs okHO Ans Bblbopa cdarna ¢ KoMmnbloTepa.
Mpw BbIGOPE danna n HaxaTnm « OTKPbITb» OKHO 3aKpblBaeTCs.

Mpn HaxaTum Ha KHOMKy «HavaTe o6GHOBNEHNe» npomncxoguTt obHoBReHne BCcTpoeHHoro 0.
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pppppppppppp

nnnnnn

Ynpasnenme

aaaaaa

Monynu namsTy

PucyHok 44. CtpaHuua «BctpoeHHoe MNO»

15.4 OTOBPAXEHVE ®oYHKUNN YTIPABJIEHNA OC
N CEPBEPA, NPOBEPKW BbIKJTFKOYEHUA

CEPBEPA

Mpn BLIOOPE B nNEBOM OCHOBHOM MEHKW pasgena  YnpaBneHue -> YnpasneHue
anektponutaHuem n OC cepBepa B npaBol 4Yactu oTobpaxaeTcs pasgen ob ynpasneHuu
anekTponutaHmem n OC cepsepa (PucyHok 45).

OTtobpaxaeTcs:
» Tekywnn ctaTyc
= Pazpen [encreus
» HacTpouku 3arpysku

B pasgene «[enctsus» otobpaxaetcs:
= [Tepesanyck cepsepa:
o no nopsaky — cHavana OC, noTom cepBep
o HeMefneHHO — cepBep nepesarpyxaetca 6e3 nepesarpyskm OC
» BoikntoveHue cepBepa:

o no nopsaky — cHayana OC, notom cepBep
o HeMeAneHHo — cepBep BhikNtoYaeTcs 6e3 BbikntodeHus OC
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@ 122114 Cocromuue Muraime 5 OBHomuTs

Cietema ~
0O6zop
Tepeuers 05OPYAOBAHHA 1
LED

Cets

[DaTa u epema

Cratyc oGopyRosanna v
Ynpasnenwe ~
KM

BerpoenHos N0
Nepesanyck BMC
KoHcons SOL

YNpasneHue NUTadnem

cepeepa
BUPTYanbHbIE HOCHTENM
Noru v
BeHTMNATOPSI v
MaTepuHcxan nnaTa v
Monyn namati v

YnpaeneHue nuTaHuem cepeepa

Tekywmit cTaTyc

Crarye cepoepa
Bin.

MocnenHAn ONepaLws YNPaBNeHua NUTaHHEM cepeepa
2022-10-1418:39:44 (UTG+3)

HacTpofiku 3arpyakua DeicTenA

MepeaNpeARnEHIE NIPAMETPOB 3arPYIKN CopaOPa b copeep

@® No nopraxy - 0C 3aTem cepaep nepesanyckaeTch

- cepasp rcn Gea OC; MOWET S4138ATE NOBREKASHUE RAHHED

BriKnIouMTs Cepaep

(® No nopRaxy - OC BK0YASTCR, 3aTEM CapERP BLKMOYAETCH

fanuamne n nenpaesocTe T # Gea OC; moxeT BuI3BaTH NOBPEMASHUE AAHHBIX
BoiknioumTs
O Brmoueno -
CoxpaHuTs

PucyHok 45. Ctpanuua «Ynpasnexue nutadnem n OC cepsepa»

Mpwu BIBOpE cnocoba nepesanycka n HaxkxaTumn KHOMKK «lepes3anycTtuTb» 0TobpaxaeTcs OKHO
C 3anpocoM noaTBepXxaeHnsa nepesanycka (P1UcyHok 46).

npl/l Bbl60pe cnocoba BbIKNKYEHNSA N HAXXaTUN KHOMKN «BbIKMIOUYNTLY OTO6pa>KaeTCFI OKHO C
3anpocomM noaTBepXaeHMAa BbIKITIOYEeHUA. lNocne noaoTBepPXAeHUA BbIKIMIOYEHNA B CTaTyCe

Mepesarpyska cepeepa NpUBEAET K paspbiBy
coedWHeEHWA

Bbl yBEpPEeHEI, Y4TO XOTUTE NepesarpysuTs cepeep?

OTMEHWTE MNogTeEepouTh

PucyHok 46. BennbiBatowee okHo «[lepesanyctuts cepeep»

cepBepa oTobpaxaeTcs «BbiknoyeH».
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BbikntoyeHve cepBepa NpMBefET K paspbiBy
coefUHeHUs

Bbl yBepeHbl, YTO XOTUTE BbIKMKYUTE cepeep?

OTMeHUTb MNMoateepauTth

PucyHok 47. BennbiBaroLee okHO «Bbikmounts cepeep»
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Mpu BLIKMIOYEHHOM cepBepe B pasaene «YnpaBneHne» otobpaxaeTcs KHonka « BknounTtby.

Mpu HaXkaTUM Ha KHOMKY «BkrounTb» oTobpaxaeTcs OkHO «BknounTb cepBep».

Mpn noaTBepXOEHUW BKMIOYEHUS W HaxaTunm  «BknounTb»
OTtobpaxaeTcsa cratyc cepBepa «BkntodeH» (PucyHok 48).

cepsep

BKInO4YaeTCcA.

[DaTa u epema

CraTyc ofiopyAosaHms

Ynpasnenwe

KVM

BcTpoenHoe MO

Nepesanyck BMC

CreTema ~ YnpaBneHue nuTaHnem cepeepa
0O630p
TexyLumit cTaTyc
NepeyeHs CBOPYAOBAHMA 1
LED

© 12:221:14

3 O6HoBUTE

CocToauue Nutanue

Crarye cepoepa
Bin.

MocNeRHAR ONepaLHA YIPABNEHHA NHTAHHEM CepBepa
2022-10-14 18:39:44 (UTC+3)

HacTpofiku 3arpyakua DeicTenA
MepecnpeAenanse NapameTpos 3arpyaKn cepaepa pesaNyCTHTS Cop
® nNo nopraxy - 0C 3aTem cepBep Nepe3aNyCKaeTCA
- cepasp ek Bea OC; MOXET BHIIBATE NOEREKASHHE AHHED
o

@ Legacy

soL

KoHco

UEFI

VYnpaBneHus nuTanuen

® Mo nopraxy - OC aeikovasTR, 33TeM Capesp BxIoNaS

cepeepa 5 Ge3 OC; MOXET BHI3BATE NOBPEASHAE AAHHSIX

BUpTYansHbIE HOCUTENM

BoIkNIOUMTE

O Brmoueno

Noru v
CoxpaHuTs

BeHTMNATOPSI v

MarepuHcxkan nnata v

Monyn namati v

PucyHok 48. CTpaHuua «YnpaeneHue nutaHmem n OC cepBepay, cTaTyc cepBepa «BknoueH»
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16 PABOTA C OTAEJIbHBIMU PASOEJIAMU
[MNOJIBSOBATEJIbCKOIO MHTEP®ENCA

16.1 PASOEJT « CUCTEMA»

16.1.1 OTOBEPAXXEHVNE MHOOPMALINN O CETEBbIX AOAMTEPAX

BHUMAHMUE:

OTtobpaxeHne WHpopMaumm O ceTeBbIX agantepax AocTynHo ans mogenen CP1-6326
n CP2-6327 TonbKko ANA orpaHUYeHHOro KonimyectTsa KoHUrypauumn.

Mpwn BbIGOPE B NEBOM OCHOBHOM MeHI0 pa3gena Cuctema -> CeTeBble aganTepbl B NpaBown
yacTn oTobpaxaeTcsa MHopmMmauus o ceTesblx agantepax (PucyHok 49).

Muranue

Cucrema v CeTeBble afanTepbl
Craryc ofopyposaHua ~
Ethernet Controller X710 for 10GbE SFP+ / 11_Riser_1
‘Ynpaenexue v
HanmeHosanne Mogens
Torn . Network Adapter View Ethernet Controller X710 for 10GbE SFP+
NpokssoauTens MpeHTHdMKaTOP NPoNsBOAHTENR
BentunaTopel v Intel Corperation B0BE
MaTepuHekan nnata w Bepcun seTpoentore MO
0.0.9.80
Mogynu namaTti \r
MopTel
Mpoueccops! w
COCTORHHME COCTOAHWE
" TMHKA CKOPOCTb MAC ABTOCOINACOBAHME APAMBEPA
ICTOYHWKH NATAHWA bl
HacTpoiku w Up loﬁ;B'ASE'T support or 10 40:36:07:2e:0e:54  Not Enabled Not Running
B230NacHoCTs M ROCTYN v 106-BASE-T support or 10

up Gbps 40:26:b7:2e:de:55  Not Enabled Not Running

ISP2722-based 16/32Gb Fibre Channel to PCle Adapter / 14_Riser_2

HawmeHoeaHne Mogpene
Network Adapter View 1SP2722-based 16/32Gb Fibre Channel to PCle Adapter
NpouseoAuTEns MpeHTUdUKaTOP NPONIBOAMTENS
QLagic Corp. 1077
Bepcuna ecTpoexHore NO
3.3.80
MopTel
COCTORAHME NHKA CKOPOCTE  MAC ABTOCOT TACOBAHUE COCTORHME [IPAHBEPA
Unavailable Unavailable oT40:2e:c0:17:33Beec Unavailable Unavailable
Unavailable Unavailable 51:40:2e:c0:17:33:8eced Unavallable Unavailable

Ethernet Controller EB10-C for SFP /17.0OCP

HaumenoBanne Mogens

Network Adapter View Ethernet Controller E&10-C for SFP

Mpouseogurens Hgentudukarep nponssogurenn

Intel Corporation 8086

Bepcua sctpoeunoro Mo

0.0.4.48

MopTel
COCTOAHME NMHKA ~ CKOPOCTB MAC ABTOCOTNIACOBAHHE ~ COCTOAHME QPAHBEPA
Down Auto-negotiate not complete  6c:b3:1188:/4:50  Enabled Mot Running
Down Auto-negotiate not complete  6c:b3:11:69:14:51  Enabled Mot Running
Down Auto-negotiate not complete  6c:b3:111:69:f4:52  Enabled Mot Running
Down Auto-negotiate not complete  8c:b3:11:68:f4:53  Enabled Mat Running

PucyHok 49. Ctpanuua «CeTeBble agantepbi»
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Cnncok ceTeBbIX aganTepoB hOpMUPYeTCsl HA OCHOBE MOAKIMIOYEHHbIX K CEPBEPY CETEBbIX
KapTo4exk.

CocTtosiHne NOPTOB KaXOoro agantepa MeHAEeTCA B 3aBUCUMOCTU OT COCTOAHUA JIMHKa WY
BCTaBIIEHHbIX CETEBbLIX kKabenen B cepBep.

CocTosiHME NUHKA MOXET ObITb:

= Up (aKTmBeH)
» Down (HeaKkTMBEH)
= Unavailable (HegocTyneH)

16.1.2 OTOBPAXEHWE HACTPOEK OATblI U BPEMEHW, HACTPOEK NAPAMETPOB
CETH

Mpu BIGOPE B NEBOM OCHOBHOM MeHI0 pa3gena Cuctema -> [lata u BpeMsA B NpaBoun 4YacTu
oTobpaxkaeTca nHpopmaumsa o HacTporike gatbl U Bpemenu (PucyHok 50).

Mo ymonyanuio garta, Bpemst 6epytcs ¢ host-malumHbl.
[na otobpaxeHus gatbl, BPEMEHU B UHTEPdIENCE MOXHO BbibpaTbh «HacoBon nosicy

Mpwu BoIGope «NTP», BBoae Cepsepa un Haxatnum « CoxpaHUTb HACTPOMKN» oTobpasuTca gata
n Bpema ¢ NTP-cepsepa.

@ 13:35:52 CocToRHWe NuTanne 3 OBHOBUTL i) & @ root >

Cuctema A [ata v Bpems
0630f
Aara 24-x wacoBoW popmart
MNepeveHs oGopyaosaHus u 2022-10-17 13:35:52 (UTC+3)
LED
Cetb HacTtpoiiku
Lata n Bpems Jacoso# no:
Cratyc 060pyAOBaHUA ~
NTP
Ynpaenexwe ~
Cepeep 1 [+ P paep 3
Norwn ~
BeHTMNATOPbI v

MarepuHckaa nnata ~

Mogynu namaTh v

Mpoyeccops! v

MECTOUHWKM NUTaHKA ~

HacTpoikn v

Be30nacHocTL U oCTyN ~

PucyHok 50. Ctpanuua «[ata n Bpemsa»

16.1.3 OTOBPAXXEHVNE HACTPOEK NAPAMETPOB CETU
Mpn BbIGOpPE B NEBOM OCHOBHOM MeHO pasgena Cucrtema -> lNMapameTpbl ceTu B npaBown

yactn oTobpaxaeTcs WHGoOpmMauus O KoHdwurypauum ceTteBbix uHTepdencos BMC ¢
BO3MOXHOCTbIO pelakTMpoBaTb HacTponkn (PncyHok 51).
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PucyHok 51. CtpaHuua «[NapameTtpbl ceTu»

16.2 PASLOEJT « CTATYC OBOPYOOBAHUA»

16.2.1 MPOCMOTP NEPEYHA JATHNKOB

Mpn HaxaTuM Ha pasgen B OCHOBHOM MeHio CrtaTtyc oGopyaoBaHusa -> [aTuumku
oTobpasnTcsa cTpaHuua, rae MoXHO NPOCMOTPeTb nepeyveHb aatunkos B BMC (PucyHok 52).
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Cuctema

Craryc oGopyaoBaHHA

Larunku

Ynpaenexue

Neru

BeHTHAATOPbI

MarepuHckan nnata

Mogynu namaTi

Mpoueccopbi

METOUHMKM NMTaHUA

HacTpoiiki

BesonacHocTb W ROCTYN

JAartumkm

O 0 OO o o O

(m]

0O

o

O 0O 0O 0O o o g

0O 0O 0o oo oo o o o

m]

PSU1 Fan Speed 1

PSU2 Fan Speed 1

Pwm PSUT Fan 1

Pwm PSUZ Fan 1

PCH Temp

PSU1Temperature

psu2
Temperature

PhysicalDrive 6

PhysicalDrive 7

PhysicalDrive 8

RaidController
264

m2nvme1

m2nvme2

A P12V PSU
SCALED

P105 PCH AUX

P12V AUX

PV8 PCH

P3V3

PSUT Input
Voltage

PSUT Output
Voltage

PSUZ Input
Voltage

PSU2 Output
Voltage

PVCCIN CPUT

PVCCIO CPUT

PVDQ ABC CPU1

PVDQ DEF CPU1

PVNN PCH AUX

Pwm 2

Pwm 4

Pwm?7

Pwm8

System Fan 1

System Fan 2

PSUT Input
Current

PSUT Qutput
Current

PSUZ Input
Current

PSU2 Qutput
Current

PSUT Input Power

PSU1 Output
Power

PSU2 Input Pawer

PSU2 Output
Power

System Airflow

CTATYC

© 0K

2 0K

© 0K

) 0K

© 0K

) 0K

© 0K

© oK

) 0K

© oK

© 0K

© 0K

5 0K

) 0K

© 0K

© 0K

MWH. KPHT.
3HAYEHHE

100 RPM

100 RPM

-- Percent

-- Percent

10616V

0.966 V

10,816 v

1648V

2974V

207V

108V

207V

108V

1376 W

o728V

1104V

1104V

0783V

-- Percent

-- Percent

-- Percent

-- Percent

100 RPM

100 RPM

- cft_ijmin

MWH.
3HAYEHHE

- RPM

- RPM

-- Percent

-- Percent

10.945 V

0.995V

10.845 v

1689V

3.066 V

20V

nav

20V

nav

1418V

0752V

1138V

1138V

0.807 V

-- Percent

-- Percent

-- Percent

-- Percent

-~ RPM

-~ APM

- cftijmin

3 dunbrposath

TEKYILEE
3HAYEHWE

5568 RPM

5256 RPM

30 Percent

30 Percent

s

22031°Cc

22125°C

17eCc

1B-Cc

1a-c

36°C

12082V

1088V

2nrv

1837V

3.358V

2305V

1896 V

2305V

nesav

1836V

1037V

1248V

1246V

1007V

100 Percent

100 Percent

100 Percent

100 Percent

1515 RPM

14841 RPM

0733 A

12296 A

06NA

10703 A

166.25 W

14675 W

140.25 W

128w

47.878 cft_ifmin

Bcero ofbexToa: 44
MAKC. MAKC. KPHUT.
3HAYEHWE 3HAYEHWE
-- RPM ORPM
-- RPM ORPM
-- Percent -- Percent
-- Percent == Percent
98 *C 103=C
62°C 85°C
62°C B5°C
g ¢
-*c -°c
I g
—-C -ec
60°C 70°C
60°C 70°C
By 13.494V
1106 V 1139 v
1301V 13494V
1904V 1861V
3541V 3847V
250V 253V
126V 1B2v
250V 253V
126V B2V
2088V 2151V
1155V uev
1283V 1301V
1263V 1301V
1049V 1081V
-- Percent -~ Percent
-- Percent -- Percent
-- Percent --Percent
-- Percent --Percent
-- RPM ORPM
-- RPM 0 RPM
A —-A
145 A 1B5A
-A A
145 A 185 A
1700 W 1800 W
W W
1700 W 1900 W
- W w
-- cfifmin -~ ¢ft_ifmin

PucyHok 52. CtpaHuua «[JaTtunkny
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B npaHHOM nepeyHe npeacrasneHa nHgpopmauus o:

* JaTYMKax Temnepartypbl;

* aTYMKaX CKOPOCTN BEHTUNATOPOB;
* JaTYMKaxX HanpsKeHUs;

» faTYMKax TOKa;

* JaTYMKaxX MOLLHOCTH.

BHUMAHMUE:

Hatumkn TemnepaTypbl RAID-KOHTPONNEPOB U (PU3NYECKNX HAKOMUTENEN OOCTYMHbI TOMbKO
ana mogenen CP1-6326 n CP2-6327.

B nepeyvyHe 014 Kaxagoro gat4ymka yka3aHbl.

= CTaTyC, oTOOpaxarLwmm CoOCTosIHME AaTumKa;
* MMHUMAanbHOE KPUTUYECKOEe 3HaYeHue;

* MMHMMarbHOE 3HaYeHue;

» TeKyllee 3Ha4YeHue;

" MaKkCMManbHOE 3HAYEHUE;

* MaKCUMManbHOEe KpUTUYECKOe 3HaYeHue.

3HayeHne JaTYMKOB yKasaHbl C €ANHULLAMUN N3MEPEHUS.
CraTyc patymka MOXeT ObITb:

» OK
= Warning
= Critical

Mpn HaxaTum Ha KHOMKYy «3KCMopTMpOBaTb BCE» MepeveHb AaT4MKOB IKCMOPTUPYeTCH B
JSON-opmaTe B BbIOpaHHyto nanky.

16.3 PA3OEN «YTPABJNIEHUE»

16.3.1 MPOBEPKA OTOBPAXXEHWA NMEPE3AIPY3KN BMC

Mpn BbIGOPE B OCHOBHOM MeHK0 pasgena YnpasneHue -> lNepe3anyck BMC B npaBoun yactu
9KpaHa oTobpasuTtcsa WHpopmMauma o nocregHem nepesanycke BMC u  kHonka
«Mepesanyctnte BMC» (PucyHok 53).

Mpn Haxatum Ha kHomky «[llepesanyctnte BMC» oToGpaxaetcs BcnnbiBaloLee OKHO
«lMepesarpyska BMC».

Mpwn noaTBepPXOEHUN Nepesarpyskn NpoucxoauT nepesarpyska BMC.
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® 122114 CocTosuue Murawne T OBHoauTs

Cherenma N YnpaeneHue nuTaHueM cepeepa

Tekywuw craTtyc

OBOPYROBEHMA
LED Crarye cepsepa
Bin.

MocnenHan ONepauws yNpaBneHH UTaNMeM cepeepa

flata v epewa 2022-10-14 18:39:44 (UTC+3)
CTatye 06opyAoBaHIA -
HacTtpoikwm 3arpy3xm DeicTeunn
Ynpasnexune ~
KV
+ noapexenue
0
BhiGOP pe:
@ Legacy

Kencons SOL

Ynpasnerie nuTannen

cepeepa

® na
o
O exmoueno

BUPTYaNbHbiE HOCHTENM

noru v

BentunATops!

MaTepuHekan nnata v

Mopynu namaTi v

PucyHok 53. Bknagka «[lMepesanyck BMC»

16.4 AHAJINMTUYECKAA TNAHEJIb «MOOYJIb
[TAMATU»

16.4.1 OTOBPAXXEHVE ONHAMUYECKON MHOOPMALIMM O COCTOAHUM MOOYNEN
MAMATU

Mpn HaxaTum Ha pasgen B OCHOBHOM MeHio Moagynu namatu -> [uHamMuyeckas
MHcpopmauua oTobpasuTca CTpaHuua, r4e HaxoauTcs aHanuTudeckas naHesnb C
MHOpMaLMen 0 COCTOSAHUM TemnepaTypbl mogynen namatn (PucyHok 54).

CocToRHue Muraxue = O6HoBTE
MepeveHs 0B0PYROBAHNA 1
LED Moaynu namaTu
Cems [MHamMUYeCcKan MHGOPMAUMA
Nata v Bpems Nocneamnii ya MocneaHue cyTkA
Craryc oGopyposaHua v § NoxasaTenn Temneparypsl
Ynpasnexue ~

Chpe 6

Kowcons SOI

YnpaeneHie NuTaHMeM

cepeepa

BUPTyaNlaHbie HOCHTENN
Noru - I — — —_— —_—
BeHTUAATOPLI v
Matepurckas nnata v

wMA MOYAA TEKYULEE, C* CPERMEE, C* MHHUMATIBHOE, C* DATA MHHHMANLHOTO MAKCHMATIBHOE, C* [IATA MAKCHMANIEHOTO

Mogynu namaT ~ o . . - e

BOMM_A_CPUZ 2 1646 14.10.2022 2 &:a0
JIMHEMUYECKAR UHGOPMELIMA

Npougccopsi v

WCTOYHMKH NUTaHKUA

PucyHok 54. Ctpanuua «Mogyne namatu. InHammnyeckas nHopmaLumns»
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Cuna KYb

Mpn paboTe C nNaHenbkd MOXHO BblOpaTb Mepuod, 3a KOTOPbIN Bbl XOTUTE MOMAYYUTb
MHOpPMaUMIO O COCTOSHUM TemrnepaTtypbl  MoAaynen namatn. Takke peanuvsoBaHa
BO3MOXHOCTb yBenuyeHusi MacwTtaba BblOpaHHOro yvacTtka rpadguka. [ns ato Heobxoanmo
NEeBON KHOMKOW MbIWM BbIAENUTb Ha rpaduke MHTepecyemblin ydacTok. [Ans BosBpaTa
Macwrtaba rpaduka B UCXOOQHOE COCTOsIHME HEeobXoaMMO HaxaTb Ha KHomky «Cbpocutb
MacLuTaoy.

© 12:28:03 CocTosHve Mutakue 23 OBHOBUTL [a} L8 @ root ~

lepeueHs 060DYR0BAHMA 1

LED MDﬂvl’IM namMmAaTHu

CeTo OuHamuueckan MHGoPMaUMA

laTa v Bpema locneaHnit yac  MocneaHue cyTKI
Craryc obopyAosanun & Nokasatenn Temnepatypel
¥npaeneuve ~

3HaueHme NpeyNpexeHma KpuTieckii pexim

KVM 93 00 CoxXpaH1TL

BeTpoentoe M0 [E—

lepesanyck BMC

KoHcons SOL

YnpasnexHue nUTaHuem

cepeepa

BHpTYansHeie HoCHTENN
Norn v
BeHTHUNATOPBI v
MatepuHckan nnara v

MMAMOAYAA TEKYILEE. C* CPEAHEE, ¢* MUHHMASIGHOE, C* AATA MUHMMANBHOTO. MAKCMMANBHOE, C* DATA MAKCUMANBHOTO
Moaynu namaTh -~ = DAL B . - - ean
- 4 18:46 14, 18:40 14

JlnHamuueckan MHGOpMaLMA
Npoueccops! v
McTounmky nuTamma v

PucyHok 55. Ctpanuua «Mogyne namatu. JuHammnyeckas nHdopmauusi». BelioeneHve yydacTtka rpacumka

D 12:29:00 @ CocromHue Mutawme 3 OBHosuTe L)

lepeueHs 050PYA0BaHHA U
LED Moaynu namatu

corn [lHaMUvECKaR UHGOPMALMA

[lata v Bpema locneawni uac  MocneaHme cyTki

Craryc ofiopyaosanun & Nokasatenn Temneparypel

Ynpaenenve ~
e NpeflyNpeXAeHIR s p—

3HaueHme
KVM 93 00 CoxXpaH1TL

BeTpoentoe M0 [ —

Tepesanyck BMC

KoHc

YNpagnexue NUTaHHeM
cepeepa

BHPTYaNbHbIE HOCUTENW
Norw v
BeHTMAATOPI ~
Matepunckan nnara v
MMA MOaY A TEKYLIEE, C* CPEAHEE, C* MUHHMANBHOE, C* AATA MHHUMANBHOrO MAKCHMANBHOE, C* DATA MAKCUMANBHOMO
Mogaynu namsTi ~ . - : - - o
. : 184612 1840 14

JIMHAMUECKAR MHGOPMALMA

Mpoyeccopsi v

MCTOUHKI NUTaHMA v

PucyHok 56. Ctpanuua «Mogyne namatu. JuHammnyeckas nHdopmMauusi». YBenuyeHHbln maclutab BeibpaHHOro yyactka

rpacuka
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PYKOBOACTBO MNOJIb3OBATEJIA

16.5 AHAJINMTUYHECKAA TNAHETb «BEHTUITATOPbI»

16.5.1 MEPEYEHb OTOBEPAXXAEMOW OHAMUYECKOWN MHOOPMALIN O TEKYLLEM
COCTOAHNN BEHTUNATOPOB

Mpn BbLIGOPE B NEBOM OCHOBHOM MeHK pasgena BeHtunaTopbl -> [uHamunyeckas
MHcpopmaumua oTobpasuTca aHanuTudeckas naHenb C MHpopmauMen O nokasaTensx
CKOPOCTM paboTbl BEHTUIATOPOB.

I'Ipmmeanme: Haln4yme wn TunNbl BEHTUIMATOPOB MOTYT OT/IMMaTbCA B 3aBUCUMMOCTU OT
KOH(bl/IpraLI,VIM CUCTEMBbI.

SILA CUBE | BMC CP2-5422 @ 12:45:04 & CocTosHue Mutarne O OBHoBUTE Q & @root~

Cuctema v BeHTunATopsl

AnHamuyeckas nHopmaLms
CraTtyc obopynosaHus v

Mocnepuuit uac  MocnefHue CyTkKu
YnpasneHue v

% Mo 000C A
Norn v % [oKasaTenu CKopocTH

BeHTunATOpSI o~ 3HaueHure npeaynpexaeHus, 06/ MuH Kpurnueciit pexim, 06/muH

14630 14630
CraTtuyeckas uHdopmauma

[uHamuueckas MHpopMaLms CoxpaHuTb

MatepuHckan nnata 4

Mopynm namarn v

Mpoueccopsi v

MICTOYHMKN NUTaHKUA v

HacTtpoitkn v

Be3onacHocTb 1 gocTyn v

“MAMoaYNA TEKYLUAR CPEQHAA % MOLLHOCTH MUHUMANBHAR [LATA MMHMMATbHOH MAKCHMANBLHAA NATA MAKCHMANBHOW

PucyHok 57. Ctpanuua «BeHtungaropsbl. [luHamuyeckas nHdopmaums»

Mpn paboTe C nNaHenb MOXHO BbIOpaTb Nepuoa, 3a KOTOPbI Bbl XOTUTE MOMNY4YUTb
MHpopMaLnio 0 NokasaTensax BEHTUNATOPOB. Takke peanns3oBaHa BO3MOXHOCTb YBENTMYEHNS
mMacwrtaba BbIOpaHHOro yyacTtka rpadpumka. Ona 310 HeobxooMmMO NEBOW KHOMKOW MbILLN
BblAeNUTb Ha rpadmke mHTEepecyembln ydactok. [Ana Bo3Bpata MacwTtaba rpadwuka B
MCXOOHOE COCTOSIHME HEOOXOAMMO HaxaTb Ha KHOMKY « COpocuTb Macutab».

62



Cuna KYb

MutaHue

CocTosHue

Cuctema ~
CraTyc obopynoBaHus v
Ynpasnexue ~
TNoru ~
BeHTUAATOPBI A

Cratndeckas uhpopmauma

AnHamuyeckas nHdopmMaumsa

Matepuxckas nnata v
Mopaynu namaTu v
Mpoueccopsi v
MICTOYHNKM NUTaHNA ~
HacTtpoitku ~
Be30nacHoCTs M A0CTYN v

BeHTunatopsl

[vHamuyeckas nHGoOpMaLma
Mocneawuit yac

b MokasaTenu ckopocTu

3

ieHNE NpeNYNPEXKASHHR, 06/MiH

14630

CoXpaHHTb

MocnepgHue cyTku

KpuTrieckuin pexim, ob/muH

14630

MM MoaYNs TEKYLLAS

CPEOHAR % MOWHOCTH MMHAMATBHAS LATA MUHHUMATIHOH MAKCHMATISHAS [IATA MAKCAMANBHOA

PucyHok 58. CTpanuua «BeHtungaropsbl. [luHammyeckas nHdopmaumsay. BeigeneHne yyactka rpaduka

2 06HOBMTL

43 Cocrostue

CucTema v
Cratyc obopygoBaHusa v
Ynpaenenue v
Toru v
BeHTUnsTOpDLI ~

CTaTyeckan MHPOpMaLMa

[MHaMu4ecKan MHGOpPMALMs

MaTepHHCKan nnata v
Moaynu namsTh v
Mpoueccops! v
MCTOUHMKM MUTEHUA v
HacTpoiiku ~
Be30nacHoCTs M JOCTyn v

BeHTunATopbI

[IMHaMIMYECKaA MHOOPMALMA
TMocneaHui yac

% TMokasarenu ckopocTH

3HaYSHME NPEAYNPEXAEHHA, OB/MUAH

14630

Coxpauuts

MocnepHue cyTKW

KpUTHYECKMiA pexum, 06/MAH

14630

COpocyTs MacwTat

WMA MOAYNA TEKYWWAS

CPELHAA % MOLLHOCTH MYHVMATIbHAR [LATA MMHVMAJTEHOM MAKCHMATTBHAR [DATA MAKCHMAJTHOM

PucyHok 59. CTpaHuua «BeHTunsatopsl. [luHammyeckas nHdopmaumsy. YBenMyYeHHbln Macitab BbIGpaHHOro yy4actka
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PYKOBOACTBO MNOJIb3OBATEJIA

16.6 AHAJINTUYHECKAA MNMAHEJIb «MATEPUHCKAA
[TTATA»

16.6.1 OTOBPAXKEHWE OVHAMWYECKOW MHOOPMALIN O COCTOSAHUA
MATEPUHCKOW MNATHI

Mpn BbIOOPE B NEBOM OCHOBHOM MeHK pasgena MartepuHckas nnata -> [luHamu4yeckas
MHcpopMauua, rae HaxoaAUTCS aHanuTudeckad naHenb C WHoOpMaunen O COCTOAHUU
TemnepaTtypbl MaTEPUHCKMX Mnar.

Mpn paboTe C naHenbd MOXHO BbIOpaTb nNepuon, 3a KOTOPbIM Bbl XOTUTE MNOSYYUTb
NHopMaLuIo 0] COCTOSIHUN TemnepaTtypbl MaTEepPUHCKNX nnar.
Takke Bbl MOXeTe BblOpaTb MNOPOroBoe 3HadYeHus npegynpexaeHns o6 KpuTuyeckon
cutyaumun. [1ns yBenmyeHus maclitaba BblbpaHHOro yyactka rpaduka. [ns 910 Heobxoammo
NEeBOW KHOMKOW MbIWM Ha rpaduke BblAENUTb MHTEpecyembl ydacTok. [Ans BosBpaTa
mMacwrtaba rpadguka B UCXOOQHOE COCTOSIHME HEeobBXoAMMO HaxaTb Ha KHomky «Cbpocutb
mMacLTabd».

© 12:47:45 CocTosHue MutaHue 3 O6HOBUTL L o

Cuctema v MaTepuHckas nnata

JAvHamuyeckan nHpopmaums
Cratyc o6opynosaHua ~

NocnegHui yac  NocnegHWe CYTKH
Ynpasnexue ~

Noru o B Nokasatenu Temnepatypsi
BeWTUNATOpbI ~ 3HaueHue NpeaynpexaeHua
no CoxpaHute
CTaTvyeckas MHHOPMaLWA
AuHaMuyecKan WHpopmauma
MartepuHckan nnata ~
JAuHaMuyeckan UHpopMaumsa
Mopaynu namaTn ~

Npoueccopbl ~

WCTOYHUKIM NUTaHWA ~

HacTpoiiki v

BesonacHocTb U A0CTYN v
WMA MOLYNA TEKYLUEE, C* CPEQHEE, C* ,c* DATA oro MAKCHMANBHOE, C* [BATA MAKCHMANBHOTO

[] b 13:04 13:2
L] 13:04 13:20

PucyHok 60. CtpaHuua «MatepuHckas nnaTa. JuHamuyeckas nHdopmMauus»
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Cuna KYb

12:48:15 CocrosHue Mutake 3 OBHOBUTE

CucTema v MaTepuHcKaa nnarta
LuHaMn4ecKan WHPOPMaLMA
Craryc oGopynosaHus ~
MNocnegHWi Yac Mocneaxune cyTu
Ynpaenenwe ~
TNoru " § Nokasatenu Temneparypsi
BeHTHnATOpLI ~ 3HauEHUE NEQYNPEXAEHMR

10 CoxpaHuTe
Cratnuyeckas uHpopmaums

NvHammuyeckan MHHoOpMaLMUs
MaTtepuHckas nnata ~

AvHamuyeckan uHpopmauun

Mogynu namaTu v

Npoueccopbl ~

WCTOYHMKN NUTaHUA v

HacTtpoikn ~

Be3onacHocTk W AocTyn ~
MMA MOAYNA TEKYLUEE, C* CPE[HEE, C* MUHWMAJTBHOE, C* LATA MUHUMANBHOTO MAKCHMANBHOE, C* LIATA MAKCUMASIBHOMO
# iniet_BRD_ 13:04 16.10.2022 13:20
WPCH__M_2 Te 13:04

PucyHok 61. CtpaHuua «MaTtepuHckas nnata. JuHamudeckas nHdopmauus» BelgeneHne yyactka rpadumka

(© 12:48:49 CocToRHMe MutaHue 22 OBHoBMTL a G @ root ~

Cuctema v MaTtepwuHckas nnaTa
AuHaMudeckas MHGoOpPMaUma
CraTtyc oGopynosaHus ~
Mocnepgxuin vac  MocnepgHue CyTkn
YnpasneHue v
floru o § Nokasarenw Temneparypbl
BeHTMAATOPGI ~ 3HANEHE NpeynpexXaeHiA

10 Coxpasutb
Crartudeckas uHdopmauma

CBpocuTe MacwTal
AuHamuyeckas uHGopMaums ’

MaTepuHckan nnata ~

[MHaMU4ECKaR MHBOPMALMS

Moaynm namaTu ~
Npoueccopsl ~
MCTOUHUKN NUTaHMA ~ _—_— e e e e @
HacTtpoiikn ~
BesonacHocTb v gocTyn v
WMAMOLYNSA TEKYULIEE, C* CPE[HEE, C* MMHUMATIGHOE, C* [RATA MHHUMANLHOTO MAKCHMANILHOE, C* [DATA MAKCHMANISHOrO
®inist_BRO_ 13:04 16.10.2022 22 13:20
8pC 2 2 2 13:04 2022 2 13:20

PucyHok 62. CtpaHuua «MaTtepuHckas nnaTa. JuHamudeckas nHopmauus» YBenuyeHHbIi Maclitab BeiIGpaHHOro yyacTka

rpacuka

16.7 AHAJINMTUYECKAHA MNMAHEJIb «'MPOLECCOPbDI»

16.7.1 OTOBPAXXEHWE OUHAMUYECKOW MHOOPMALIMM O COCTOSAHMN
NMPOLIECCOPOB

Mpn BbLIOOpE B NEBOM OCHOBHOM MeHi pasgena [Mpoueccopbl -> [OduHamuyeckas
MHopMaumna, rae HaxoguTcs aHanuTuyeckasl naHenb € MHQoOpMauMen O COCTOAHUK
TemnepaTypbl NPOLECCOPOB.
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PYKOBOACTBO MNOJIb3OBATEJIA

Mpn paboTe C naHenbld MOXHO BbIOpaTb nepuon, 3a KOTOPbIM Bbl XOTUTE MOMYYUTb
MHpOpMaUMNIO O COCTOSIHMM TemnepaTypbl NPOLECCOPOB UM NOTPebnaemMon MOLLHOCTW.
Takke Bbl MOXeTe BblOpaTb MNOPOroBoe 3HaveHus npeaynpexgeHns o6 KputTuyeckon
cuTyaumn. [Ina ysennyeHunsa maclitaba BbibpaHHOro yvactka rpaduvka. [ns aTo Heobxoammo
NeBOM KHOMKOM MbIWM Ha rpaduke BbIAENUTb MHTEpecyeMbl ydacTok. [ns BosBpaTta
macwTtaba rpaduka B MCXOOHOE COCTOSIHME HeOBXOAMMO HaxaTb Ha KHomky «C6pocuTb
MacLuTab»

© 10:33:37 CocTosHue Nuranue ) O6HOBUTL o [ @ root~

Cuctema v Mpoueccopbl

JAuHamuyeckan uHdopMauma
CraTyc o6opynoBaHWsa v

ﬂ(]["’lz—',’J.HHA yac HDCHERHME CYTKH
Ynpaenexnue v
Noru o & Nokasarenu Temnepatypsl ~
BentunaTopsl e 3HaueHue NpegynpeXaeHuA KpUTAYECKUIA PEXUM

80 90

MaTepHHcKasa nnaTa v
Mopgynu namaTi v Coxpanuts

Mpoyeccopsl ~

OunHamuueckas nHdpopmauma

WCTOYHWKK NUTaHWA ~

HacTpoikin v

Bbe3onacHocTb W AocTyn ~

A e P e T o I P o e P P e e P T A N A I P e A P I PP PSP PSP P P

PucyHok 63 CTtpaHuua «lpoueccopsbl. nHamuyeckasi MHdopMaums»

16.8 AHAJINMTUYECKAHA MNMAHEJb «MCTOYHUKA
[MATAHNA»

16.8.1 OTOBPAXXEHUE OUHAMUYECKOW MHOOPMALIMA O COCTOAHUM
NCTOYHNKOB NMNTAHUA

Mpu BbIOOPE B IEBOM OCHOBHOM MEHK pasgena MCToYHuKM nuTaHua -> [uHamumyeckas
MHopMaumua, rae HaxoguTCcs aHanuTuyeckasl naHesnb € MHQopMaumMen O COCTOAHUK
TemnepaTypbl ICTOMHUKOB MUTAHUA U OPYrNX NOoKasaTensx.

Mpn paboTe C naHenbd MOXHO BbIOpaTb nepuon, 3a KOTOPbI Bbl XOTUTE MNOMYYUTb
NHOPMaLMNIO O COCTOSHUU TemnepaTypbl UCTOYHUKOB MUTAHUS WKW APYrux nokasaTensx.
Takke Bbl MOXeTe BblOpaTb MNOPOroBoe 3HaveHus npegynpexgeHns o6 KpuTuyeckon
cutyaumun. [1ns yBenuyeHus macwitaba BbibpaHHOro yvyacTka rpadguka. [Ans ato HeobxogmMmo
NeBOW KHOMKOW MbIWM Ha rpaduvke BblAENUTb MHTEpecyemblin ydacTok. [Ana Bo3BpaTa
mMacwTaba rpadguka B UCXOQHOE COCTOSIHME HeobxoOuMO HaxaTb Ha KHonky «Cépocutb
mMacLTab».
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10:41:15 CocTosHue Murauue 2 O6HOBUTE [ & @ root ~

Cuctema v MCTOYHWMKN NUTaHWA

OuHamuyeckan uHbpopmauma
CTatyc o6opyaoBaHua v

MocnepHuid yac  MocnefH1e cyTku
YnpaeneHue v
Norw o & Nokasarenu Temnepatypsl v
BeHTunATOpbI ~ U BxopHoe HanpsxeHue ~
Marepnrckan nnara > U BeixogHoe HanpsxeHune ~
Mopaynu namaTu v

P BxopHaa mowHoCTE v
Mpoueccopsi ~

P BbixoaHas MOWHOCTE v

AuHamuyeckas nHGopMauus
# BxoaHas cuna Toka ~

WCTOYHMKW NUTaHKA ~
Cratuueckas uHbopMaums
[uHamuueckas MHOpMaLMA

HacTtpoitkn ~

.

PucyHok 64 CtpaHnua «cTouHmkm nutanms. JuHammdeckas nHgopmaumsa»

16.9 OTOEJIbHbIE SNNEMEHTbI YTPABJIEHUA

[na npocmoTpa cnmcka coobweHun W nepexoda K XypHamny HYXHO HaXaTb KHOMKY
«YBeaoMneHus».

[na nepeBoaa K XypHany cobbITUI HY>XHO KIUKHYTb Ha yBeAoMIIeHne n3 crnvcka (PUcyHok 65).

:40:03 CocToAHue MNuTaHue ) OBHOBMTL
COOBLUEHHSA
CucTema ~ [ata v Bpems
=) SystemEventLogEntry
063op yetemOC
Lata 24-x yacosoi popmar Silslcm‘ Event Log Entry
Mepeyexb obopyaoBaHAs 2022-10-17 13:40:03 (UTC+3) . - . 3
LED umber D361200GEL024:
CeTe Hac‘rpnvmu System Event Log Entry
14-D11200
Pow il >
[ata v spemn Yacosoi nosc e
Cratyc obopynosanus v System Event Log Entry
NTP number ..... ’
Ynpasnexue ~
Cepeep 1 Cepeep 2 Ce SystemEvent Log Entry
Norn ~ MTP mar Creaf >
gs I
Bentunatopel ~
MartepuHckan nnarta ~
Mogynu namati ~
Mpoueccopsi v
WCTOUHMKK NUTaHnA v
Hactpoaku v
Be3onacHoCTs W A0CTYN ~

PucyHok 65. Cnvcok coobuenni

[Ansa nepekntoyeHnsa NHTepdENC B KHOYHOW PEXMM» HaXXMuTe KHOMKy (PucyHok 66).
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41:07 CocTosHWe MuTtaHue ) O6HOBUTL

Cuctema

Nata v Bpema
Cratyc obopyaoBaHua
Ynpagnexne

Noru

BeHTUNATOpPLI
MaTepuHcKan nnata
Mogynu namaTh
MNMpoueccopbl
WCTOUHNKN NUTAHWA

HacTpoitku

Iﬂﬂﬁﬁmi W gocTyn

Oata u Bpemsa

Aara 24-x yacoeoi popmar
2022-10-17 13:41:07 (UTC+3)
HacTtpownku

NTP

Cepsep 1 Cepeep 2 Cepaep 3

COXpaHUTb HaCTPOAKK

PucyHok 66. MNepekntoveHne B HOYHON pexunm

Mocne nepeknioyeHns nHtepdenc byaeT BbirMsaeTb, Kak nokasaHo Ha PucyHok 67.

Rara u spema
Craryc o6opyaoBanus
Ynpasnenue
KVM
Berpoensoe M0
Nepesanyck BMC
Komcons SOL

Ynpasnenue nuTaxuem
cepeepa

BUpTyansHbie HOCHTeNH
Norw

BeHTUnATOpbI
Martepunckan nnara
Mogynu namaTH
Mpoueccopst

VACTOMHWKY NUTaHMUA
HacTpoiiku

[fleAcraue npu
BOCCTBHOBNEHM NUTAHUSA

68

10:25  CocrosHue Nuranse O OBMosuts L) % @ root~

® Bxnoveno

Mopaepx

@  Buxmoueno

Tecrosoe coobuienve Coxpanure

@® Aobasuts

WUMS NONLIOBATENA

Hacrpoitku SYSLOG

Cratye

® Banoueno

Coxpanurs

PucyHok 67. HouHou pexum nHtepdenca




Cuna KYb

17 OONONHNTEJIbHAA NHPOPMALNA
17.1 COOBWEHWA OB OLWMNBKAX

Tabnuua 3. CoobueHnsa o6 olmbkax

NMpo6nema / Koa owumb6ku

ESXi  otobpaxaetr  coobuieHue
«Alert» no ceHcopam, y KOTOpPbIX HET
rPaHNYHbIX 3HAYEHNN.

CoobueHre B XypHarne cobbITui:
«Service  systemd-networkd-wait-
online.service has exited
unsuccessfully»

CoobueHre B XypHarne cobbITui:

«Service phosphor-ipmi-host.service
has exited unsuccessfully»

69

PeweHue

CocTosiHne ceHcopoB, BO3BpaLlaeMblX MO NPOTOKOSY
IPMI, He coaepXalux KOPPEKTHOM pasMepPHOCTU
(pa3smepHocTb unspecified) n NOPOroBbIX 3Ha4YeHUN
(threshold), npuBogaTcs cnpaBoyHO. Vcnonb3oBaTb
UX Ona  onpefjerieHuss COCTOAHUA CUCTEMbl  He
pekomMeHayeTcA.

Mpy BO3HWKHOBEHMM A@HHOIO COOGLLEHUS B XXypHane
COObITUI ero MOXHO NOMETUTb Kak paspeLLeHHoe Unm
yoanutb. [laHHoe cobbiTe He curHanmsupyet o
HEeMCnpaBHOCTMU.

Ona CP2-5422, CP4-5422:

[Mpn BO3HMKHOBEHMM JAHHOIO COOBLLEHUS B XXypHarne
cobbITin crnegyeT npoBepuTb pPaboTOCNOCOOHOCTD.

Hanpumep, 13 onepaumoHHOW CUCTEMbI cepBepa
BbINONHUTL: #ipmitool power status.

B cnyyae, ecnu nokanbHbin npotokon  IPMI
pabotocnocobeH wnu onepaumMoHHas  cucTtema

cepBepa He Ucnonb3yeT nokanbHbI npoTokon IPMI,
cobblTE MOXHO MOMETUTb KaK paspelleHHOe WIu
yoanutb.

B cnyyae, ecnu nokanbHbln npoTokon IPMI
HepaboTtocnocobeH, © onepauMoHHas cucTema
cepBepa ucnonb3yeT nokanbHbl npoTokon IPMI,

pekoMeHayeTcs nepesarpys3vntb cepsep. [locne yero
npoBepuTb pPaboTocnocobHOCTL CBA3M cepBepa C
BMC no nokansHomy npoTtokony IPMI.

Ansa cepsepoB CP1-6326, CP2-6327, CP9-6426:

[Mpn BO3HMKHOBEHMM LAHHOIO COOBLLEHUS B XXypHane
cobbiTun cnegyet nepesarpy3nte CUJIA Ky®.

Mocne nepesarpy3kn CUITIA Ky Heobxogmmo

nepesarpysutb cepsep



PYKOBOACTBO MNOJIb3OBATEJIA

17.2 OCOBEHHOCTW CNUCTEM

17.2.1 JOCTYN K IPMI

Ana goctyna k IPMI no npotokony lanplus ucnonb3yetcs Habop wwudgpos 17 (Hanpumep,
ipmitool -l lanplus -C 17...).

BblgeneHHbin ceTeBon uMHTepdenc ans cepsepa CP2-5422 moxeT ObiTb AOCTYNEH Mo
npoTokony IPMI kak kaHans! 1 u 3. Hanpumep:

= ipmitool lan print

= ijpmitool lan print 1

* ijpmitool lan print 3

BblgeneHHbIn ceTeBon uHTepdenc ans cepeepos CP1-6326, CP2-6327, CP9-6426 noctyneH
no npotokosny IPMI kak kaHan 1. Hanpumep:

* ijpmitool lan print

= ijpmitool lan print 1

Mo npotokony REDFISH u 4yepe3 Web-nHTtepdenc BblaeneHHbi ceTeBon UHTEpdENC ans
cepsepoB CUJIA nmeHyetcsa — «ethOx».

CeTeBon uHTepdenc coBMmelleHHbin ¢ LOM-noptom ans cepsepoB CP1-6326, CP2-6327,
CP9-6426 poctyneH no npotokony IPMI kak kaHan 3. Hanpumep, ipmitool lan print 3.

Mo npotokony REDFISH n yepe3 Web-nHtepdenc ceteBonn nHTepdEnCc COBMELLEHHbIN C
LOM-nopTtom ansa cepsepoB CP1-6326, CP2-6327, CP9-6426 umeHyetcs — «eth1»

17.3 PEKOMEHOALNA

17.3.1 ANA CEPBEPA CP2-5422, CP4-5422

e [lpu mHcTannsumm Bepcuun, HadnHasa ¢ 01.07 pekomeHgyetca obHoerneHne BIOS go
Bepcun 8.4.

e 3aperucTpupoBaHHble CEPUNHbIE HOMEpa CEepBEpPOB Bcerga cogepxart B Hayane
cumson D.

e Ecnu cepuitHbln HOMep He 3agaH, Hanpumep: B cucteme CUJIA Ky6 BugeH kak NEED
TO SET nnu B onepaumMoHHON cucTeMe KomaHaa

dmidecode -t 1 | grep Serial | grep D

HU4Yero He BO3BpalLlaeT, Torga
— 3anpocutb B Cnyxbe MNMoaaepxkun apxms tar zvfbios 8 X linux_update.tgz,

roe X — sepcua BIOS
— PacnakoBatb apxvB

— [lepentun B KaTanor,

BbInONHUTL KOMaHAay:

/set_dmi.sh <CepunHbin Homep cepBepa> <CepunHbIn HOMep NaTPopPMbI>
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— CepUnHbIN HOMEP BOCCTAHOBIEH.

17.3.2 ANA CEPBEPOB CP1-6326, CP2-6327, CP9-6426

e [lpu mHcTannsumm Bepcumn, HaunHasa ¢ 01.07 pekomeHayetca obHoeneHne BIOS go
Bepcumn 9.3.

e [lpn pobaBneHnn nonb3oBaTens 4vepe3 BIOS B meHwo Add user nocne ycTaHOBKM
napossi MOXeT BO3HUKHYTb owmnbka "Set User Access Command Failed!!!", Ho napornb
ycTaHaBnmBaeTcs KoppekTHo. O6xoaHble NyTwu: ynpaBnsTb MOnb3oBaTendamu 4yepes
Web-nutepgenc CUJTA Kyb mnm nocne BO3HMKHOBEHUSI 3TOW OLIMOKM MPOOOIKUTL
HacTponky nornb3oBatens B BIOS B nogmeHio Change User Settings. [Insa nameHeHus
npaB gocTyna, Heob6xoaumo BbibpaTb 3 KaHan U BbICTaBUTb Ha HEM COOTBETCTBYHOLLIMM
YypOBEHb AocTyna.
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KOHTAKTHAA NHO®POPMALNA

TexHn4Yeckasa noaaepxkKa
+7 (495) 662-10-52 onsa 3BoHKOB 13 MockBbI
+7 (800) 600-96-22 onsi 3BOHKOB U3 PErMOHOB

Ecnn Bam TpebyeTcs kBanuuunpoBaHHas NOMOLLb, NMO3BOHUTE Ha TeneOoH «ropsden
AVHUWM NOLAEPXKKM», HanUWWTe MNUCbMO WNKU BOCMONb3YMTECh APYrMMM cnocobamm
obpalleHnsa B TEXHUYECKYIO NOOLEPXKKY:

* cucTema y4veta 3aaBok Service Desk:
* dhopma pernctpaumm 3asiBKM Ha caunTe:

CINMN\A

KOHTAKTbI

125167, r. Mockaa, +7 (495) 933-37-01
INeHuHrpagckui np-T, A. 37A, kopn. 4  info@sila.ru
www.sila.ru
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